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This essay is structured by a central idea: thateuriberal governmentality mobility is
translated into a discourse of freedom of circalatiwhich reframes freedom as moving
without being stopped, and confuses the speed bfcivannelled movement with freedom.
As we will see in a first part of the essay, thisgess of reframing freedom as speed emerges
from a long history of liberal governmentality.idt related to more recent trends concerning
the combination of different techniques (includimigmetrics identifiers, storage of personal
data in huge data bases and exchange of thesatdtta transnational level), which have
been experimented with in various local regionghsas at Australian borders, US/Mexico
and US/Canada borders, and Schengen borders.réhi was destabilised after September
14, 2001, and was then reframed in light of theptition to come back to a sovereign logic
of border controls. It has been given the name sofart’ borders. The techniques are
unending, and in the language of the European Uit have been defined as ‘enhancing
freedom’. They have huge implications concerningovig considered a regular traveller or
not, under what reasons the travel is consideretegitmate (legalised), and when the
traveller is seen as entering a ‘borderzone’ thateterritorialised from the locus of the state
border. As we will see in the second part of thssag, such techniques also invoke
compliance on the part of individuals to a reginhienobility that is associated with freedom
and comfort. Control is less directed toward theskviduals than it is directed towards their
personal data, their ‘data double’, meaning thermftion collected in the data base systems
which is seen as representing their ‘real’ identitye truth of their body (see also Rygiel, this
volume). The essay thus argues that liberal goventatity is more and more driven by a
reframing of freedom as speed and comfort, implyhrg freedom is subordinated to unease,
suspicion of others, and uncertainty of the bouledanf the self. The identity of this self is
now related, not only to the soul, the body, bgbaio the data double; to the information
collected by public and private bureaucracies alogitself, and supposedly telling the truth
about him or her. This, as we will see, generatew riorms of irregularity through

dataveillance.



THE LIBERAL GOVERNMENTALITY OF BORDERS

Traditional accounts of liberal regimes link cahtiwith the capacity to stop and to
investigate and, by contrast, identify movementhwiteedom. The Jean-Baptiste Say
argument of ‘laissez faire, laissez passer has lameepted as the truth of liberalism, and
blocking movement is widely conceived of as a ‘pobibnist’ or security move. The different
bureaucracies of the state consider borders assfofrmstitutions, though in different ways.
The military approach borders as symbolic linede&fence to stop the enemy, even if borders
in this sense are technically obsolete. For padicd custom purposes, borders function as
places where it is easier to stop someone, botprantical terms and often in legal terms
when it concerns foreigners. From an economic getsge, borders are places of exchange
and of added values, and are operators of conmsc{enderson and Bigo, 2002). Very often
this diversity of visions and functions has beerctibed as a ‘liberal paradox’ by opposing
security on one side and freedom of movement omwtier side (Wayne et al., 1994). Indeed,
a large part of the literature on migration conéisto use this metaphor of a dilemma solved
(or not) by a ‘back door’ policy (a contrario Guild009, Schmidtke and Ozcurumez, 2007).
But this approach is misleading. Security is noly @bout stopping. Opening can also be a

‘security’ move.

Unfortunately, the association between mobility gneedom has obscured this fact by
structuring a simplistic opposition: security isoab stopping, freedom is about moving.
Irregularity then becomes defined as crossing witlaathorization. The mythical association
of liberalism with ‘laissez faire,” and with thenlitation of the state (of police) has been set up
in opposition to controls that are designed to stmyement in order to check identities, to
block products and persons, and to tax products pandons. Indeed, border controls for
military, police and commerce purposes have beemndmaded with the rise of political
economy in its liberal doctrine approach. Any idéaontrol associated with erecting a wall,
or sealing the border, in order to become a ‘fesgrdnas been considered as ‘illiberal’, and
even as ‘authoritarian’. Borders are rather jumddjosuggest liberal economists. They are
useful as they are place of differentiation (andstlas places where profit is possible), but
they have to be ‘opened’ to be profitable. For gtote exist, for life to develop, the required
environment is one of mobility. This is what isledl freedom of movement. Freedom is a

terminology to signify a ‘natural action’: to putafility into motion. Freedom of movement



is at the same time the movement of freedom. B dynamic. The two terminologies of

freedom and of movement are consubstantial.

This liberal economist discourse has also frameal jtiridical discourse of the main
international institutions of regional areas of eoemnce: not only the World Trade
Organisation, but also the European Union as sificitates such as the USA and Australia
have been reluctant to extend freedom of movenzepetsons and have preferred to restrict
the freedom of movement to capital, ideas, produtd service providers (i.e. workers), the
European Union, through the Commission and itsritbag fathers’ has created the potential
for the development of a wider range of strugglesiad freedom of movement than those
limited to the economic agenda, including thoseceoming family reunification, tourism, and
other activities not directly related to work. Ttveo Courts of Strasbourg and Luxembourg
(ECJ and ECHR) have set up a jurisprudence, whishgiven clear grounds to the notion of
freedom of movement for individuals (Guild, 200Recognised as a central value of the EU,
freedom of movement has thus been categorised esdhm, the exception being the
sovereign argument of threat to survival and idgnireedom (of movement) in this regard
has been considered as an overarching value thdiecaontrasted with security. By the same
token, freedom has often been reduced to freedomasement. The notion of rights has
invaded the notion of liberty and freedom as arstepnic category, and freedom has been
associated with capacity to act and to move. Frneedas been seen as the ‘engine’ for the
liberal economy to be productive. Freedom is thecapsulated into a political imagination
whereby freedom is necessary; whereby freedom isieans to obtain the optimum
development of life (of happiness).

In contrast to such liberal accounts of free moveaihis essay argues that freedom is not so
much a value, it is a technology of power; a tetbgyw of power where freedom is easily
reduced to and associated with mobility. Michel ¢aut was among the first to see that
security does not disappear with freedom of movemarhis 1977 lecture series concerning
security, territory and population, he considerecusity as the limits of freedom, that it is the
result of this process of freedom of movement anga& ‘milieu’ (Dillon and Neal, 2008,
Foucault, 2007). In order to show this, he triedigiinguish between discipline and security,
between an environment of police, and an environtroemarket, reserving the terminology
of security for non-sovereign and non-disciplinaeghniques. Even if he abandoned the

distinction later on because it was counter intgitand because security is seen as coercive



more than as a social and economic instrumentefoethdered by risk), there are two points
that are central to his lecture . First, he refusesppose security and freedom as two values,
with security instead appearing as the limit obttem practices. Second, he is conscious that
mobility is not the defining dimension of freedoBigo, 2008). On the contrary, mobility is
conceived of by Foucault as a limit condition aé€fdom, like security, while mobility and
security are conceived of as working together.dvaithg Foucault, we thus have to recognize
the structure of mobility as a means of undermirfre@dom and of equating freedom with

security.

SEPTEMBER 14 2001, AND THE DISCIPLINARISATION OF BIDER CONTROLS

After the bombings of September 11 2001 the detigias made on September 14 to act as if
a ‘new world was born’: a world of absolute danged a world at a continual risk of
Armageddon. Nuclear and biological terrorism irstregard was constructed as a worst-case
scenario to avoid by all means. As Ashcroft putd is not a question of ‘if’; it is a question
of ‘when’ (Brown Cynthia, 2003, Cole David, 2002)hus, the sovereign move to seal the
border, to consider the country as in a ‘global vagainst insidious infiltrated enemies gave
way to a series of practices permitting the usexaeptional means. Existing techniques of
surveillance, which were previously limited by @moy and by minimal investments on
interlinking technologies, have in the interest mdtional security been used at their

‘maximum’ since 2001.

Under these conditions, sealing the border wasadgémed legitimate and the searching of
individuals without believing their identity documts was a key aim that biometrics was
designed to resolve (see Walters, this volume)-duacaldian terms, this can be described in
terms of the conflation of the two environmentsnvair and market, with the strategy being to
discipline the environment of market and its fremdof circulation in terms that abandoned
(liberal) security and returned to coercive, wie lactions. In that sense Etienne Balibar was
right to insist in 2003 that September 11 (or 14s\whe end of the ‘security’ period, the end
of the understanding of security in its liberal spli However, as we will see, this moment
was limited to two or three years, and a liberausity discourse reappeared in 2003 through
‘smart borders.” This shift requires that we examboth the techniques of surveillance and

control implemented to stop people and to checktimelependently of speed, as well as the



techniques of surveillance and control implemenitethaintain speed of travel while tracing
people and preventing some people’s travel. The pnaduces very different forms of

irregularity, as we will see.

The initial ‘policing’ reaction in 2002 and 2003 sveo multiply ‘gates’, ‘check points’ along
different lines of travel, in order to filter thitv of people, and severely increase the number
of rejections (Mattelart, 2007). An increased lewélsuspicion multiplied the numbers of
travellers who were considered a potential danged who were subsequently blocked,
detained and sent back. Very quickly, the watchdgainst terrorism worked against any
form of unauthorised movement. It is critical tat@chowever, that the belief in the capacity
to intercept these individuals trying to ‘infiltedtthe country did not diminish and did not
deter the administration to launch war in Afghaarisand Irag. It is thus impossible to speak
of September 11 as a state of Terror, or eventa sfd-ear, as too many analysts have done;
despite such an approach creating a state of uabase the future mixed with ultra patriotic
discourse permeated by a macho will of revengenagai ‘weaker’ enemy (Bigo, 2005, Bigo,
2002, Eisenstein, 2002). The will of revenge wageammowerful than the fear of potential
massive destruction, and the belief in the capdoityffectively ‘seal’ the border was always
more or less present. With the best technology atkwthe newest instruments, and no
limitation to its use, danger can be jugulated awdn anticipated, said it was claimed.
Prevention in this regard is the absolute keywdrdieed, a belief in the capacity of
technologies of surveillance and anticipation lsasaw the ‘doxa’ of the solution against a

global insecurity and all the different worst-casenarios.

Technologies of surveillance and anticipation hageonly been implemented by the states
engaged in the ‘war on terror’. So also have thegnbimplemented by states that were
sceptical about it, either under the pressure ef WS and their allies, or for their own
purposes of controlling terrorism and migrationeThscrimination against some nationalities
and the different forms of ‘islamophobia’ on botbes of the Atlantic have been outrageous
from the start, and have been relayed by secuoitygpanies and bureaucracies in charge of
the devalorised border controls who wanted to shwevimportance of their work (Cesari,
2007). In the US, such discriminations have quickbached beyond counterterrorist
argumentation to the Hispanic community (see Cowtmd De Genova, this volume).
Similarly, they have reached to the black Africaamenunity in the European context. If

discriminatory surveillance and anticipation wasimyaan approach of Greek, Italian and



Spanish border guards (with the ‘help’ of Nato flaetimes), it has increasingly become the
game played by operational EU agencies, such astéxqlLe Cour Grandmaison et al.,
2007). These practices of a ‘war against migratltave been been widely discussed in terms
of their direct violence, and it is not my objeetito describe them again (Conflitti globali,
2007, Palidda, 2005). On the contrary, | want gsihon the importance of the ‘softer’ forms
of control; on those techniques that are so inlasilso well packaged - that they appear as
enhancing freedom of movement. When they produegtarity, it is of a new kind: the
irregularity of your data double, of the informati@bout you in a range of interlinked

databases.

SMART BORDERS, SMART SURVEILLANCE, SMART PEOPLE: EMNCING
SURVEILLANCE AS FREEDOM?

The importance of the different ‘border games’ thed played by border guards have been
dismissed by other agencies, especially the igtlice services and the private security
industry (Andreas, 2000). The latter have insistedthe role of intelligence, information,
profiling and prevention to develop a form of polg at a distance. Here, security is less
conceived of as an operation of coercion and steuggainst an enemy force at the border
(seen as a barrier), than it is conceived of im#pf the anticipation and a detection of
adversaries in the midst of flows of travellershe tatter of which it is crucial to ‘preserve’
for the running of the economy, the liberal valaesl democracy. This has created two main
forms of security arguments between what we halleccthe ‘heirs’ and the ‘pretenders’, the
‘classics’ and the ‘neo moderns’ generating a debaternal to the professionals of
(in)security and excluding from the debate thertjpp@rgument (Bigo et al., 2007, Bigo and
Tsoukala, 2008). If the ‘Classics’ (border guardemigration officers, border polices,
customs, traditional military people) consider thia¢ border of the territory is a line of
defence and may be sealed if necessary for reasosumwival, the ‘neo Moderns’
(antiterrorists squads, intelligence services,dany services, counter subversive operators,
database analysts) have attacked this idea botheocapacity to be efficient and also on the
legitimacy of such a reaction. They have insistadhe danger for the government in sealing
borders and have proposed ‘smart borders’ as almegelating the flow of population and
not territories. They seem to have partly convintleel neo-conservatives in the US and

certainly the EU members of this alliance, as w&slthe democrats in the US.



The terminology of smart borders was not an ingendf 2003, but it has taken a different
meaning since this date. It was previously evidesrnh the mid-1990s in relation to the US
Mexico border and even more the US/Canada bordberevthe idea was to create an
enlarged borderzone, still territorialised, betweaultiple twin cities, which would allow for
quick passage based on pre-checking and the 8estotibiometrics identifiers (Bigo et al.,
2009, Salter, 2004). In this borderzone, peoplecamarsider themselves free as long as they
don’t cross the boundaries of the area. They ademgontinuous surveillance and their
travels are traced through many devices, but thmy keach their destination quickly.
Localised at the beginning to a cross-border atie@, notion takes on quite a different
meaning when used for international travels. A ioerof smart borders through electronic
visas and pre boarding checks was already implesdemt Australia prior to 2001, thus
enlarging the borderzone to an international netwof airports, airline companies,
bureaucracies and consumers. Moreover, the Scheagyeements internal to the European
Union can be considered, without using the ternaigg| as one of the first steps towards this
idea and its practice. Since 2003, the terminolmigymart borders has ‘flourished’ among all
the professionals of (in)security in relation t@ tear of resistance both by many travellers

and by the airlines companies on the restrictidrisawel and the diminution of profits.

Mobility, which was not the major topic of any afal documents for years, appeared in 2003
more and more regularly as ‘the’ factor to takeo inbnsideration. The Homeland Security
Department has been one of the first to use ‘mgbilstead of migration to cope with the
‘full spectrum of threats’ and to go against thiéiah move of tightening controls by physical
presence. The then Homeland Security Secretary, Raige, insisted that the Homeland
security was secure only if internal security agem@broad were collaborating with the US
agencies by gathering information. He expressedkadf confidence in border controls in the
US alone as sufficient (Bonditti, 2005, Ceyhan,£20®e even went against some of his new
subordinates by insisting on the importance of ietdgically maintaining mobility in safe
channels all over the world, thus positioning agaen conception of America as fearing the
external world. For him, the solution was conceivddin terms of the relation between
biometrics and exchange of personal data at timsnedional level, in order that the arrivals
of individuals can be anticipated using what hdedathe Australian model of biometrics,

data-base, transnational exchange of personal@atdronic visa.



Biometric identifiers at this time were considerasl a way to individualise travellers by
authenticating the body for terrorist purposes,wadl as being a way to control travel
documenten massdor deterrence purposes (even if generating margyys). The idea was
to reduce travel times using passengers name ecertt in advance to the administration,
with the names of individuals pre-checked againdistaof potential dangerous ‘names’
previously recorded in various databases. The whsth were simultaneously a way to
exclude some persons and to normalise 90 % ofrdélvelting population, with the aim being
to speed up the process. As explained many timéseogesearch network of surveillance and
society, as well as by the Challenge programmetlam®GO statewatchfrom 2003 the role
of the border guards has been restructured thrdagitled border surveillance practices. The
proliferation of ‘smart borders’ and ‘electronicrders’ have been at the heart of the vision of
the intelligence services, and this has led tqas#ioning of border guards as ‘the last line of
defence and not the first’ (Accenture Digital For2804).

A form of ‘policing at a distance’ and the chanmmgjlof people has emerged as an alternative
to tough border control over recent years (Bigd)3)0As explained by the authors of the
report on the surveillance society, ‘the everydgyegience of surveillance at the border, then,
is preceded by a dataveillant system that makegeuments about degrees of risk before the
physical border checkpoint’ (Surveillance Studiewbrk et al., September 2006). This has
changed the logic at work in displacing the pradiof control from those focused on
obstruction to those focused on channelling. At shene time, discursive categories that
oppose security as obstruction and mobility asdibe® remain strong. This effectively
justifies the new surveillance techniques as teges of freedom because they are articulated
as techniques of mobility (and anticipation) rathtban as techniques of control and

obstruction.

Technologies ‘accelerating’ the procedure entavesal dimensions. First, they involve the
gathering of information in advance from each pagee in order that the authorities of
control can pre-check who may be dangerous or utedaihe travel companies are ordered
to cooperate and to give the data they previousliected for reward cards (for frequent
travellers). In addition to the Passenger Name Risc(PNR), they have collected Advanced
Passengers Information (API) (Guild and BrouwerD&@0Guild 2007, Statewatch, 2003).
They work on ‘time’; on prevention, anticipationec®nd, the ‘entry and exit systems of

electronic visa travels’ play even more into tlagit by filtering who can and cannot travel



before departure (Hobbing, 2003, Hobbing, 2009kiThasiness, the speed by which people
can obtain them, induces the collaboration of ttexe who prefer to check on line, which
allows them to avoid queues by giving more and nntic@mation about themselves. Indeed,
airports themselves have been reconfigured to @éahe different categories of population,
and have created new categories based on thegased information on passengers: fast
track channel, biometrics cards at some specifipodis, credit card privileges and ‘the
others’. On arrival, it is often the same in temwhslifferent channels.

Despite the ambiguity of individualised logics @introl the dream of a perfect management
through risk assessment and monitoring of the éutemains — seemingly blind to its dis-
function. Or, more accurately we could say th& @ssumed that a new technology will solve
what technology has done badly so far. For exantpke,new technologies that are now
developed in order to not stop and to not touchirtdéevidual aim at being invisible to their
eyes. The disciplinary mode has to be used onleny few cases. And already fingerprints
identifiers are not considered as a good technolmgally, the body should not be touched in
order for it to be recognised. Fingerprints, edaough easily laser scanned, are still too time
consuming and produce too much of face-to-faceranten. Facial recognition patterns,
especially if they can be developed to work in massvds and without long preliminary
pattern establishment, are seen as the future dorfartable and smooth travel (Coaffee,
Wood et al. 2009; see also Walters in this volurR&)ID is also under study in order to trace
people who try to overstay after their visa, andsitboth tragic and funny to see the
enthusiasm of the managers of (in)security for tachnology. In any case, the arbitrariness
of the day-to-day control is not erased by thessal$' techniques. Arbitrariness disrupts the
manager’s ideal of a seamless flow, and leadsgbtrdao face to face interactions between
controllers and controlees (with social class défgiation) as it previously. These are just
some examples among a long list of these new téohies operating at a dis-tance and at
dis-time of the body, which produces irregularity those banned as ‘abnormals’ (Bigo,
2004).

Channelling techniques ‘invite’ people to gathercading to their nationalities, their
departure flights, their places of birth, their des# a visa, etc. Yet these channels and the
work force of controllers are not always cohereahdering the smoothness of the process
highly questionable. The speedy system works styltladt it is often preferable to queue: the

mass and the electronic seem to be antagonisticipies. Moreover, some categories of



people — such as dual nationals — are now by diefnsuspicious for a system that relies on
one pre-registration/identification and one onlythé& categories, including those on watch
lists, are absolutely disconcerted by their ownusion on the list and thus question the
guality of the system. The multiplication of falpesitives by the aggregation of inaccurate
and old information is destroying any idea of arerawching rationale. Even in terms of
combating the terrorist threat, the practice oftoahng liquids and gels (to put them into
plastic bags in small quantities with the posditif reuniting them after), is considered by
the majority as a ridiculous and kafkaian orgamsgtrather than as an effective mechanism
of surveillance. But it has nevertheless a strangaict. People adapt to a situation where
individuals wait in line to avoid queuing while gens of colour are in front of them - even if
they and the system claim to be blind to coloursdme ways, then it is because the system

does not work that it works (Deleuze, 1994).

SUCCESS STORY OF ‘MOBILITY CONTROLS’: A ‘LIBERAL’ ECHNOLOGY?

Preserving mobility, the liberal system (workingllw&ansforms freedom into dataveillance.
The success of this new rationale has been ovemuhgl All the professionals of politics
have bought immediately the argument. The secuntustry has seen a window of
opportunity at a scale that was only reached ab#gnning of the Reagan era for the missile
shield defence. The investments have largely bigétel, the civilian possibilities to sell the
same technology have largely been better, andettersl profitability has largely been better
than any defence contract. The security industy #we different police and border guard
agencies have requested research into the feadintiee individuals under surveillance, as
they were anticipating forms of unrest. This reskalaims to have found that people are not
so much unhappy with surveillance as they are \aitlh form of body control, especially
physical searches and searches which take timegaire that people queue. So the industry,
with the help of massive public funding, has ‘ansageto the market’ and now proposes a
long series of new technologies or new systembdth ‘end users’ (i.e. the police, the border
guards) and the targets (i.e. the public) that éltktechnologies in a different set of systems.
These will control without touching bodies — withopeople knowing they are under
surveillance, or with people knowing but smilinggisely because they are on camera.
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The Group of Personalities on Security Research¢hwivas convened in 2003, was at the
heart of this change in Europe and relayed the td&tsborders discourse. As explained by
myself along with Julien Jeandesboz, Francesco zzggAnthony Amicelle and Philippe

Bonditti in a common report for the FP7 Inex:

this group brought together executives from severajor European companies with activities in the
field of defence and security (Diehl Stiftung, Fémmecanica, EADS, Ericsson, INDRA, Thales, BAE
Systems, Siemens), higher level officials from Egropean institutions, members of the European
Parliament, former senior governmental executived selected representatives of think tanks and
research institutions (INEX WP1 report 2009).

The group delivered a final report, entitldResearch for a Secure Eurof&uropean
Commission, 2004) in which the same reasoning conmgg mobility threatened by violence
and illegality was used as that developed by thenéland department of the US. This
document pleads for a European Homeland Secunty,cansiders that the ‘only’ option is
for the borders to be secured in order to achieraahblevel of protection of the civilians in a
globalised world. As the group said in their reptité contemporary “threats environment” is
multifarious but technology stands as a key ‘emalblg providing an answer to the different
threats through specific technologies or networkseochnologies that create a secure area or

‘borderzone’ in which the speed of travel is natl@mgered by security measures.

Adding the control of mass migration to terrorissrareason for the development of such
technologies, flattering the advance of the EU whkeir Schengen agreement and their
technologies concerning the biometric/data basefteat system in relation to the US

concern with Homeland Security, the group neveethelinsisted that this ‘technological

advance’ was reduced by the capacity of the UShittkktahead with the terminologies of

‘smart borders’ and to develop their industry igaels to this safe but high speed mobility.
So, for the EU, the dilemma about privacy was dutate. Rather, the duty was to accelerate
the development of technologies to assure molality safety in the EU, and to prepare the
industry so that the competition for the specifiechnologies of smart borders’ or ‘smart

surveillance’ at the borderzone could be both airand global.

The report of 2004 was followed by the creationaa$pecific research programme for the

security industry at the EU level and by a serieadvisory groups ‘engaging the EU for the
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future twenty years’. It was also followed by tlwerhation of very narrow groups of experts
setting up the agenda in relation with an evenaveagr group of internal experts from the EU
Commission. The list of proposals trying to implernthis system is impressivé=rom 2004

to 2008 we have seen a transformation in the pnodiisation of security, freedom and
mobility. It began in some ways with the propodalsVisa Information System (VIS), and
for Research for a Secure Europe in 2004. Thisfolesved by The Hague Programme and
its Ten priorities for the Next Five Years, in 20@bong with the communication from the
Commission to the Council and the European Parldmea improved effectiveness,
enhanced interoperability and synergies among Eamogatabases in the area of Justice and
Home Affairs, as well as with the proposal for feming the management of the European
Union’s Southern Maritime in 2006. In these docutsewe see that for the surveillance
industry the strategy is to move far away from ittadal airport controls, especially the ones
implemented just after September 11 2001, primdrégause the disciplinarisation of the
individuals involved in such controls have beenjsciis to huge criticisms. Fingerprinting
and slow techniques of biometric recognitions ameblems as such, plus the face to face
interrogations with private security agents apglydiscretionary controls, frequently on the

base of colour and religious stereotypes, is toohmwsible’.

What is notable in all of these proposals is thalytpresent the security measures taken by
dataveillance as a form of freedom and protectibroor’ population (Bigo, 2006). This
programme has been accelerated with the developofeBiometric Deployment of EU
Passports, the communication on an Integrated MeriPolicy for the European Union in
2007, the Report on the evaluation and future dagreent of Frontex, and the
Communication on examining the creation of a EuampBorder Surveillance System, as well
as the Impact Assessment of Examining the creatfoa European Border Surveillance
System (EUROSUR) in 2008, as well as a ‘non-paper’'2009 Towards a R&D
Demonstration Programme on European-wide Integrateder control system, which all
present the discussion on security issues, notdiscassion about limits of security, about
freedom, about privacy, but about the capacity douse ‘channels’ for specific flows of
people (or money, or information) and to delivezrthat high speed. We cannot discuss each
of the measures here, but it is important to nleét this ‘smart’ model of border surveillance
developed over the last five years locates comdsd at the territorial border of the state as it
was in the aftermath of 2001. The location of colntras now moved upward and outward,

often at the point of departure, but more oftethatpoint of buying a ticket. It is effectively a
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form of control over information before people mowvéis obliges people to give certain
information to complement that already in stock, ickhis delivered it to another
administration at a speed that exceeds that dfaveller him or herself.

IMPLICATIONS OF SMART SURVEILLANCE: GOVERNMENTALITY OF UNEASE
AND FREEDOM

The ‘advantage’ of smart surveillance is that, Some travellers, the ‘normalised’ ones, the
impression of control is very light, as they ar¢ simpped and they wait only for a minimal
amount of time. The ‘unwanted’ ones, the ‘ones’ wdre categorized and profiled as
potentially dangerous are on the contrary undescraiet’ surveillance all along their travel
and are thus continuously ‘traced’. Some of therth lb@ put in detention, asked questions
about their motivations for travel, judged alonge tltategory they pertain for the
administration as risk profile. Their behaviour Ivae anticipated, either visually or through
software profiles that deliver prediction througttuarial statistics. The control will then be
highly focused on some groups and will be de faetaxed for the huge majority of these

travellers who are not stopped, but who are negkasls remain under surveillance.

For these ‘normalised individuals’, it would seemnbie less of a problem. They appear to be
free so long as they do not see those who areattmdy their movements; so long as they are
not stopped during their journey. They are ofteeapkd with the ‘new’ regime of smart
borders, now that arguments justifying stern cdrieve more or less faded with Georges
Bush, and the discourse about the (state of) exece@ts a permanent feature has been
transformed into a more traditional discourse eftdmporary exception. But hysteria limits a
return to the pre-crisis period, and a form of @amental securitisation of everyday life, less
related to Terror, than to uneasiness in generaltalken hold. This attitude of accepting
surveillance, if surveillance is ‘smart’ and comgrare light (i.e. if the surveillance is done
with smiles and if the travel is quick and smoathjelated with this sense that comfort is as
much important as freedom, and may be more imporMaybe comfort is even becoming
the semantic equivalent of fundamental rights aeédom in the mind of many travellers,
and speed and absence of blockade are seen a®tfiepa free world in advertisements of

travel agencies and in the mind of the travellers.
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Compliance with modalities of surveillance that ae¢ up to ease travel by anticipating the
disturbance and by filtering preventively who caawvel is at the heart of many discussions
about the capacity of the governments to devel@ggnammes of surveillance that will be
accepted by their populations. It fits also witk tew Democrat administration of Obama in
the US and with the EU commission’s position: thatder control operations cannot be only
military driven. The mobility of individuals requs a respect of the ‘pastoral’ dimension.
This implies a more individualised logic, a morenfassional one, where the individual has to
state his or her own truth or narrative, and hasdovince the authorities that s/he is a
legitimate traveller or candidate to travel or tls#te has good reasons to flee his or her
country of origin. But such a specific examinattakes time. It requires that some people are
stopped for interrogation, which supposes alsaherothers to wait on line. So, in order to
‘help’ the people waiting, in order to ‘ease’ themvel, it is necessary to provide information
in advance in order that travel will be ‘smoothheBe techniques of ‘electronic visas,” of
‘passenger names records’, are thus presentedelnypfomoters as solutions regarding the
old disciplinary techniques of controlling by stapyp people and by interrogating them

harshly.

A biopolitical argument concerning numbers, statssand not individual cases push towards
more flexibility, more speed in the movement. Piiduty is needed. The non-systematicity
of control is considered as central in order toearate the flow. Good management becomes
the value of travel (not only the economic value the comfort value, its easiness), and is
more important than the potential infiltration afeounwanted among millions of travellers. It
is with this form of power as biopolitics that movent is associated with freedom and mainly
with economy (consumers/workers). The regulatiostagistical, not individual. The benefits
of a centrifugal dynamics extending growth and &fe such (family reunification, children,
etc.) are preferred over military and police inigegions at the borders or before. The idea of
creating an ‘area’ of freedom (of movement), ofusigg (of the community living in the
area), of justice (of fair trial and punishmentiwihe minimum differentiation possible inside
the area between sentences) is a by-product obtbmolitics (Dillon and Reid, 2007). But
the sovereign and disciplinary forms of power nthaess re-invest this economic-
biopolitical model of mobility controls, of comfaile surveillance with high-speed travel.
The ‘abolition’ of the systematicity of controlsrsplaced by control in advance, as well as by

a modernisation of aleatory forms of control whenely some profiled groups, some
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categories of suspicious populations are controlledeed, the sovereign states have accepted
a displacement of their sovereignty beyond therders for these techniques to work, though
this does not imply the dislocation or erosion @ites sovereignty. They have ‘pooled’ their
sovereignties, or so they say. They have condtitotechanisms of collaboration and have
developed common tools (e.g. the Schengen Infooma8ystem, Schengen Visas), while
refusing to have common passports or common ID scakdbreover, they have largely
externalised their sovereign technologies and pajipractices by obliging their ‘neighbours’

to participate actively to their controls towardevement of population coming from outside
and rebranded as third country nationals. Biopmaitcontrol in this regard both exceeds yet

also comes within the remit of sovereign power.

THE NEW IRREGULARS: THE ‘IRREGULAR’ DATA DOUBLES

This world is populated by pre-boarding technoledleat operate through internet and mobile
phones, by specific corridors in airports for thevellers who have subscribed to some liberty
pass exonerating them from showing their documdytpackages of taxi-plane-trains which
are coordinated in order to avoid delay but whioh @bliged to stay in an enlarged border
zone delimitated in advance and which are obligedd from the point of departure to the
point of arrival without the right to change mindecause the data double has been sent
already in advance to the point of arrival and @tiwg for its body (you) to arrive. In other
words, everything is done for your comfort as l@sgpoersonal data is sent in advance, stored,
and compared to previous travels. At arrival they matched, not only with your body, but
also with data that links categories of people’®ihging to behavioural patterns in order to
assess their dangerousness — to check the leaeteptability of your travel. As we will see,
these techniques work by the subjectification eeffom into speed and by their bodiless
impact. They are preventive and they target lessirtdividual as such than his or her data
double. This data double, this virtual-you createugh the accumulation of your personal
data left in different databases and owned by iiffebureaucracies for different purposes, is
now the one which is subject to control and to laiion. Like your guardian angel, your data
double travels first through the flow of informaticcoming from diverse interconnected
databases. If clean enough, then you will travétlgaBut the problem is that additional
layers of information - frozen at a certain perafdime and fried in the present operation -
create a data double that does not mirror you Bxatd the tendency of this data double to

have an autonomous life increases with each trasmelss databases (Marx, 1994). A wrong
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association between first name, name or nicknante siie or he is not clean anymore.
Senator Kennedy cannot travel to his own countryah& Arar, Canadian citizen is

transformed into a potential terrorist and sentStoia (Bigo, et al., 2009). Examples are
multiplying everyday (see also Nyers in this cdilet), because now it is not only you who
have to be put under surveillance, it is also teguentations of your data double. Certainly,
you have no control over it. Your data double emterts with other data doubles you never
met, but then drives your life and decides whetjwr are suspect or not, whether you can

travel or not.

Giving data in order to travel smoothly and to gnfoeedom is thus a more complex
operation than it appears. Even if you have nothingide, you cannot control the matching
of your data with other data. It goes beyond thditional notion of privacy. It has to do with
a statistical approach to surveillance, which drdkithe movement of the most suspicious
ten per cent of the travelling population in oréterthe others to be at ease. It has to do with a
world of smart borders where experts pretend thayehthe knowledge for filtering and
sorting out preventively the potential terroristsiminals, hooligans, or irregular migrants

from the genuine masses of tourists.

But do we agree that prevention is needed in otdestop violence and crime before it
emerges, and that ‘reasonable’ suspicion shouldcdtlg replace the presumption of
innocence? Is it acceptable that managers of saaumulate information about us in order
to decide who is allowed to move, even when tha @anot about a specific individual but
about a category of population with whom the unknomdividual has been associated? Is it
possible to think out the ways by which these maragnonitor the future, and the relations
between rational prediction, human action antiegraeand the astrological or neo-religious
forms of belief in technology which are often link&o a certain expertise which asserts that
they can deal with the future and reduce the uaicgyt by reading the future as a past-future?

Many of our answers to these questions are depewndetheweltanschungon the meaning

of the present world and its trends. Contemporadgéments on the relation between border
crossings, individual rights and state rights sderbe linked to normative issues regarding

the value of free movement and the scale to whiblas to be applied. These judgements also
entail normative responses to practices of ‘nonmadiand frequent round trip journeys

between countries, as well as on beliefs about imoviduals’ rights to move (and to stay)
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relate to governments’ rights to oversee who erttees controlled territory or their common
territories. This brings to bear the issue of atile security of the national territorial area, of
the financial network of important national firned of cyberspace offering potential access
to their infrastructures. Yet these norms are res f/alue, ethical position, they are embedded
into a ‘doxa’ (to use Pierre Bourdieu terminology) ‘mentality’ (in the sense of Mitchell
Dean and Nikolas Rose) which is the political resofl the structuration of a certain
governmentality (Bourdieu, 1998, Dean, 1999, Rds#99). The capacity of judgement
involves forms of thoughts, which are structuredooy bodies of knowledge and vision of
truth. It involves belief and opinion in which weeammersed but which are often delegated
to specific authorities, experts who draw the libesveen what is opportunity and freedom,
what is danger and threat, what is fate and whabts It is then less an exercise to decide
who is right than an understanding of the positiohthe main agents of the debates that we
want to develop. The power of the technologies we to frame our subjectivity is very
important in this regard, because it does not @flgct our conceptions of (in)security, of
obedience, of comfort and pleasure, but so alsg dcaffect the way we think and practice

what we call our freedom.

SUBJECTIVITY AND SUBJECTIFICATION

Subjectivity may be understood in many differenysidn a traditional account it refers to the
consciousness and capacity of choice, the capacdgcide freely. Subjectivity in this regard
IS a means to overcome slavery and obedience. f&ub capable of will. It engages into a
dialectic with his potential master. A collectivitgf equal subjects has the capacity to
transcend their subjectivities into an objectivei@iarian condition of citizen. Freedom,
choice, equality: these are conditions underpintiwgexercise of a unique subjectivity of the
self. The liberal subject as citizen or as consuimdree to choose and to satisfy its desires.
To have the capacity to move, and to avoid beingpper of a small group of providers (of
products, of services, of desires) is a centrdufeaof such a subjectivity. Subjectivity is thus
realised only in a dynamic environment of mobilifhe capacity to act, to enact is crucial
(Isin and Nielsen, 2008). In a political economys@ns as Thorsten Veblen has shown, the
mass production and its equalitarian mode is taanstd into a run to be the first to have a
product, to fulfil a ‘desire.” Fashion, speed ardisction in this regard are destabilising, and

create new incentives for mass production and eopson. The uniqueness of the subject by
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the affirmation of limited distinctions and by tfrenzy to be ‘in advance’ of others is carried
out in this double movement. a movement both of ‘dr@argement’ of space and of the
‘anticipation’ of time through a predicted future.

Michel Foucault has challenged this view of a tqolmant or alienated subject that struggles to
emancipate him or herself from the threads of pow&and seduction. He has developed the
notion of ‘subjectification’ in order to understatite position of the individual crossed (or
pierced) by the rhizomes of power/resistance waiati In reflexive modernization, to use
Mitchell Dean’s formula, subjectification works @, (un)satisfied desire/consumer that
James G. Ballard in his latest novels (Super Canviéenium People, Kingdom to Come)
has perfectly explored both for its tendencies $fcpological drama, and its religious and
sacred resurgences on both market and politicsn[2&09). This ‘ethical substance’ replaces
the flesh of the Christians, the pleasures of theiemt Greeks is at the heart of the
contemporary project to secure and to develop riiwbile and proactive consumer of the
present. It is the model of life that we seek tougon.

The governmentality of this mobile consumer of pinesent is worked through a programme
that | have called in other work, a governmentatifyunease, playing with ambiguity and
uncertainty and transforming opportunity and freadato a call for insurance, reassurance,
comfort given by the authorities. This governmetytaif unease is working through everyday
life and the dynamic of enlargement of life podgibs transforming reassurance into unease,
angst, and even fear by evoking chaos, global urgggcterror. It divides the population into
categories of those non desirable, unwanted grthgisare to be either integrated in a way of
assimilation or to be banned, excluded, removealst assesses the potential destiny of each
member of the category to become non desirablewvtilves, as we have seen, different
procedures of surveillance and control which arebiflWen to stop, to limit, to block
movement and which are on the contrary requirdddiitate safe movement, to channel the
flow of homogeneous groups already sorted out tittqurofiles of identical patterns which
prevent heterogeneous individuals, abnormals baigd up in the flow. This technology of
power is constructed through a series of actiona aistance/distime (in terms of both
geography and time). It works through computeridath gathering techniques; through the
storage and exchange of data concerning individataks higher speed for their information
(or data double) than for their physical bodiesptigh circulating in ‘roads’ mapped at local,

regional and transational levels. It works with gfie bodies of knowledge supposedly
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derived from non-linear and pixellised informaticoncerning an individual image of present
and of future behaviour. All these elements deteena mode of subjectification concerning
‘who we are when we are governed in such a way wahdt freedoms we are asked to

exercise in order for government to work on suatesses of subjectification.

WILL TO SERVE, ACCEPTANCE, COMPLIANCE REGARDING THANOLOGY OF
SURVEILLANCE AND CHANNELLING OF TRAVELS.

For those who control, or think that they are imteol, this strategy is of course not an
acknowledgement of the work of Zygmunt Bauman’sarobf the contemporary world as a
liquid modernity and even less a cosmopolitan dlsbapproach of nomadism that takes into
account pendular travels and insists upon peoplg@yment of life travelling (knowing they
can come back) (Bauman, 2006, Bauman, 2005, Bau2@7,). Their frame is more about
an image of a growing insecurity that destabilifes state’s capacity to protect its own
population against major violence, and a claim thability has to be continued, but under
strict controls. This vision depends on the ‘cogterimage of the country’ (Virilio, 2005) and
its will to negate the ‘accident,” whether in terofserrorism as of September 2001, in terms
of finance as of 2008, in terms of viruses as wh H1N1 flu or meteorological events such
as tsunamis and earthquakes, or virtual as K20@@e,Hnobility is not so much seen as an
opportunity, than as a danger, a permanent daBgérnevertheless, mobility has to continue
as it is ‘life’ itself, and ‘liberal economies adepending of mobility as human beings are
depending on air to breath.” The ‘accident’ and‘tear of the accident’ does not deter from
speed. Mobility is consubstantial of liberal ecoryoriihe world is a world of passage, of
circulation of capital, goods, services, informatiand persons. The mantra cannot be
changed, as it will be seen as the ‘return’ to gtdnism, to mercantilism, to state police, to
stazi and stasis. So mobility has to be simultasigoaccelerated to show that the accident is
under control and framed in a way where it is daesio filter, to sort out the legitimate and

the illegitimate travels, the wanted and unwantegkoducts, assets, and persons.

What is thus required by the system is an accel@ratobility more than a freedom of
movement. It is not a surprise, but the suitabityhe words is so strong that it still resonates
as a surprise when freedom is opposed to mobihty when mobility is associated with
control. The subjectification comes from the fawttwe, the ‘normalised,” often agree that

regulated mobility is the optimum of the regimenadbility controls; that traditional freedom
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can be reframed. Regulated mobility on this accoultact as ‘freedom.’ It is a question of
traffic, of speed of traffic, but with comfort, witpleasure. The controls are then ideal, as long
as they don't need to stop us, to ‘touch’ us, anble ‘visible.’

Much empirical data comes to this conclusion, wiiek the capacity to irritate ‘enlightened’
researchers. Not only do large groups of thoseeliiag accept new technologies of
surveillance and strong intrusive techniques canogrtheir privacy, but so also are such
groups happy, considering themselves more saferamd free now that they can move with
ease and safety. Being reassured that they are likemmunity’ of travellers where all the
‘bad apples’ have been prevented to be with théey tove ‘big brother’ both by enjoying
surveillance and even self surveillance (McGra@4).

CONCLUSION

We have once again to come back to the questiog®wrnmentality of others and of the
self. We have to come back to the question of dlwation of power and resistance and the
impossibility to break down the atoms of power aesistance in order to separate power on
one side and resistance on the other side, andtdhattribute them to different actors (good
and bad) as in the theories of emancipation. Wee htien to take seriously this ‘self
addiction” for a surveillance in which disciplinagspects stay invisible and in which
alienation is (largely) removed. Perhaps it de$it®s the opposition of freedom and power
and obliges to think about the productivity of ping power. Perhaps it destabilises even
more the opposition between freedom and securstyt seems that security is in that sense
the name for the governmentalisation of freedorough management of mobility in a life
environment. In the case of today’s liberal goveentality, security exists only in a diagram
of power, which works through freedom of action amgherative of movement. Security is
the programme, the dream of a self-discipliningdi@m that realises order without coercion
and only by preventive measures. Yet this utopiaacddelf disciplining freedom for all
categories of life in a dynamic environment (basedthe capacity to anticipate and to
channel this freedom) is permanently producingstasce, viscosity, glitch which ‘oblige’ the
authorities to take sovereign and disciplinaryatgj in addition to their biopolitical forms of
action. It obliges the authoritiemt to perform their dream as it endangers them evenre oy

its centrifugal dynamics (dispersing effects). Ths perhaps why the obedience to
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surveillance through the accelerated advent ofdream may also be a form of resistance in
relation to a power which insists on the centripaipects of collaboration, globalisation,
centralisation, fusion, de-differentiation of al$ iactivities, and their transformation into a

widespread rhizome with nodal connections.

Mobility controls are spreading out of any previdosus of control. In everyday life to avoid

queuing, to avoid to be stopped, to move speegdipple happily give information. How

many passwords (in French: coupe-file) do we hawe to enter into museums, libraries,
offices, home? Beyond smart borders we have smeoplp, smarter than the smart
programme. They are playing the same game of inglosith these information gatherers
than Baudrillard has analysed concerning Beaubamdy the consumption of modern art
(Baudrillard, 1977). They resist by giving even manformation than asked. Through face-
books networks online and an on-time network oforimfation, they are creating an

indigestible body of information for the analyst$iese accelerate. The time for gathering,
analysing, producing intelligence supposes timed arannot cope with permanent
overwhelming information. The surface (in French:paroi, surface and partition) of the

channels are criss-crossing.
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