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INTRODUGAO

- E uma ferramenta gratuita desenvolvida pela Cisco para estudo dos equipamentos de redes e

também dos seus protocolos.

+ Configuragoes do tipo: LAN (Local Area Network), MAN (Metropolitan Area Network), e WAN
(Wide Area Network) permitindo aos usuarios explorar e compreender as caracteristicas e

funcionalidades especificas de cada tipo de rede.

» Equipamentos e protocolos para Internet of Things (loT) permitindo simulacdes para os ambientes:

« Smart Home
« Smart City

* Industrial
 Power Grid



CADASTRO E DOWNLOAD
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Cisco Packet Tracer

Adquira habilidades reais com nossa poderosa ferramenta de simulagéo de rede, na qual
voceé pratica habilidades de rede, loT e seguranca cibernética em um laboratorio virtual -

sem necessidade de hardware!
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CADASTRO E DOWNLOAD

Windows Desktop Version 8.2.1 Em inglés
Download de 64 bits Download de 32 bits
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Download de 64 bits
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Primeiro Acesso

1. Clicar em Networking Academy

Cisco Packet Tracer

Sign in using one of the following options:

- ; atlrar]is Networking -'ll-llln
CISCO Academy Skills For All

Learn more about Networking Academy Learn more about SKills for All

2. Inserir a credencial criada no registro

Login Server
Worldwide ~

=OKeep me logged in (for 3 months)
Not recommended for public or shared computers

By using Cisco Packet Tracer you accept the Terms Of Service (EULA & SEULA) and The Privacy
Statement

Proxy Settings
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CONFIGURAGAO DO ROTEADOR

Opcoes do
equipamento

Modulos para
conexao no
equipamento

Descrigao do
modulo

[ @

—

Physical Config

cLl Attributes I

\
!

MODULES
NM-1E
NM-1E2W
NM-1FE-FX
NM-1FE-TX
NM-1FE2W
NM-2E2W
NM-2FE2W
NM-2W
NM-4A/S
NM-4E
NM-8A/S
NM-8AM
NM-Cover
NM-ESW-161
HWIC-1GE-SFP
HWIC-2T
HWIC-4ESW

~

v

Cisca Svstims
bl

Physical Device View

Zoom In Original Size Zoom Out

e | Pré-Visualizagao
S8 am sy do equipamento

Customize ~ 7 Customize ~ 7

- 2 - 7
Icon in l e Icon in . e
Physical View Logical View

The NM-1E features a single Ethernet port that can connect a LAN backbone which can also
support either six PRI connections to aggregate ISDN lines, or 24 synchronous/asynchronous
ports.

[ op

Pré-Visualizagcido do
modulo
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CONFIGURAGAO DO ROTEADOR

Na opcao “Config”, alteramos:

Nome

Arquivo de configuragao
Algoritmo de Roteamento
VLAN

Configuragéo de Interfaces

F S
[

O
Physical CLI Aftributes
GLOBAL
= lobal i
Eon Global Settings
Algorithm Settings
ROUTING Display Name IRouterS
Static Hostname I Router
B NVRAM Erase Save
SWITCHING
VLAN Database Startup Config Load... Export...
INTERFACE Running Config Export... Merge...
FastEthernet0/0
FastEthernet0/1
Equivalent I0S Commands
--- System Configuration Dialog —---
Would you like to enter the initial configuration dialog? [yes/nol: n

Press RETURN to get started!
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CONFIGURAGAO DO ROTEADOR

Configuragao do roteador/switch por linha
de comando (CLI)

» Utilizado em configuragao reais
* Permite mais op¢des de configuracao

« Exigido em certificagbes

Sistema operacional Cisco responsavel

pelos comandos : 10S

¥

Physical Config Attributes
I

I0S Command Line Interface

Router (config-router) g
£SYS-5-CONFIG_I: Configured from console by console

Router (config-router) gend

Routerg#vlan database

% Warning: It is recommended to configure VLAN from config mode,
as VLAN database mode is being deprecated. Please consult user
documentation for configuring VIP/VLAN in config mode.

Router(vlan)$
%5YS-5-CONFIG_I: Configured from console by console

Router(vlan) gexit

APPLY completed.

Exiting....

Routergconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config) ginterface FastEthernet0/0
Router (config-if)$

Router (config-if) gexit

Router(config) ginterface FastEthernet(/1
Router (config-if)$

Router (config-if) gexit

Router(config) ginterface FastEthernet0/0
Router (config-if)$

Router (config-if) gexit

Router (config) #interface FastEthernetl/1
Router (config-if)$

| Ctrl+F8 to exit CLI focus Copy

[ Top

Paste
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CONFIGURAGAO DO HOST

Na opcao “Config”, alteramos:

Nome do host

Gateway (IP da interface com o
roteador)

Endereco IP (DHCP ou estatico)

Mascara de Rede

B oo
A

Physical Desktop Programming Attributes
I

GLOBAL
Settings

Algorithm Settings

INTERFACE

FastEthernet0

I

Bluetooth

FastEthernet0

Port Status

[Bandwidth

Duplex
MAC Address

On
100 Mbps () 10 Mbps [] Auto
Half Duplex FuHCuplexAuto

0060.3E88.9ED7

IP Configuration
O DHep

@ Static

IP Address
Subnet Mask

IPv6 Configuration
O DHcP

(O Auto Config
@ static

IPv6 Address

Link Local Address:| FE80::260:3EFF:FE88:9ED7

[ Top
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CONFIGURAGAO DO HOST

Na opcao “Desktop”:

Configuragéo do endereco IP,
Mascara de Rede, Gateway e
DNS

Terminal

Navegador

Email

Firewall

Outras configuragdes

o

Physical

Config

Programming

Attributes
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Exemplo Pratico 1

Servidor_192.168.1.1_HTTP_DHCP_DNS_Email_FTP

Equipamentos:
~ r- Va
» Servidor : DHCP, HTTP, Email, serve Fa0 Bp. Dricp '

PWPHONE-PT
FTP e DNS

S
N\Smartphone0
N\
Fa0/1 \\\\

«  Switch Q
A Fain N

« Computador
AccessPoint-PT

* Access Point AccessPoint0

« Smartphone

Pr—
PC-PT Laptop-PT
PCO Laptop0

Objetivo: Construir a topologia, configurar os servicos e realizar os testes de comunicagao

32



Exemplo Pratico 2

Equipamentos:

Objetivo: Construir a topologia, configurar os servicos,

Servidor : loT
Switch

Computador
Roteador Domeéstico
Smartphone

Dispositivos loT

monitorar os dispositivos loT

PC-PT
Computador

Server-PT
Servidor loT

Fa0/2

Quarto

o T
Temperatur&Monitor < N

Monitor de Ten&;eratura :Wlndow \\\\\ Ventilador

SMARTPHONE-PT
Smartphone

realizar os testes de comunicacéao e
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Exemplo Pratico 3

Equipamentos:

D0 )0 D e

L J v MCUU

Specifications Physical Config Programmi
DR PO

New Project (Python) - main.py
Open New Delete Rename Import

. . Solar Panel Power Neter N Battery
« Servidor : DHCP e loT Painel Sora Medidor de PBxéncia & sateria . joizes) o
= N ’ 1 from gpio import *
= \\\\\\ 2 from time import *
H = X B
i SWltCh = \\\\\ 4 mov = 0
= S 5 alarme = 1
2 6
= & 7
o CompUtador . Z \\\\\\ Dom 8~ def main():
a = 9 pinMode(alarme, OUT)
— ”“””H//// Alarme 10 pinMode(mov, IN)
H £2960-24TT AccessPoint-PT iy S D] 11
i ACCGSS POI nt Switch Access Point ] c JEEE 12 ~ while True:
= MCU-F po 13 ~ if(digitalRead(mov)):
= MCUG 14 digitalWrite(alarme,HIGH)
= 15 ~ else:
i Smartphone = DO 16 digitalWrite(alarme,LOW)
Servidsoernll)ei-rlhcl;T+ loT 4 E ﬂ;
Motion Sensor v i =" i i)
° Placa (MCU) SMARTPHONE-PT Sensor de Movimento %3 H _mgir:TT ==
Smartphone

« Sensores e Atuadores

» Dispositivos loT

Starting New Project (Python)...

Objetivo: Construir a topologia, configurar os servicos, realizar os testes de comunicacao e

monitorar os dispositivos loT
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Material Complementar

Configurando um roteador intro
https://www.youtube.com/watch?v=dzqfVoffMZI

Rede Local (DHCP, HTTP, DNS e EMAIL)
https://www.youtube.com/watch?v=hCfyF7sVAGk

Servidor Web e DNS
https://www.youtube.com/watch?v=CKgmVwJYLOM&feature=youtu.be

Modo Fisico
https://www.youtube.com/watch?v= dZ9SiLnUT4

35


https://www.youtube.com/watch?v=dzqfVoffMZI
https://www.youtube.com/watch?v=hCfyF7sVAGk
https://www.youtube.com/watch?v=CKqmVwJYL0M&feature=youtu.be
https://www.youtube.com/watch?v=_dZ9SjLnUT4

Material Complementar

BGP
https://www.youtube.com/watch?v=pD1Au-C-fhw&feature=youtu.be

RIP
https://www.youtube.com/watch?v=VdMLBIi0iYQg&feature=youtu.be

OSPF
https://www.youtube.com/watch?v=Eglp2t4zotc
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