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Echo (ping) request
Source port: 1097 Destination port: domain

0.046529 192.168.1.1 192.168.2.145 UDP source port: domain Destination port: 1097 .|

| i

# Frame 1 (70 bytes on wire, 70 bytes captured)
# Ethernet II, Src: Netgear_61:8e:6d (00:09:5b:61:8e:6d), Dst: LinksysG_45:90:a8 (00:0c:41:45:90:a8)
F Internet Protocol, Src: 192.168.2.145 (192.168.2.145), Dst: 128.119.245.12 (128.119.245.12)
version: 4
Header Tlength: 20 bytes
# Differentiated services Field: 0x00 (DSCP 0x00: Dpefault; ECN: 0x00)
Total Length: 56
Identification: 0x80b2 (32946)

0... = Reserved hit: Not set

.0.. = pon't fragment: Not set
..0. = More fragments: Not set
Fragment offset: 0
Time to live: 1
Protocol: ICMP (0x01)

# Header checksum: 0x0056 [correct]
source: 192.168.2.145 (192.168.2.145)
pestination: 128.119.245.12 (128.119.245.12)

E Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0x0818 [correct]
Identifier: 0x0400
Sequence number: 256 (0x0100)
Data (28 hytes)

B I = s =S -~ it |
0020 5 0c 08 00 08 18 04 00 01 00 30 45 50 69 ée 67 veveeen. .. 0EPINgG

0030 50 6¢c 6f 74 74 65 72 32 2e 36 30 30 45 50 69 6e  Plotter2 .600EPiN

0040 67 50 6¢c 6f 74 74 gPlott

Flags {ip.flags), 1 byte | P: 369 D: 369 M: 0 Drops: 0 A

Fig. 1 ICMP Echo Request message IP information

1. What is the IP address of your computer?
The IP address of my computer is 192.168.1.46

2. Within the IP packet header, what is the value in the upper layer protocol field?
Within the header, the value in the upper layer protocol field is ICMP (0x01)



3. How many bytes are in the IP header? How many bytes are in the payload of the
1P datagram? Explain how you determined the number of
payload bytes.
There are 20 bytes in the IP header, and 56 bytes total length, this
gives 36 bytes in the payload of the IP datagram

4. Has this IP datagram been fragmented? Explain how you determined whether or not
the datagram has been fragmented.
The more fragments bit = 0, so the data is not fragmented.

5. Which fields in the IP datagram always change from one datagram to the next
within this series of ICMP messages sent by your computer?
Identification, Time to live and Header checksum always change.

6. Which fields stay constant? Which of the fields must stay constant? Which fields
must change? Why?

The fields that stay constant across the IP datagrams are:

e Version (since we are using IPv4 for all packets)

e header length (since these are ICMP packets)

e source IP (since we are sending from the same source)

e destination IP (since we are sending to the same dest)

e Differentiated Services (since all packets are ICMP they use the same

Type of Service class)
e Upper Layer Protocol (since these are ICMP packets)

The fields that must stay constant are:

e Version (since we are using IPv4 for all packets)

e header length (since these are ICMP packets)

e source IP (since we are sending from the same source)

e destination IP (since we are sending to the same dest)

» Differentiated Services (since all packets are ICMP they use the same
Type of Service class)

e Upper Layer Protocol (since these are ICMP packets)

The fields that must change are:

e Identification(IP packets must have different ids)

e Time to live (traceroute increments each subsequent packet)
e Header checksum (since header changes, so must checksum)

7. Describe the pattern you see in the values in the Identification field of the IP
datagram
The pattern is that the IP header Identification fields increment with each
ICMP Echo (ping) request.
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MNo. - | Time | Source I Destination | Protocol | Info ﬁ
1 0.000000 152.168.2.145 128.119.245.12 ICMP  Echo (ping) reguest

2 0.001744 192.168.1.1 192.168.2.145
3 0.013063 192.168.2.145 128.119.245.12
4 0.043627 192.168.2.145 192.168.1.1

ICMP  Time-to-live exceeded
Echo (ping) reguest

Source port: 1097 Destination port: domain

(Time to

6 0.046529 192.168.1.1 192.168.2.145 source port: domain Destination port: 1097 |
k| i
® Frame 2 (70 hytes on wire, 70 bytes captured)
# Ethernet II, Src: LinksysG_45:90:a8 (00:0c:41:45:90:a8), Dst: Netgear_61:8e:6d (00:09:5b:61:8e:6d)
E Internet Protocol, Src: 192.168.1.1 (192.168.1.1), Dst: 192.168.2.145 (192.168.2.145)
version: 4
Header length: 20 bytes
# Differentiated services Field: 0x00 (DSCP 0x00: pefault; ECN: 0x00)
Total Length: 56
Identification: 0x782f (30767)
® Flags: Ox00
Fragment offset: 0
Time to live: 64
Protocol: ICMP (0x01)
# Header checksum: 0x7db3 [correct]
Source: 192.168.1.1 (192.168.1.1)
pestination: 192.168.2.145 (192.168.2.145)
E Internet Control Message Protocol
Type: 11 (Time-to-1ive exceeded)
Code: 0 (Time to live exceeded in transit)
Checksum: 0xe029 [correct]
Internet Protocol, Src: 192.168.2.145 (192.168.2.145), Dst: 128.119.245.12 (128.115.245.12)
# Internet Control Message Protocol

0000 00 00 5b 61 Se 6d 00 OC 41 45 00 a8 08 00 45 00  ..[a.m.. AE....E.
0010 00 38 78 2f 00 00 40 01 7d b3 cO a8 01 01 c0 a8 .8x/..@. }

0020 02 91 Ob 00 e0 25 00 00 00 00 45 00 00 4¢ 80 b2 ..... 3oL, ..
0030 00 00 01 O1 00 00 cO a8 02 91 80 77 T5 OC [EMY  ...ooovn ... w. .M
AYTOS 18 04 00 01 00 .

Internet Control Message Protocol {icmp), 8 bytes I P: 369 D: 369 M: 0 Drops: 0 4

Fig. 2 ICMP TTL exceeded reply, IP information

8. What is the value in the Identification field and the TTL field?
Identification: 30767
TTL: 64

9. Do these values remain unchanged for all of the ICMP TTL-exceeded replies sent
to your computer by the nearest (first hop) router? Why?
The identification field changes for all the ICMP TTL-exceeded replies
because the identification field is a unique value. When two or more IP
datagrams have the same identification value, then it means that these IP
datagrams are fragments of a single large IP datagram.

The TTL field remains unchanged because the TTL for the first hop router is
always the same.
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Protocol | Info

(proto=ICMP 0Ox0]

07.168.2.145
2 .2.145 128.

2,145 . . .12 (proto=ICMP
2.145 128.119.245.12 ICMP  Echo (ping) reguest
2.145 i . . .12 : (proto=ICMP (.
2.145 128.119.245.12 ICMP  Echo (ping) reguest
6886809 2.145 128. - .12 0 (proto=ICMP
128 94.688856 192.168.2.145 128.119.245.12 IcMP  Echo (ping) reguest
129 94.728729 192.168.2.145 128.119.245.12 IP Fragmented IP protocol (proto=ICMP 0x01l, off=
130 94.728865 192.168.2.145 128.119.245.12 IcMP  Echo (ping) regquest
131 94.768840 192.168.2.145 128.119.245.12 IP Fragmented IP protocol (proto=ICMP 0x01l, off=
132 94.769035 192.168.2.145 128.119.245.12 IcMP  Echo (ping) request
133 94.808870 192.168.2.145 128.119.245.12 IP Fragmented IP protocol (proto=ICMP 0x01l, off=
134 94.809020 192.168.2.145 128.119.245.12 IcMP  Echo (ping) request
135 94.848911 192.168.2.145 128.119.245.12 IP Fragmented IP protocol (proto=ICMP 0x01l, off=
| 136 04.R4G0R4 1962.16R8.2.1745 12R8.116.245.12 TCMP Fchn (ninm) renuest [ _|'
4 »

# Frame 121 (1514 bytes on wire, 1514 hytes captured)
# Ethernet II, Src: Netgear_61:8e:6d (00:09:5h:61:8e:6d), Dst: LinksysG_45:90:a8 (00:0c:41:45:90:a8)
F Internet Protocol, Src: 192.168.2.145 (192.168.2.145), Dst: 128.119.245.12 (128.119.245.12)
version: 4
Header Tlength: 20 bytes
# Differentiated services Field: 0x00 (DSCP 0x00: pefault; ECN: 0x00)
Total Length: 1500
Identification: 0x80fa (33018)
= Flags: 0x02 (More Fragments)
0... = Reserved bit: Not set
5198 pon't fragment: Not set
5odls More fragments: Set
Fragment offset: 0
Time to live: 1
Protocol: ICMP (0x01)
# Header checksum: Oxda69 [correct]
source: 192.168.2.145 (192.168.2.145)
pestination: 128.119.245.12 (128.119.245.12)
Reassembled IP in frame: 122
Data (1480 hytes)

0000 00 0c 41 45 50 a8 00 05 5h 61 8e &6d 08 00 45 00 ..AE.... [a.m..E. :‘I
0010 05 dc 80 fa 20 00 01 01 da 69 cO a8 02 91 80 77  .... ... . A w
0020 5 0c 08 00 cB 02 04 00 2f 00 35 45 50 69 6e 67 ........ /. SEPing

0030 50 6¢ 6f 74 74 65 72 32 2e 36 30 35 45 50 69 6Ge Plotter2 .605EPiN
0040 67 50 6¢ 6 74 74 65 72 32 2e 36 30 35 45 50 69 gPlotter 2.605EPT
0050 6e 67 50 6c 6f 74 74 65 72 32 2e 36 30 35 45 50 ngPlotte r2.605EP
0060 69 6e 67 50 6¢c 6 74 74 65 72 32 2e 36 30 35 45 ingPlott er2.605E

AA=A A A e ;e CA Fm FE DA mA _~r mm mn S~ A ar PR~ e S

File: "C:\DOCUME~11PALLAW-~1{LOCALS~1\TempietherXXxXa00280" 277 KB 00:02:32 I P: 369 D: 369 M: 0 Drops: 0

N

Fig. 3 ICMP Echo Request pkt size = 2000, first fragment

10. Find the first ICMP Echo Request message that was sent by your computer after
you changed the Packet Size in pingplotter to be 2000. Has that message been
fragmented across more than one IP datagram?

Yes, this packet has been fragmented across more than one IP datagram

11. Print out the first fragment of the fragmented IP datagram. What information in
the IP header indicates that the datagram been fragmented? What information in
the IP header indicates whether this is the first fragment versus a latter fragment?
How long is this IP datagram?

The Flags bit for more fragments is set, indicating that the datagram has been
fragmented. Since the fragment offset is 0, we know that this is the first
fragment. This first datagram has a total length of 1500, including the
header.



! (Untitled) - Wireshark _ O] x|
File Edit VYiew Go Capture Analyze Statistics Help

B @ e e pEx 4 8RR« % » 37 8 BE &aaq )
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Source Destination Protocol | Info B
152.1 .145 od 45.12 IP Fragmented IP pro (proto=ICHM (01, off-
] f ] ICMP___Echo (ping) requ
A ( 5 o 145 i od 1 ] Fragmented IP protoc (proto=ICMP 0l, off=
. 608927 o oo .119. o Echo (ping) reguest
648592 od b 19. od Fragmented IP protoco (proto=ICMP 0x01, off=j]
.648735 192. 020 .119.245. Echo (ping) reguest
9 192 Zod 8.119. 245, Fragmented IP protocol (proto=ICMP 0x01, off=
. 688856 32N .119.245. Echo (ping) reguest
. 728729 .168.2. .119.245. Fragmented IP protocol (proto=ICMP 0x01l, off=
. 728865 .168.2.145 128.119.245.12 IcMP  Echo (ping) reguest
131 94.768840 192.168.2.145 128.119.245.12 IP Fragmented IP protocol (proto=ICMP 0x01l, off=
132 94.769035 192.168.2.145 128.119.245.12 ICMP Echo (ping) reguest
133 94.808870 192.168.2.145 128.119.245.12 IP Fragmented IP protocol (proto=ICMP O0x01l, off=
134 94.809020 1592.168.2.145 128.119.245.12 ICMP Echo (ping) reguest
135 94.848911 152.168.2.145 128.119.245.12 IP Fragmented IP protocol (proto=ICMP 0x01l, off=
| 136 94846084 162.16R.2.1745 12R.116.245.12 TCMP Fchn €ninm) reniiest [ _|'
4 »

Frame 122 (534 bytes on wire, 534 bytes captured)
Ethernet II, Src: Netgear_61:8e:6d (00:09:5h:61:8e:6d), Dst: LinksysG_45:90:a8 (00:0c:41:45:90:a8)
Internet Protocol, Src: 192.168.2.145 (192.168.2.145), Dst: 128.119.245.12 (128.119.245.12)
version: 4
Header length: 20 bytes
# Differentiated Services Field: 0x00 (DSCP 0x00: pefault; ECN: 0x00)
Total Length: 520
Identification: 0x80fa (33018)
= Flags: 0x00
0... = Reserved hit: Not set
.0.. = pon't fragment: Not set
..0. = More fragments: Not set
Fragment offset: 1480
Time to live: 1
Protocol: ICMP (0x01)
# Header checksum: 0xfd84 [correct]
Source: 192.168.2.145 (192.168.2.145)
pestination: 128.119.245.12 (128.119.245.12)
[IP Fragments (1980 hytes): #121(1480), #122(500)]
Frame: 121, payload: 0-1479 (1480 bytes)]
Frame: 122 ayload: 1480-1979 (500 bytes
# Internet Control Message Protocol

ODEH®

FITENOS 00 c8 02 04 00 2f 00 35 45 50 69 6e 67 50 GO ... .. /. SEPingP1 E
WKElGT 74 74 65 72 32 2e 36 30 35 45 50 69 6e 67 5ofMMotter2.6 0SEPingP
0020 [ 4 74 6 826 30 35 4 69 G ar2 . 60SEPiNG
0030 FTo . GUOEPIT

C b 4 746 e 36 30 4 4] ar
6¢c 6f 74 74 65 72 32 2e 36 30 35 45 gPlotter 2.605EPT

Frame (534 bytes) Reassembled IPv4 (1980 bytes) |
|IP Fragments {ip.fragments), 1980 bytes I P: 369 D: 369 M: 0 Drops: 0 4

Fig. 4 ICMP Echo Request pkt size = 2000, second fragment

12. Print out the second fragment of the fragmented IP datagram. What information in
the IP header indicates that this is not the first datagram fragment? Are the more
fragments? How can you tell?

We can tell that this is not the first fragment, since the fragment offset is
1480. It is the last fragment, since the more fragments flag is not set.

13. What fields change in the IP header between the first and second fragment?
The IP header fields that changed between the fragments are: total length,
flags, fragment offset, and checksum.
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MNo. - | Time I Source | Destination | Protocol | Info

# Frame 265 (1514 bytes on wire, 1514 bytes captured)
@ Ethernet II, Src: Netgear_61:8e:6d (00:09:5bh:61:8e:6d), Dst: LinksysG_45:90:a8 (00:0
= Internet Protocol, Src: 192.168.2.145 (192.168.2.145), Dst: 128.119.245.12 (128.119.:
version: 4
Header Tength: 20 bytes
# Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)
Total Length: 1500
Identification: 0x8l4a (33098)
= Flags: 0x02 (More Fragments)
0... = Reserved bit: Not set
.0.. = pon't fragment: Not set
..1. = more fragments: Set
Fragment offset: 0
Time to live: 1
Protocol: ICMP (0Ox01)
# Header checksum: 0Oxdal9 [correct]
Source: 192.168.2.145 (192.168.2.145)
Destination: 128.119.245.12 (128.119.245.12)
Reassembled 1P in frame: 267
Data (1480 bytes)
| |

z
L=

0000 45 00 RAERE: .. . 38
0010 80 77 T
0020 f5 0c 08 00 47 82 04 00 75 00 31 31 45 50 69 6ée .G... U.1llEPin

0030 67 50 6¢c 6F 74 74 65 72 32 2e 36 30 31 31 45 50 l'glé’:lotter' 2.6011EP
0040 69 6e 67 50 6¢c 6f 74 74 65 72 32 2e 36 30 31 31 ingPlott er2.6011

(aTal-¥al AL CN AN A A7 BN G- AF TA TA EE T 20 A 26 2N roamcanla ++And AN
Ethernet (eth), 14 bytes | P: 369 D: 369 M: 3 Drops: 0

S K

Fig. 5 ICMP Echo Request pkt size = 3500, first fragment

14. How many fragments were created from the original datagram?
After switching to 3500, there are 3 packets created from the original
datagram.

15. What fields change in the IP header among the fragments?
The IP header fields that changed between all of the packets are: fragment
offset, and checksum. Between the first two packets and the last packet, we
see a change in total length, and also in the flags. The first two packets have
a total length of 1500, with the more fragments bit set to 1, and the last packet
has a total length of 540, with the more fragments bit set to 0.





