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bstract

To understand data privacy in retailing, one must consider a myriad of consumer, retailer, and regulatory tensions, trade-offs, and compromises.
cholarly research on consumer data privacy in retailing remains a fruitful area of inquiry precisely because it confronts these critical tensions. As

 scholarly domain, data privacy research investigates questions and contexts that are fraught with persistent conflicts and paradoxes. Despite some
mportant advances, many pressing questions remain, leaving various tensions unresolved too. In this editorial, we review the role of data privacy
n retailing, attending to focal consumer and retailer tensions. We also provide an overview of the unique contributions offered by the articles in
his issue, stressing the novel insights they provide for retail theory and practice. This overview exposes three promising research directions that
ffer particular promise for informing the critical data privacy tensions that we identify and for expanding the relevance of data privacy research

o encompass a broader set of retail implications. These research directions in turn may motivate future scholarly inquiry in retailing, inform retail

anagement, and suggest public policy options.
 2020 New York University. Published by Elsevier Inc. All rights reserved.
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A clear sense of data privacy in retailing requires in-depth
nderstanding of a myriad of consumer–retailer tensions, trade-
ffs, and compromises. Retail managers must balance demands
o personalize customer experiences with worries about violat-
ng their privacy and inducing backlash. Notably, more than 70%
f consumers report frustration when their retail experiences
ail to provide personalization (Petro 2019), but more than 70%
f consumers also express concerns about how companies use
he data they collect (Auxier et al. 2019). This tension, which
mplies a “state of latent hostility or opposition between indi-
iduals or groups” (Merriam-Webster 2020), puts retailers in

 seemingly impossible situation. Yet research also has begun

o reveal some relevant exceptions, boundary conditions, and

echanisms through which retailers can partner with consumers
o achieve mutually beneficial, data-based applications, person-
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lization agreements, exchanges of data value, and collaborative
nteractions.

Understanding data privacy in retailing remains a fruitful area
f research precisely because it seeks to confront these critical
ensions. As a scholarly domain, data privacy research investi-
ates questions and contexts filled with unresolved conflicts and
aradoxes. For example, it reveals that retail consumers value
ersonalization efforts and outcomes but are reluctant to share
he information retailers need to execute such efforts (Aguirre
t al. 2015). Retailers have access to sophisticated technolo-
ies that help them leverage their knowledge about customers,
ut they also risk appearing creepy should it seem they know
hose customers “too well” (Bleier and Eisenbeiss 2015). Navi-
ating these tensions has produced robust literature already and
ontinues to motivate scholars working in this space.

Journal of  Retailing  has been at the forefront of conversations
elated to novel uses of consumer information in retail applica-
ions. Its publications also have long warned of the threats to
onsumer privacy that can accompany such applications (e.g.,
smark et al., 2017; Inman and Nikolova 2017). Therefore, it
s particularly fitting to use this special section to take stock of
ovel retail applications and their reliance on consumer data, as
ell as highlight the critical tensions related to data privacy in

ed.

http://crossmark.crossref.org/dialog/?doi=10.1016/j.jretai.2020.10.002&domain=pdf
https://doi.org/10.1016/j.jretai.2020.10.002
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https://doi.org/10.1016/j.jretai.2020.10.002
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cademic retailing literature and in retail practice. By address-
ng these interfaces, the scholarly contributions that constitute
his special section provide critical advances and new research
irections. Yet even with these meaningful contributions, press-
ng questions remain unanswered, and crucial tensions remain
nresolved. Therefore, we review the role of data privacy in
etailing by attending to central consumer and retailer tensions.

e explain how the articles in this special section offer novel
nsights for retail theory and practice, which in turn suggests
hree promising research directions. Efforts in these directions

ight inform critical data privacy tensions, as well as expand
ata privacy research to encompass broader, relevant retail impli-
ations that can inform retailing management and public policy
akers.

Consumer  Data  Privacy  in  Retail:  Focal  Tensions

Protecting consumer data privacy is an important shared goal
mong retailers, regulators, advocacy groups, and consumers.
onsidering this unitary view, ensuring that consumers’ personal

nformation remains safe, secure, and used only for benign and
eneficial purposes should be easily attainable. Yet in contrast
ith other marketing and retailing goals, for which improve-
ents can create linearly increasing consumer benefits (e.g.,

ustomer value creation), protecting consumers’ data privacy
ctually can impede the benefits that consumers receive, despite
heir expectation and valuation of them in other marketer and
etailer interactions.

This unique situation arises from the varied consumer data
rivacy tensions that can occur in any combination of consumers,
etailers, and regulators or within each entity alone. For exam-
le, consumers seek personalization but express equally forceful
esires to limit their personal data sharing. Meaningful personal-
zation by a retailer requires consumers to share rich information
bout themselves, their location, and their preferences freely
Aguirre et al. 2015), because through this information, retailers
get to know” their consumers. The tension between consumers’
ppreciation for unique, customized offerings and their reluc-
ance to divulge sensitive details that make such customization
ossible hinders the value creation process for both parties. Ten-
ions also involve regulators, such that retailers attempting to
avigate recent data privacy regulations (e.g., EU’s General Data
rotection Regulation [GDPR], the California Consumer Pri-
acy Act [CCPA]) must devote considerable time and resources
o such efforts, which may mean they have to shift resources
way from other customer value-creating initiatives. If they
vercompensate in their protective efforts, retailers also might
elf-limit their personalization capacities, which would again
tymie customization benefits. Although consumer data privacy
esearch has investigated many of these paradoxes (Martin and

urphy 2017), substantial work remains to unpack the varied,
ynamic, and complex tensions and challenges that continue to
merge with technological advancements.
Within academic research too, tensions arise regarding the
est way to approach this research space. One perspective sug-
ests a consumer privacy paradox, such that consumers are aware
f data privacy threats but share information freely anyway (e.g.,
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arth and de Jong 2017). A wider stream of research instead
ites considerable evidence that consumers do not understand
he extent to which their data get used and are not equipped to
rotect themselves from harm (e.g., Kim et al., 2019; Palmatier
nd Martin 2019; Walker 2016). The extent to which customers
re actually knowledgeable about the implications of their inter-
ctions with retailers is an open question, suggesting the need for
esearchers and practitioners to establish a clearer understand-
ng of consumers’ actual knowledge, to reveal the associated
ata privacy implications (Brough and Martin 2020). By incor-
orating consumer privacy knowledge, we can move beyond

 paradoxical view that suggests people behave contrary to
heir stated privacy preferences. We believe doing so is critical.
onsumers who self-identify as “privacy active” take explicit

teps to guard their privacy, which ultimately may help resolve
ata privacy tensions, in ways that promote mutual benefits for
onsumers and retailers. In particular, many benefits require con-
umers to know and care about what firms do with their personal
nformation, then realize that the exchange of personal infor-
ation supports personalization efforts that they value. Even

f consumers do not fully understand the complexities associ-
ted with data provision and protection, they believe a firm’s
ata management practices reflect how they will be treated more
enerally as a customer (90%), so they refuse to purchase from
etailers that they believe cannot be trusted with their data (91%)
Cisco 2019). These insights suggest that data privacy practices
ight offer a proxy for the nature and quality of the overall

ustomer–retailer relationship, informed by consumer privacy
nowledge. Navigating critical consumer–retailer tensions thus
equires researchers to describe consumer data privacy knowl-
dge and agency fully, especially in the context of increasingly
omplex retailer interactions and consumption activities.

Another important perspective for understanding persistent
ensions presents the retailer as concerned about consumers and
nvested in protecting their privacy. Retailers’ access to per-
onalization tools hinges on their ability to infuse analytical
pplications with rich consumer data. A failure to protect con-
umers and their data would nullify this valuable arrangement.
ontemporary discussions tend to center on retailers’ compli-
nce with complex regulations, such as the EU’s GDPR or the
CPA, without acknowledging that many retailers sought to do

he right thing by consumers even before the regulatory enforce-
ent (Martin and Murphy 2017; Palmatier and Martin 2019). Of

ourse, some retailers deserve their bad reputations, which sug-
ests that understanding retailer orientations and motivations
ould clarify yet another tension that arises in both academic
esearch and retail practice.

These identified tensions, which crop up in consumer data
rivacy studies in marketing and retailing, have notable impli-
ations for consumers, retailers, as well as regulators and their
nteractions. This recognition motivates this special section
evoted to consumer data privacy in retailing. The articles it fea-
ures represent important advancements, contributing insights

bout existing consumer data privacy tensions in retailing, as
ell as suggestions for beginning to resolve them. We draw from

heir collective insights to suggest additional research directions.



rnal o

r
e
w
c
S
c
c
P
t
a
a
p
f
M
s
t
i
w
v
s
c
t

(
g
v
i
c
e
p
p
n
r
n
a
t
a

t
h
T
i
t
fi
T
t
i
e
g

b
c
a

f
r
s
b
z
c
c

B
D

n
w
m
t
h
d
t
d
a
i
t
l
t
d
c
a
t
t

l
i
w
s
b
i
a
d
a
t
c
c
c
n
e
w
t
t
2
c

K.D. Martin, R.W. Palmatier / Jou

Overview  of  the  Special  Section

The articles in this special section advance data privacy
esearch in retail contexts in important ways. To start, Bidler
t al. (2020) reveal that consumers appear more willing to engage
ith a retailer, including entering information disclosure pro-

esses, if the process is more interactive, media-rich, and fun.
uch evidence implies that retailers may benefit from gamifying
onsumer data disclosures, because anticipating gamification
an evoke hedonic responses that increase disclosure likelihood.
roviding entertaining, hedonic benefits is not enough though;

extual justifications for the need for the data collection also
re critical. That is, a fun setting is helpful but not sufficient,
nd consumers still need to know why they are being asked to
rovide certain information and how doing so will benefit their
urther exchanges with the retailer. This finding resonates with

artin et al.’s (2020) finding, based on a global survey, that con-
umers report more positive firm outcomes when they sense that
hey receive some value from the exchange. Their results also
ndicate that firms benefit more from providing their customers
ith experience value, beyond the mere provision of economic
alue (e.g., lower prices), in exchange for their valuable per-
onal information. Together, these contributions establish that
onsumers consider the value they can receive from exchanges,
hen respond to retailers accordingly.

With regard to personal information disclosures, Grosso et al.
2020) also determine that trust in the retailer functions as a
lobal consideration. It can lessen the negative effect of pri-
acy concerns on consumers’ willingness to disclose personal
nformation, a mitigating influence that emerges in multiple
ountries and for various retailers. Rather than trust, Aiello
t al. (2020) demonstrate the influential role of retailer warmth
erceptions for increasing consumers’ willingness to disclose
ersonal information. Warmth thus increases disclosure willing-
ess, though perceptions of warmth communicated in disclosure
equests vary, depending on the stage of the consumer jour-
ey. Their study helps clarify some stage-contingent factors in

 consumer–retailer disclosure setting, with important implica-
ions for retailer privacy efforts, sensitive information requests,
nd other interactions between consumers and retailers.

This special section also features two big picture views. In
heir meta-analysis, Okazaki et al. (2020) establish a compre-
ensive synthesis of research into consumer privacy concerns.
heir thoughtful analyses, reflecting input from more than 300

nvestigations of consumer privacy concerns, can inform con-
inued privacy research at the consumer–retailer interface. Their
ndings also echo the key results offered by Martin et al. (2020).
hese inputs establish the need for more purposeful examina-

ions of cross-cultural differences in privacy concerns, especially
n parts of the world that have been less researched. Okazaki
t al. also call for investigations of the confluence of regulatory,
lobal, and consumer factors in the retail landscape.

In combination, the special section articles and their contri-

utions suggests critical areas for further investigation. Their
ollective insights identify research opportunities that can
dvance understanding of data privacy in retailing in meaning-

t
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ul ways. In particular, unique aspects of both retail theory and
etail management illuminate three notable gaps in our under-
tanding of data privacy, as we elaborate next: the need to push
eyond the boundaries of consumer information disclosure to
ero-party data exchanges, data privacy as it unfolds during the
onsumer retail journey, and channel-specific perspectives on
onsumer data privacy.

Research  Directions

eyond  Consumer  Information  Disclosure  to  Zero-Party
ata Exchanges

Investigations of data privacy in retailing often address the
ature of the information disclosure. In this special section,
e find insightful explorations of how data privacy concerns
ight inhibit or encourage consumer information disclosures;

hey push existing boundaries to advance retail thinking and
elp clarify the implications of data privacy and information
isclosure for both retailing theory and practice. But as novel
echnologies emerge, it is important to continue asking: What
o we mean by information disclosure? Not all disclosure is cre-
ted equal. How do the many and varied nuances surrounding
nformation disclosure evoke other privacy concepts, pertaining
o transparency, control, or trust? Are current theories in extant
iterature sufficient to facilitate a clear understanding of informa-
ion disclosure? We posit that data privacy may be an important
eterminant of not just information disclosure but also of other
onsumer–retailer interactions. The insights derived from the
rticles in this special section also suggest that future investiga-
ions of information disclosure willingness and intentions need
o shift in some concrete ways. We highlight three such ways.

First, many consumers willingly provide retailers with some
imited, personal data (e.g., contact details, basic demograph-
cs). This form of information disclosure could be enhanced
ith practices and ideas suggested by the articles in this special

ection (Aiello et al. 2020; Bidler et al. 2020; Grosso et al. 2020),
ut as the nature of consumer information disclosure changes,
ts investigation also may need to be reimagined. For example,
dvanced retail technologies are not limited to traditional, online
ata entry fields that consumers populate manually to complete

 purchase. Through novel touchpoint technologies such as loca-
ion tracking, facial recognition, and emotion tracking, retailers
an gather data invisibly and without explicit permission from
onsumers. Rather than making a conscious choice to disclose,
onsumers may lack an option to refuse. These changes raise
ew, highly sensitive privacy challenges and call into question
xisting theoretical views of consumer privacy and disclosure
illingness (Okazaki et al. 2020). For example, consumers tend

o define privacy according to whether they maintain control over
heir personal information (Martin and Murphy 2017; Stewart
017). If technology-enabled touchpoints gather data without
onsumers’ consent, or even their awareness, they inherently

hreaten this perceived privacy.

Second, beyond initial disclosures, consumers worry about
etailers’ use and protection of their data, and very few of them
5% in a recent survey) believe that retailers perform sufficiently
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ell (Sides et al. 2019). New technologies and opportunities
o access consumer data continue to proliferate, but then so
o potential threats and consumer concerns—especially among
lder consumers (55+ years) (Cisco 2019), a majority (73%) of
hom acknowledge that they do not know and cannot man-

ge how companies use their personal information. Around
alf (49%) believe they have no choice but to relinquish their
ata to receive services, and a similar percentage (46%) believe
ata protections are futile, because their information already
s exposed. Younger consumers express concerns about retail-
rs’ use of their personal data too, including a sense that novel
echnologies may follow, spy, or eavesdrop on them, which pre-
ents them from fully adopting certain retailer innovations. For
xample, nearly 70% of this consumer group report a reluc-
ance to use voice technologies to engage with retailers, worried
bout intrusiveness or data security. As such, privacy issues can
inder technological adoption and retailer engagement (PwC
018).

Third, retailers already have begun to reimagine consumer
nformation exchanges using zero-party data disclosures. A
erm coined by Forrester Research, zero-party data refer to
nformation that consumers knowingly, willingly provide to
etailers in exchange for more meaningful personalization
Rowan 2020). The process for extracting zero-party data occurs
n a conversation-like format between the retailer and consumer.
onsumers receive incentives to engage in such conversations

o gain better personalization, more appropriate product recom-
endations, and service suggestions. But the format still enables

onsumers to disclose only the information they want, in a format
o which they agree. In other words, the data disclosure happens
n consumers’ terms. Retailers may encourage zero-party data
isclosure with financial incentives and rewards, often under the
uspices of effective loyalty programs (Palmatier and Martin
019), and thus might offer worthwhile value for retailers too.
n contrast, first-party data disclosures require retailers to make
road inferences about consumers’ motivations from relatively
asic, less personal consumer information. But with zero-party
ata, retailers might better understand why consumers behave
n certain ways and in which contexts. Finally, because zero-
arty data disclosure is based on an existing consumer–retailer
greement, various transparency and control benefits should
rise, which can engender trust and reduce both feelings of
iolation and the negative effects of unexpected data breaches
Martin et al., 2017). Consumers know what information they
re sharing and why, so ultimately they can decide how much
o reveal—which constitute ideal conditions to empower and
oster trust. If the value received is sufficient, the consumer is
ore likely to share additional data over time, in cooperative

ather than adversarial exchanges. Academic research has yet to
nvestigate this new frontier of data disclosure; doing so may be
ighly fruitful.

ata  Privacy  and  the  Consumer  Retail  Journey
Aiello et al. (2020) capture consumer disclosure willing-
ess at various phases of the consumer journey. Their insightful
nvestigation demonstrates the relevance of consumer journey
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oncepts for understanding data privacy and thereby highlights
n important route for retailing theory and practice (Grewal and
oggeveen 2020). We recommend research into how data pri-
acy unfolds throughout the retail experience and across the
onsumer journey too. Beyond intentional disclosures at the
ime of purchase, how should we understand how data pri-
acy manifests, shifts, and changes during various phases in the
onsumer retail journey? In the discussion that follows and in
ig. 1, we map a series of data privacy concerns and questions
cross the consumer journey framework advanced by Grewal
nd Roggeveen (2020), consistent with Lemon and Verhoef
2016), suggesting research opportunities across phases and
eflecting external influences.

Prepurchase. To date, data privacy in retail research mostly
xamines privacy concerns or events during the actual pur-
hase stage. Yet the prepurchase phase of the consumer decision
ourney theoretically includes all consumer experiences that
nform and lead up to an actual purchase. This phase encom-
asses the time from need recognition to purchase (Lemon
nd Verhoef 2016). In its most benign form, prepurchase uses
f consumer data can produce product suggestions or cross-
romotions. Potentially more serious, subversive, and influential
iolations also might occur in the prepurchase phase, designed
o trigger consumer need recognition, define search parameters,
r encourage a specific purchase. By definition, data privacy
oncerns can involve need recognition, suggesting an ability by
etailers to use consumer information extracted in subversive
ays to “suggest” or make salient specific consumption needs.

n particular, a retailer might use consumer tracking or search
istory data, voice and text analyses, contents of email com-
unications, social media posts, or even physical movement

racking to determine which product solutions to recommend
uring the customer’s search. Academic research should seek
o identify mutually beneficial ways for retailers to influence
onsumers during the prepurchase phase without violating their
rivacy or basic fairness considerations (e.g., charging a higher
rice to some consumers, on the basis of data gained from a
repurchase search). Can mutual benefit and value be created in
he prepurchase phase, by using consumer data in ways that are
ransparent and provide consumers with more control?

Purchase. As Lemon and Verhoef (2016) note, the purchase
hase of the consumer journey is the most widely investi-
ated one in marketing research; the same trend holds for data
rivacy research in marketing and retailing. The substantial
esearch that investigates consumers’ willingness to disclose
ersonal information to a retailer shows that this choice typi-
ally takes place at the moment of purchase. Thus it is pertinent
or researchers to simulate a purchase transaction and ask
articipants if they would provide personal data in that situa-
ion. In practice, purchase interactions also are where retailers
ypically solicit consumer information, through personal infor-
ation forms issued in digital channels or salesperson requests

n brick-and-mortar settings. The former has received more

esearch attention, likely reflecting the extensive use of online
ersonal data requests during purchases. Even though such
ersonal information is actively sought at this phase, it still
epresents first-party data, generally limited to basic demograph-
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Fig. 1. Data Privacy Threats A

cs or contact information from which retailers can only make
ndirect inferences. If researchers address the potential bene-
ts of zero-party data exchanges at the time of purchase (or
ther phases of the customer journey), they might encourage a
hift away from first-party tracking and inference making, as
ell as expand the use of zero-party data to reduce data mon-

tization practices (i.e., consumer data extracted at the time of
urchase are sold to various entities without consumer consent
nd contrary to their intentions). The purchase phase also is
here consumer data tend to be breached, misused, or subject

o identity theft. Researchers should seek solutions to prevent
hese catastrophic consumer privacy failures, as well as deter-
ine whether a firm can build a reputation for data and privacy

rotection that influences consumers’ purchase decisions.
Postpurchase. Similar to prepurchase, the postpurchase phase

f the consumer journey has received less attention associated
ith data privacy, despite its promise as a fruitful area of inquiry.
his phase of the journey also appears particularly ripe for data
rivacy violations. Because it is lucrative for retailers to create

 looping process (Grewal and Roggeveen 2020), in which a
ostpurchase phase reinforces the desire for future purchases
nd perhaps even engenders loyalty, retailers have consider-

ble motivation to understand the consumer experience in this
hase. Obtuse means for extracting postpurchase data include
onitoring customer reviews, tracking social media activity, or

a
s

 the Consumer Retail Journey.

equesting insights; in addition, RFID capabilities represent a
otentially rich source of consumer data, because marketers
an monitor how tagged products are consumed, shared, and
isposed. In this sense, these technologies and their ability to
arner highly personal, potentially sensitive information expose
onsumers to considerable privacy risks (Albrecht and McIntyre
005). The proliferation of the Internet of Things (IoT) and smart
ome technologies also create postpurchase data privacy threats,
ecause by design these smart devices monitor consumer behav-
ors and usage, relying on constant siphoning of consumer data.
y many accounts, consumers do not realize the extent to which

oT and smart home devices extract their personal information
Molla 2019). Retailing scholarship thus might help create trans-
arency and inform retail practice regarding appropriate, open,
nd honest uses of consumer data gathered through such tech-
ologies. Can meaningful dialogue occur between consumers
nd retailers on postpurchase topics, in ways that improve prod-
ct performance and consumer experiences? For example, are
here ways to make consumer reviews more dynamic and inter-
ctive so that the consumer and retailer exchange information
illingly, rather than surreptitiously or in ways that promulgate

onflict? How might open avenues for consumer–retailer cocre-

tion ensure that meaningful consumer input on products and
ervices is ongoing and gathered programmatically? Academic
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esearch and practical insights about consumer data privacy at
ostpurchase phases thus are especially critical.

External  forces. Beyond the three purchase phases, a vari-
ty of external forces shape the customer journey. Grewal and
oggeveen (2020) identify technological influences, sociocul-

ural and political influences, and retail atmospherics; we assert
hat data privacy considerations inform or are informed by each
f these forces too. Continued research should investigate data
rivacy as a critical outcome or driver of the way these forces
nfluence the consumer journey. For example, how does pri-
ate knowledge of a consumer’s political affiliation shape a
etailer’s communication with that consumer in the prepurchase
hase? Political affiliation affects postpurchase phase behav-
ors, such as dissatisfaction and complaining (Jung et al. 2017).
f retailers are aware of this information, it might shape their
ostpurchase interactions, potentially leading to (un)favorable
ervice interactions informed by political partisanship or com-
laint likelihood. Technology forces also create significant data
rivacy concerns because of their reliance on embedded uses
f consumer data. Might novel technologies offer the intended
enefits while still protecting consumer privacy? For example,
onsumers’ prepurchase, in-store experience traditionally has
een difficult to monitor and track. If technologies help retail-
rs achieve this goal though, through technological systems and
ouchpoints, is there a way to avoid leading consumers to regard
t as creepy? For example, perhaps interactive retail atmospheric
ools might provide greater transparency, offer consumers some
lements of control, and alleviate concerns. Similar protocols in

 mobile environment also might make consumers more com-
ortable, such that they may perceive greater value from location
racking.

hannel-Specific  Understanding

In their meta-analysis, Okazaki et al. (2020) find that pri-
acy concerns differ by retail channel. Web channels decrease
he effects of privacy concerns on usage behaviors and risk per-
eptions; social media channels increase disclosure and usage
ehaviors among those with high privacy concerns, but they also
ncrease their risk perceptions. Such evidence of privacy concern
ariations across research contexts and retail platforms estab-
ishes that not all channels are created equally when it comes to
onsumer concerns and disclosures. Thus, in addition to moving
eyond disclosure and accounting for the phases of the consumer
etail journey, continued research needs to leverage multichannel
nvestigations and analyses of data privacy questions. We exam-
ne some differences and suggest data privacy research devoted
o web, mobile, social, and brick-and-mortar channels (Fig. 2).
y mapping such variation, academic research can grant insights

hat inform retail practitioners about the best ways to mitigate
ata privacy concerns.

Web  channels. Academic research has noted the need to inves-
igate online privacy concerns since the early 2000s; Malhotra

t al. (2004) adapt a privacy concerns scale to accommodate an
nline environment. Because the risks to data privacy in this
hannel are readily apparent, a flurry of research has followed,
ften focused on consumers’ disclosure willingness toward

t
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nline retailers. Beyond disclosure, notable topics include con-
umers’ awareness of online tracking by cookies (Miyazaki
008) and targeted advertising by retailers on web platforms
Kim et al., 2019). Less studied yet equally worthy of investiga-
ion is the question of how multiple consumer tasks performed
cross the web might interact to threaten consumer privacy.
re email and social platforms being integrated with mobile

nterfaces to surreptitiously profile consumers? To what extent
re consumers aware of this integration, and do they employ
ersuasion knowledge to interpret personalization or targeted
dvertising suspiciously? Especially as millions of workers, stu-
ents, and others have relied on online channels to work, attend
chool, and so forth during the COVID-19 pandemic, data repos-
tories and third-party data aggregators have gained access to
astly increased personal information. With so many house-
old members conducting their daily lives online, what are the
mplications for online retailers attempting to delineate who is
oing what, and which purchases are made for whom? Do con-
umers welcome the convenience of online retail transactions,
eplacing in-person interactions, so much that they willingly
elinquish their data? Or do increased daily online interactions
ake them more skeptical and jaded about providing even more

nformation?
Social media  channels. Social spaces by definition should

llow consumers to share freely and disclose even highly sensi-
ive information, in different formats (e.g., text, pictures, videos).
ocial media build community and are premised on ideas of shar-

ng and open, transparent communication. Yet popular social
edia spaces such as Facebook have endured significant rep-

tational damage due to their lack of data privacy protections,
onetization of personal data, and massive data breaches. Such

ensions should inform retailers seeking to establish a social
edia presence. Facebook, Twitter, and Pinterest feature “buy

uttons” that allow consumers to complete purchases directly
n the platforms (Meola 2019), so protecting data privacy is
n increasingly complex task, and consumers must worry about
ata protections by both the retailer and the social media site.
he retailer’s presence manifests differently on social media
ersus e-commerce websites; do consumers relate to it differ-
ntly, depending on the channel they use? For example, might
onsumers interact with retailers in social spaces more freely,
illingly disclosing more information than if they visited a web

tore? If so, are consumers at greater risk? Retailers also should
etermine if they can foster stronger consumer relationships in
ocial spaces by using messaging about privacy, as they use
ffline or on the web, or if different privacy interactions are
equired in social and community-like spaces.

Mobile. Mobile retailing has experienced dramatic growth,
n the purchase stage and the prepurchase stage, particularly
n relation to search efforts (statista.com). Mobile devices
ffer retailers a wealth of information about consumers’ search
abits, activities, and geographic movements. When paired with
rick-and-mortar retail locations, mobile data allow retailers

o triangulate movement and infer patterns. Such uses of con-
umer data are fraught with privacy concerns and subject to
thical debates. By using geoconquesting for example, a retailer
an identify a consumer’s geographic proximity to a competing
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Fig. 2. Data Privacy Research Directions

etailer and send targeted messages or promotions, in an effort
o thwart a sale. Accordingly, geolocation marketing can appear
reepy and heighten consumer worries about being stalked.
hese technologies may shift consumer behavior in real-time

hough, so research is needed to understand the effects on con-
umer trust or violations of it. For example, if benign promotions
o not hinge on location tracking, privacy concerns may be
evere if retailers communicate through mobile channels, with-
ut explicit permission to do so. These messages appear more
ersonal and intrusive than an email or targeted web ad, putting
etailers at risk of backlash. In short, more research is needed to
void unintended implications that stymie what appears to offer

 sustainable retail growth option, ripe for innovation, without
isking consumers’ safety or challenging their communication
hannel preferences.

Brick-and-mortar. Even physical retail spaces leave con-
umers open to data privacy threats, especially those that contain
ovel technologies for consumer location tracking, movement
onitoring, and mobile device recognition. To understand pre-

urchase phases of the retail journey, retailers might track
onsumers’ movements, using smartphone connections to the
etailer’s wifi, tracking kiosks and displays, or RFID integration

etween physical in-store markers and consumer loyalty cards.
raditional technologies have their own privacy risks though. In

 study of Fortune  500 firms’ privacy policies, Martin, Borah,
nd Palmatier (2018) find that many retailers disclose their

t
s
a
t

cted Questions by Retail Channel Type.

ractice of actively recording in-store video, but their tactics
or doing so safeguard their interests in capturing and retain-
ng consumer data and even selling those data to undisclosed
hird parties. Often such practices are framed as loss prevention
fforts, but when coupled with facial recognition technology
or example, they leave consumers prone to privacy threats.
lthough recent research has advanced our understanding of
rivacy threats in physical retail spaces (Esmark and Noble
018; Esmark et al., 2017; Esmark et al. 2020), continued studies
hould investigate data privacy threats and consumer responses
o them.

Conclusion

Firms can benefit from strengthening privacy practices
nd implementing customer-protecting privacy policies (for an
verview, see Palmatier and Martin 2019). Customer-centric
etailers thus have moved past arbitrary or haphazard exploita-
ion of big data and data analytics (Business Wire 2019) and
nstead seek payoffs from mutually valuable consumer rela-
ionships and stronger company privacy practices. Business
vidence affirms that firms with stronger data privacy prac-

ices enjoy tangible benefits (Cisco 2020), including shorter
ales delays; diminished harm from data breaches; and enhanced
gility, innovation, operational efficiency, investor appeal, cus-
omer loyalty, and customer trust. Returns on investments in
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ata privacy are estimated to reach 270%; larger firms report
eturns greater than 400% (Cisco 2020). The result may be

 more authentic consumer experience, in which people can
hoose which retailers may target them, with which products
nd services, rather than accepting random contacts from brands
n which they have no interest.

Data privacy research in retailing thus has flourished in recent
ears, as the pages of past issues of the Journal  of  Retailing  show.
ith this particular special section, we also seek to highlight the
ays that nuances of the retail environment and a vibrant retail-

ng academic community make consumer data privacy research
n especially ripe context for continued investigation. We hope
his special section inspires ongoing work in this domain, by
cholars and practitioners who focus their energies and talents on
ustomer data privacy tensions. Such work can offer a source of
ealized mutual benefits and actionable solutions for consumers
nd retailers alike.
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