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Capital One: A Big Bank Heist from the Cloud

Capital One Financial Corporation is an American
bank holding company specializing in credit cards,
auto loans, banking, and savings accounts. It is the
eleventh largest bank in the United States in terms
of assets and an aggressive user of information
technology to drive its business. Capital One was
an early adopter of cloud computing and a major
client of Amazon Web Services (AWS). Capital One
has been trying to move more critical parts of its IT
infrastructure to Amazon’s cloud infrastructure in
order to focus on building consumer applications
and other needs.

On July 29, 2019, Capital One and it
ers received some very bad new: 1ta O
had been breached, exposing o ,000 Social
Security numbers, 80,000 nt numbers,
tens of millions of credit ca plications, and
one million Canadian soylal insurance numbers

(equivalent to Soc#a] Security numbers in the
US). It was one rgest thefts of data ever

from a bank.
The culprld out to be Paige Thom
of

former emplo Amazon Web Servic
hosted the 1 One database that w
Thompson was4rrested in Seattle an
one counf ofl@mputer fraud and abuse. She had
worked for théfsame server business that court pa-
pers sai al One was using. Thompson could
face up to five years in prison and a $250,000 fine.

The lieved it was unlikely that
Thompmeminated the information or used
it for fra ut it will still cost the bank up to $150
million, \mng paying for credit monitoring of
affected c ers.

Amazo Services hosts remote servers that
organizations use to store their data. Large enter-
prises such as Capital One build their own web ap-
plications using Amazon’s cloud servers and data
storage servic Ay so they can use the informa-

tion for their sp eeds.
The EB.I. agent%tigating the breach re-

ported that Ms. Thomipsoy had gained access to
Capital One’s sensitive rough a “miscon-
figuration” of a firewall oifa plication (A
firewall monitors incoming a ng network

traffic and blocks unauthorized a &1@

€s

lowed her to communicate with the s

Capital One was storing its data and customer files.
Capital One stated it had immediately fixed the
configuration vulnerability once it had been de-
tected. Amazon said its customers fully control the
applications they build and that it had found no evi-
dence that its underlying cloud services had been
compromised.

Thompson was able to access and steal this sen-
sitive information only because Capital One had
misconfigured its Amazon server. Thompson could
then trlck a system in the cloud to uncover the
ed to access Capital One’s cus-
rime was considered
an 1n81der threa he @ worked at Amazon
years earlier. However o] So,try to search
for and exploit this type of mise@nfj tion,
and server misconfigurations are ogblace.
Misconfigurations are also easily fixed, o do
not consider them a breach. Sometimes ditfult

to determine whether tinkering with miscogftgu
a criminal activity or secur@

tap into Amazon’s meta-
credentials and other
ers in the cloud. Ms.
nternet to identify
uld provide access
orks. She found a
nications between

pson ran a sca:
able computer

ening Thompson was able
edentials required to find and read
al One data stored in the cloud from the meta-
ervice. Once Thompson located the Capital
e data, she was able to download them with-
triggering any alerts. Thompson also boasted %
e that she had used the same techniques to %
ss large amounts of online data from other
organizations.

Amazon has stated that none of its serv1c@
including the metadata service, were th S@
of the break-in and that AWS offers e®1g
tools for detecting this type of i 1n is un-

clear why none of these a er triggered an
alarm when Thompsag %

g into Capital
ne. Thongh‘

g Capital One on

j&d)
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March 12, 2019, but went undetected until an out-
side researcher tipped off Capital One 127 days later.
According to C. J. Moses, deputy chief information
security officer for AWS, Amazon restricts most staff
members from accessing its broader internal infra-
structure in order to protect against “witting or un-
witting” data breaches.

Security professionals have known about miscon-
figuration problems and the ability to steal creden-
tials from the metadata service since at least 2014.
Amazon believes it is the customer’s responsibility
to solve them. Some customers have failed to do
so. When security researcher Brenton Thomas con-
ducted an Internet scan in February 2019, he found
more than 800 Amazon accounts that allowed simi-
lar access to the metadata service. (Amazon’s cloud
computing service has over one million users.
Thomas also found other cloud comp
nies with misconfigured services as W'ludmg
Microsoft’s Azure cloud.

Whatever the cloud service, the 1 of talent
capable of launching similar afgacks is expanding.
Given the nature of clowfkgervices, any person who
has worked on develop hnology at any of the

CASE STUDY QUESTIONS

1. What managemen& )
factors were%ﬁsible for the Capital O
2. Was this an insid§r hack? Explain your answer.

major cloud computing companies can learn how
these systems work in practice.

Capital One had a reputation for strong cloud se-
curity. The bank had conducted extensive due dili-
gence before deciding to move to cloud computing in
2015. However, before the giant data breach, Capital
One employees had raised concerns internally about
high turnover in the company’s cybersecurity unit
and tardiness in installing some software to help spot
and defend against hacks. The cybersecurity unit is
responsible for ensuring Capital One’s firewalls are
properly configured and for scanning the Internet
for evidence of a data breach. In recent years there
have been many changes among senior leaders and
staffers. About a third of Capital One’s cybersecurity

oyees le y in 2018.
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3. What steps could have B
e hack?

mpanies handli
puting services

en to prevent the

itive data use
in your answer.
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Software Vulnerabilit

Software errors pose a constan
losses in productivity and soms¢
on systems. Growing complexity and size of software programs, coupled with
demands for rapid delivery to
ware flaws or vulnerabilities.
A major problem with softwa

to information systems, causing untold
endangering people who use or depend

, have contributed to an increase in soft-
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he presence of hidden bugs or programQ ;

Osde defects. Studies have shown that it is virtually 1mpos51ble to ehmm
de

he smaller programs.

Zero defects ca ﬁ ﬁ:@ plete testing simply
is not possible. Fully tes m S usands of choices and

millions of paths would require thousands of years. Even with rigorous testing,



