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Chapter 13. Hazard Analysis

another set), and symbolic models (those that use mathematical or logical
operations to predict the behavior of the original system).

Particular models may be categorized along all of these dimensions, with :.6 most
useful model being that which provides the information :nma@m most efficiently.
Modeling any system requires a description of the following {50]:

o Structure: the interrelationships of the parts along some dimension(s) such
as space, time, relative importance, and logic or decision-making properties.
Distinguishing qualities: a qualitative description of the @B.z.o:_m_. <E..E¢._nm
and parameters that characterize the system and distinguish it from similar
structures.

Magnitude, probability, and time: a description of the variables .m:a parame-
ters associated with the distinguishing qualities in terms of Em:” magnitude
or frequency over time and their degree of certainty for the situations or con-
ditions of interest.

This information can be stored or displayed in various ways, ranging mz.u:..
simple tables or bubble charts (which provide a way of storing or organizing in-
formation but no formal manipulation or analysis methods) to formal structures
such as trees or graphs, state machines (which show the states of the mv\mﬁ.B and
the events that cause state changes), and full unsteady-state models comprised of
algebraic and differential equations. Some of these structures can be o@BE:oau
Safety models, for example, often employ tree structures to show logical rela-
tionships and tables to describe additional information. .

Selection of the model will determine what information can be specified and
what can be derived from the model through analysis. For example, a particular
model may not include any mechanism for showing changes over time, or it may
have no way of representing dependencies between the system components being
modeled. The better a representation of the original system and the better the
match between the properties of the model and the properties n.:q interest in the
analysis, the more useful the model will be in providing information about system
behavior. .

When using any model, it is important to specify the boundaries of the
system being modeled and what is not included, assumptions about %m.mv\mgma
(such as independence of components), and what assumptions are Eo& :._SG to
be incorrect or invalidated by changes and thus need to be checked periodically.

[=]

=]

13.3 General Types of Analysis

Different types of models allow for various types of analysis or manipulation wm
the model to learn more about a system. A model and its associated analysis
methods may focus on logical and functional structure of a technical system to
evaluate the propagation of events and conditions, or it may include a amﬁ.;aa
description of work or tasks to evaluate the effect of various human operations

13.3. Genera! Types of Analysis

on the system state. The models and analysis techniques also imply different
underlying accident and human error models, which influence the hazards and
causes that will be identified and considered.

There is often a tradeoff between the difficulty of building and analyzing the
model and the quality of information that can be derived from it. In order to make
modeling and analysis practical, simplification of complex system behavior may
be required. For example, process variables are intrinsically continuous, but for
many models and analysis techniques, they are treated as having a discrete and
small number of values. Thus, flow may be characterized as normal, high, or low,
or the state of a valve may be limited to normal movement, stuck open, or stuck
closed.

No one model or analysis technique is useful for all purposes, and more than
one type may be required on a project. A relatively simple system with only a few,
well-understood hazards may require only simple comparisons with checklists or
codes of practice. On the other hand, when what could happen or has happened
involves complex sequences or combinations of conditions or events, then formal,
documented analysis procedures may be necessary [119].

Analysis techniques can be differentiated by their goals, whether they are
quantitative, the phase in the life cycle when they are used (such as pre- or post-
design), the depth of analysis, the domain upon which they are defined (such as
the structure and function of a technical system, the description of work or tasks,
or the structure and function of an organization [323)), and the search methods
used.

Analysis techniques usually involve searching. The search strategy will de-
pend upon the type of structure being searched, including the basic elements of
the underlying model (such as physical or logical components, events, conditions,
or tasks) and the relationship between those elements. Typical relationships are
temporal (time or sequence related) and structural (whole—part). For example, if
the relationship is temporal, the search may identify prior or succeeding events
(that may or may not be causally related to the original event). If the relationship
is structural, the search may involve refining the event into constituent events.

Search techniques can be classified as (1) forward and backward, (2) top-
down and bottom-up, or (3) combinations of these two.

13.3.1 Forward and Backward Searches

Forward (sometimes called inductive) and backward (also called deductive)
searches are useful when the underlying structure is temporal and the elements
are events, conditions, or tasks. A forward search takes an initiating event (or
condition) and traces it forward in time. The result is a set of states (where a state
is a set of conditions) that represent the effects of the initiating event. An example
of such a search is determining how the loss of a particular control surface will
affect the flight of an aircraft.

The purpose of a forward search is to look at the effect on the system state
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Initiating Final ting Final
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A E Nonhazard W Nonbhazard
B H Hazard H Hazard

H Nonhazard Y Nonhazard

H Nonhazard Z Nonhazard

~——— Backward search

Forward search

FIGURE 13.3
The states found in a forward search and in a backward search will probably not
be the same.

of both (1) an initiating event and (2} later events that are not necessarily caused
by the initiating event. In fact, causal independence is often assumed.

Tracing an event forward can generate a large number of states, and the
problem of determining all reachable states from an initial state may be unsolv-
able using a reasonable set of resources. For this reason, forward analysis is often
limited to only a small set of temporally ordered events.

In a backward or deductive search, the analyst starts with a final event or
state and determines the preceding events or states. This type of search can be
likened to Sherlock Holmes reconstructing the events that led up to a crime.
Backward search methods fit well with chain-of-event accident models, where the
goal is to determine the paths (sets of states or events in temporal ordering) that
can lead to a particular hazard or accident. They are useful in accident investi-
gations and in eliminating hazards by installing controls to eliminatc predecessor
events.

The results of forward and backward searches are not necessarily the same.
Tracing an initiating event forward will most likely result in multiple final states,
not all of which represent hazards or accidents: There is one initiating state and
multiple final states (Figure 13.3).

Tracing backward from a particular hazard or accident to its succeeding
states or events may uncover multiple initiating events. Forward searches could,
of course, consider multiple events, but combinatorial explosion usually makes
this goal impractical and so the number of initiating events that can be considered
is usually limited. It is easy to see that if the goal is to explore the precursors
of a specific hazard or accident, the most efficient method is a backward search

13.4. Limitations and Criticisms of Hazard Analysis

procedure. On the other hand, if the goal is to determine the effects of a specific
failure; a forward search is most efficient.

13.3.2 Top-Down and Bottom-Up Searches

A second categorization of search methods is top-down or bottom-up. Here the
relationship being investigated is structural (whole-part): Higher-level abstrac-
tions are refined or broken down into their constituent parts. A basic event, set,
task, or system may be broken up into more basic events, conditions, tasks, or
subsystems in a top-down search. When the search is bottom-up, subcomponents
are put together in different ways to determine the result. An example of a top-
down search is identification of alj the ways that power can be lost. A bottom-up
search might examine the effect of an individual battery failure on the system as
a whole.

As with forward and backward searches, the results of top-down and bottom-
up searches are not the same. For example, examining only the effects of individ-
ual component failures on the overall behavior of the system (a bottom-up search)
misses hazardous system behavior that results from combinations of subsystem
failures or from combinations of nonfailure (correct) behavior of several subsys-
tems. As in forward searches, considering the effects at the system level of all
possible combinations of component behavior is not practical. Top-down searches
that start from a hazardous system behavior will be more practical in this case.
On the other hand, determining the effect of a particular component failure on
system behavior is, theoretically, most efficiently accomplished using a bottom-
up search. Determining the effect of a component failure at the system level using
a bottom-up approach, however, is often very difficult for complex systems.

13.3.3 Combined Searches

Some search strategies do not fit into one of these categories. Instead, the search
starts with some event or deviation and goes forward and backward or top-down
and bottom-up to find paths between hazards (or accidents) and their causes ‘or
effects. The search may start with deviations, failures, changes, and so on.

13.4 Limitations and Criticisms of Hazard Analysis

Hazard analysis serves as the basis of judgment for many aspects of system
safety. Therefore, understanding its limitations and common problems is impor-
tant. Since qualitative analysis always precedes quantitative analysis, all limita-
tions of the former apply to the latter. Quantitative techniques have additional
limitations, however.

Hazard analyses, along with their underlying accident and system models,

3

0

9




310

Chapter 13. Hazard Analysis

may not match reality. They often make unrealistic assumptions, such as assum-
ing that (1) the system is designed, operated, and maintained according to good
engineering standards; (2) quality control procedures will ensure that all equip-
ment conforms to the design specifications and is inspected, calibrated, main-
tained, repaired, and tested at suitable intervals; (3) testing is perfect and repair
time is negligible; (4) operators and users are experienced and trained; (5) oper-
ational procedures are clearly defined; (6) the system operates perfectly from the
beginning; and (7) key events are independent and random.

Phenomena unknown to the analysts obviously cannot be covered in the
analysis, and discrepancies between the written documentation and the real sys-
tem mean that important accident contributors may not be considered [327].
Sometimes, the boundaries of the analysis are drawn incorrectly and relevant sub-
systems, activities, or hazards are excluded.

Even if all the assumptions are right to begin with, conditions change and
the models may not accurately reflect the current system. In general, there is no
way to assure completeness—that is, that all factors have been considered.

Kletz claims that, in practice, the majority of errors in hazard analyses result
from faults in the model or failure to foresee hazards and not from errors in
the data:

The mistake made by many hazard analysts is to quantify (with ever greater
accuracy) the particular hazards that they have thought of and fail to foresee
that there are other hazards of much more importance. This means that so-
called confidence limits have a very restricted meaning. They are telling you
the error that can arise because of the sample size of the data, but they do
not tell you that errors can arise because the analyst did not realize that there
was some other way in which the hazard can occur [113].

Hope and colleagues suggest that the general nature of some of the methodologies
can easily lead to misinterpretation and misuse of the results [126].

The limitations discussed so far relate to the particular models constructed.
A second group of limitations relates to simplifications in the modeling tech-
niques themselves. Examples include requiring that continuous variables be spec-
ified as discrete variables, not allowing consideration of certain timing factors
such as time delays or the ordering of events, and assuming independence so that
common-cause failures are not handled.

Simplifications may stem from the inability to represent particular aspects
of the system or to evaluate them in the analysis. Policy and principles of man-
agement are rarely included, for example, nor are the safety culture of the or-
ganization, organizational structure, training factors, and the safety engineering
process employed. Models that require assigning numbers to everything may omit
important factors because they are not easily quantified. In addition, there may
be limitations in the search patterns, the system models, or the underlying ac-
cident models that restrict the factors that can be considered. A few evaluations
of specific hazard analysis methods and models have been performed (see Sec-
tion 14.14), but their validity is largely unknown.

13.4. Limitations and Cri

sms of Hazard Analysis

Some of the oversimplifications stem from limitations in knowledge. All the
data used in the analysis must be relevant to the situation being analyzed, but
in practice data are scarce, incomplete, and often not directly applicable [126].
Sometimes assumptions about infrequent events have to be based on extremely
limited data with necessarily low confidence levels: It is difficult to collect sta-
tistically sufficient data on component behavior that includes different operating
conditions, component types, failure modes and distributions, common cause faijl-
ures, and so on.

Not only are there inaccuracies in failure data, but the information required
for consequence modeling and human error data is often unknown or inaccurate,
as discussed earlier.

Other limitations of hazard analysis stem not from the techniques them-
selves but from the fact that they must be used by humans. To varying degrees,
the analysis represents the analyst’s interpretation of the system; the analyst may
inadvertently introduce bias, especially when the system being analyzed is com-
plex. In addition, many of the techniques are complicated and demand appre-
ciable specialist manpower and time that may not be available. Automation of
the analysis does not completely solve the human limitation problems—it merely
shifts them to the computer programmer, who, in effect, becomes the analyst. Au-
tomated analyses also usually require a manually constructed system model, with
all its inherent limitations.

With this information about the hazard analysis process and its general lim-
itations in mind, we are ready to examine specific hazard analysis models and
techniques.
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Techniques

Before a wise man ventures into a pit, he lowers a ladder—so he can
climb out.

—Rabbi Samuel Ha-Levi Ben Joseph Ibm Nagrela

Ben Mishle

Many different types of hazard analysis have been proposed and are in use. Some
differ primarily in their names, whereas others truly have unique and important
characteristics. One of the greatest problems in performing hazard analysis may
be in selecting appropriate models and techniques that match the project’s goals,
tasks, and skills. Because the methods have different coverage and validity, sev-
eral may be required during the life of the project. No one method is superior
to all others for every objective or even applicable to all types of systems. Per-
haps the most important fact to keep in mind is that very little validation of any
of these techniques has been done, and so all results should be treated with ap-
propriate skepticism. That does not mean that the techniques are not useful, only
that they must be used carefully and combined with a large dose of engineering
Jjudgment and expertise.

The resources and time for any analysis are limited. Not all resources shoutd
be put into one single method or into one single phase of the analysis process. In
planning the analysis and selecting appropriate procedures, consideration should
be given to its purpose, who will use the results and what kind of information is
expected, the seriousness of the potential hazards, the complexity of the system,
the nature of the project and the uniqueness of its design and technology, the de-
gree of automation, the types of hazards to be considered, and the role of humans
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and computers in the system [299]. Only a few of the techniques described can
handle software in any reasonable way.

In addition to the analysis techniques presented here, some of the acci- -

dent models described in Chapter 10, along with appropriate analysis techniques,
can be (and are) used in accident investigations and occasionally in predictive
analyses.

In this chapter, each technique is first described in terms of its hasic features
and the life cycle phase to which it applies, and then it is evaluated. The final
section of the chapter describes the small amount of experimental validation of
techniques that has been carried out.

14.1 Checklists

Description

There is a tremendous amount of hard-earned experience in engineering, and
checklists are one way to pass on this experience so that each project need not
relearn the lessons of the past and start each hazard analysis from scratch. As the
repository of mistakes made and lessons learned, checklists provide feedback to
the engineering process.

When checklists are dynamically updated within an organization, they may
become uniquely tailored to that organization’s procedures and practices. They
may also be derived from standards and codes of good engineering practice.
Checklists are most useful in the design of well-understood systems, for which
standard design features and knowledge have been developed over time.

Checklists are included as an analysis technique here because they guide
thinking. In fact, many of the other analysis techniques incorporate some form
of checklist in their procedures. Basic checklists are simply lists of hazards or
specific design features. Others stimulate thought and enquiry with questions that
are open ended rather than requiring only a “yes” or “no” answer or a check in
a box. For example, instead of asking “Is the system protected against electro-
magnetic interference?” the list might instead ask “How is the system protected
against EMI?”

Life-Cycle Phase

Checklists are commonly used in all life-cycle phases, and in fact are most use-
ful when oriented toward a specific phase. For hazard identification, they provide
information about known hazards or high-risk conditions, helping to make sure
that hazards are not overlooked. For a design, they ensure conformance to ex-
isting codes and standards of practice. Design checklists often use a series of
what-if questions like those in design reviews. During operations, checklists may
be used for periodic audits or to ensure that steps in procedures are not forgotten
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(the checklists used-by pilots, for example). Information gained during the hazard
analysis process for the project should be used to design operations checklists.

Evaluation

Checklists are an excellent way to pass on lessons learned, especially for hazard
identification. For designers, they help to ensure good engineering design prac-
tices and compliance with standards, codes, and specifications; for reviewers,
they help to verify that prohibited or bad practices have been avoided and that
requirements have been satisfied.

On the negative side, checklists may encourage users to rely on them too
much and thus to overlook items not on the list. Also, to be comprehensive,
checklists may have to include a large number of questions, and, as experience
reveals problems, more will be added. They can then become large and difficult to
use, and users may be lulled into thinking that all issues that should be considered
have been included. Checklists often induce false confidence—a belief that if
everything is checked off, the system is safe. In addition, most do not allow
relative ranking of hazards or include information about relative effectiveness of
alternative safeguards {126].

Arnother problem arises when the lists are used without giving careful
thought to the specific situation being considered. Ozog and Bendixen provide an
example from the process industry: A checklist might reasonably require flame
arrestors in vents from flammable liquid storage tanks, but if the vapors are sus-
ceptible to polymerization, venting directly to the atmosphere might be safer
[250]. In this case, relying on the checklist without considering special circum-
stances might create a more hazardous situation.

While checklists may be useful, more sophisticated analyses for all but the
simplest systems are essential to an effective safety program.

14.2 Hazard Indices

Description

Hazard indices measure loss potential due to fire, explosion, and chemical reac-
tivity hazards in the process industries. They were originally developed primarily
for insurance purposes and to aid in the selection of fire protection methods, but
they can be useful in general hazard identification, in assessing hazard level for
certain well-understood hazards, in the sclection of hazard reduction design fea-
tures for the hazards reflected in the index, and in auditing an existing plant.

The oldest and most widely used index was developed by the Dow Chem-
ical Company. The Dow Chemical Company Fire and Explosion Index Hazard
Classification Guide (usually abbreviated as the Dow Index) was first published
in 1964 and was originally the basis for calculating a Fire and Explosion Index.
Later, it was expanded to calculate the maximum probable property damage and
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the maximum probable days outage. Any operation where a flammable, com-
bustible, or reactive material is stored, handled, or processed can be evaluated
with the Dow Index. Auxiliary plant, such as power generation equipment, office
buildings, control rooms, or water systems, is not covered.

The Dow Index first requires dividing the plant into units, a unit being a
part of a plant that can be readily and locally characterized as a separate entity.
Generally, a unit consists of a segment of the overall process: In some cases, it
may be a part that is separated by distance or by walls; in others, it may be an
area in which a particular hazard exists [196, 126].

The Fire and Explosion Index indicates the fire and explosion hazard level of
a particular unit. The calculation of this index uses a measure, called the Material
Factor (MF), of the energy potential of the most hazardous material or materials
in the unit in sufficient quantity to present a hazard. This measure is a number
from 1 to 40 and is calculated on the basis of flammability and reactivity. For
some properties, the MF can be found in a table; for others, it must be calculated
(Lees [172] explains how). General and special hazards (including factors such as
properties of the materials, quantities involved, the type of process and whether it
is difficult to control, process conditions, and construction materials) are treated
as penalties applied against the MF. A Toxicity Index can also be calculated to
evaluate the exposure level of toxicity hazards.

Basically, these calculations combine a number of empirical hazard fac-
tors that reflect the properties of the materials being processed, the nature of the
process, the spacing of equipment, and the judgment of the analyst about them
[126]. The index is then used to determine the fire protection required. Basic fire
protection design features, including minimum separation distances, are recom-
mended in the Dow Index.

Attempts have been made to improve on this index or to come up with
alternative indices, but most alternatives have not found widespread acceptance
outside the organizations in which they were developed [249]. One that has been
used in the chemical industry, called the Mond Index, was proposed in 1979. It
expands the Dow Index to include additional factors related to the effects of toxic
materials and layout features (such as spacing, access, height, and drainage) on
the hazard level.

Evaluation

Hazard indices provide a quantitative indication of the potential for hazards as-
sociated with a given design. They work well in the process industry, where de-
signs and equipment are standard and change little, but are less useful for systems
where designs are unique and technology changes rapidly. Lowe and Solomon
[196] claim that the Dow Index and others are particularly useful in the early
stages of hazard assessment, since they require a minimum of process and de-
sign data and can graphically demonstrate which areas within the plant require
more attention. The indices can also help to identify which of several competing
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process designs contain the fewest inherent hazards, and they provide information
useful for site selection and plant layout [250}.

The indices only consider a limited set of hazards, and even for these, they
determine only hazard level. No attempt is made to define specific causal factors,
which are necessary to develop hazard elimination or reduction measures beyond
the standard equipment information provided in tables. Thus, the indices do not
provide a complete picture and are useful primarily to supplement other hazard
analysis methods.

14.3 Fault Tree Analysis

Description

Fault Tree Analysis (FTA) is widely used in the aerospace, electronics, and nu-
clear industries. It was originally developed in 1961 by H. A. Watson at Bell
Telephone Laboratories to evaluate the Minuteman Launch Control System for
an unauthorized (inadvertent) missile launch. Boolean logic methods had been
used at Bell Labs for communications equipment, and these were adapted to FTA.
Engincers and mathematicians at the Boeing Company developed the procedure
further and became its foremost proponents.

FTA is primarily a means for analyzing causes of hazards, not identifying
hazards. The top event in the tree must have been foreseen and thus identified
first by other techniques. FTA uses Boolean logic to describe the combinations
of individual faults that can constitute a hazardous event. Each level in the tree
lists the more basic events that are necessary and sufficient (o cause the problem
shown in the level above it.

FTA is a top-down search method. Backward or forward search techniques
are chronological orderings of events over time, but each level of the fault tree
merely shows the same thing in more detail. The intermediate events (events
between the top event and the leaf nodes in the tree) are pseudoevents (ab-
stractions of real events)—they are simply combinations or sets of the basic or
primary events and are usually removed during the formal analysis of the tree
(Figure 14.1).

Once the tree is constructed, it can be written as a Boolean expression and
simplified to show the specific combinations of identified basic events sufficient
to cause the undesired top event. If a quantitative analysis is desired and feasible
(the individual probabilities for all the basic events are known), the frequency of
the top event can be calculated.

Fault Tree Analysis has four basic steps: (1) system definition, (2) fault tree
construction, (3) qualitative analysis, and (4) quantitative analysis.

System Definition. This is often the most difficult part of the FTA task; it re-
quires determining the top event, initial conditions, existing events, and imper-
missible events. The selection of top events is crucial, since the assessment of
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Top Event

Intermediate or
pseudoevents

Basic or
primary events

FIGURE 14.1
The leaf nodes of a fault tree represent the basic or primary events.

hazards in the system will not be comprehensive unless fault trees are drawn for
all significant top events.

A thorough understanding and definition of the system and its interrelation-
ships is essential for this step and all other steps in FTA. The analyst may use
system functional diagrams, flow diagrams, logic diagrams, or other design rep-
resentations, or may rely on his or her knowledge of the system. The physical
system boundaries must be carefully defined.

For any component that has more than one possible state, the analyst must
decide upon the system state (initial state) to be analyzed for the occurrence of
the top event. If the top event is an inadvertent weapon release from an aircratt,
for example, the events in the tree will be very different depending on whether the
aircraft is on the ground, in flight and cruising to target, or over the target but not
in proper position for the release |296). Similarly, the fault tree for the collision
of two automobiles will depend upon traffic speed and density.

Fault Tree Construction. Once the system has been defined, the next step
is fault tree construction. Briefly, the analyst first assumes a particular system
state and a top event and then writes down the causal cvents related to the top
event and the logical relations between them, using logic symbols to describe the
relations. Figure 14.2 shows the symbols used for fault trees, of which the most
frequently used are AND and OR gates. The output of an AND gate exists only if
all the inputs exist (it represents combinations of events); the output of an OR gate
exists provided at least one of the inputs exists (it shows single-inpul events that
can cause the output event). The input events to an or gate do not cause the event
above the gale, but are simply re-expressions of the output event. In contrast, the
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FIGURE 14.2
Fault tree symbols.
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events attached to the AND gate are the causes of the event above the gate [344].
This causal relationship is what differentiates an AND gate from an or gate.

Inhibit (NOT) gates can also be used, but are less common. They may be
needed in a situation where there are two flows, X and Y, and the top event occurs
if there s either no X flow orno Y flow. The simple OR gate is inclusive—~it states
that the top event occurs if there is a failure of X flow, Y flow, or both. If the goal
is to specify that the top event does not occur if there is a failure of borh X and
Y flows (exclusive OR), then the simple Or gate will not suffice and an INHIBIT or
other type of gate is needed.

The relationships between the events shown in the fault tree are just standard
logical relations and therefore can be expressed using any of the alternative forms
of Boolean algebra or truth tables. The tree format, however, secms to have
advantages in terms of readability.

The process continues, with each level of the tree considered in turn until
basic or primary events are reached. These are completely arbitrary, and the an-
alyst must determine the stopping rule for the analysis, or, in other words, the
resolution limit of the analysis. The events considered to be basic in the analysis
will depend on its purpose, scope (a first estimate or a fully detailed analysis),
and intended users; the available knowledge about the causes of events; and the
availability of statistical data if a quantitative analysis is desired. Figure 14.3 is
an example of a fault tree.

Qualitative Analysis. After the tree is constructed, qualitative analysis can
begin. The purpose, basically, is to reduce the tree to a logically equivalent form
showing the specific combinations (intersections) of basic events sufficient to
cause the top event. In essence, the intermediate pseudoevents are removed and
only relationships between the top event and the primary events are described.
These are called cut sets. The goal of the analysis is to find the minimal cut sets,
which represent the basic events that will cause the top event and which cannot
be reduced in number—that is, a cut set that does not contain another cut set. Cut
sets are defined such that if even one event in the cut set does not occur, the top
event will not take place.

The minimal cut set representation as a tree corresponds to one oR gate with
all the minimal cut sets as descendants. The same primary events usually will oc-
cur in more than one of the minimal cut sets; thus, the minimal cut sets are gener-
ally not independent of each other. A medium-sized fault tree can have millions of
minimal cut sets, so computer programs have been developed to calculate them.
The procedures for reducing the tree to a logically equivalent form are beyond
the scope of this book; the interested reader is referred to one of the many books
on this subject. In general, the procedures employ Boolean algebra or numerical
techniques, for example using the logical structure of the tree as a model for trial
and error testing of the effects of selected combinations of primary events.

Minimal cut sets provide information that helps identify weaknesses in the
system. For example, they determine the importance or ranking of each event
with respect to the top event. A number of measures of importance have been
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FIGURE 14.3 o
Portion of a fault tree for a patient monitoring system.

defined; some rely solely on structural considerations, while others require prob-
abilistic information [172].

Quantitative Analysis. The probability of the output of a logical gate is equal
to the probability of the corresponding function of the input events—both charac-
terize the same event. Quantitative analysis of fault trees uses the minimal cut sets
to calculate the probability of occurrence of the top event from the probability of
occurrence of the basic events. The probability of the top event will be the sum
of the probabilitics of all the cut sets if they are all statistically independent (the
same event is not present in two or more cut sets). If there is any replication of
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events in any cut set, independence is compromised and the replication must be
taken into account in any quantitative analysis. The probabilities of each cut set
are determined by multiplying together the probability of the basic events.

According to Ozog and Bendixen [250], a common mistake in quantifying
fault trees is multiplying two or more frequencies together, yielding meaningless
results. To help avoid this mistake, they have changed the tree symbols to clarify
which events are frequencies and which are probabilities.

If the probabilities of the basic events are given by a probability density
function (the range of probabilities over which the event can occur) rather than
by a point probability value, then the probability of the top event also must be
expressed as a density function. Monte Carlo simulation can be used to determine
these functions [126].

Automatic Synthesis. Several procedures for automatic synthesis of fault
trees have been proposed, but these work only for systems consisting purely of
hardware elements. Basically, a model of the hardware, such as a circuit diagram,
is used to generate the tree [7, 10, 172]. Taylor’s technique, which is typical, takes
the components of the hardware model and describes them as transfer statements
[335]. Each statement describes how an output event from the component can
result from the combination of an internal change in the component and an input
event. Such statements can also describe how the component state changes in re-
sponse to input events. In general, the transfer statement will be conditional on

the previous component state. Together, the transfer statements form the transfer
function for the component.

Both the normal and failure properties of the component are described, and
each transfer statement is represented as a small fragment of a fault tree or mini-
fault tree. The synthesis process consists of building the fault tree by matching
the inputs and outputs of the mini-fault trees. The same type of analysis can be
done using state-machine models (see Section 14.12).

Software FTA. Fault tree analysis can be applied to software, as described in
Chapter 18. With software, the analysis is used for verification, as the code must
already have been written to generate the trees. FTA might be applied to soft-
ware design representations to locate problems early, but the design specification
would have to be very detailed in its description of the software logic. Once the
code is generated, not only is building the tree difficult, but so is changing the
software in any significant way. Software fault trees can be partially generated
automatically; however, if loops are used in the code (which is true for virtually
all software), the tree generation requires human assistance.

Probabilistic analysis is not applicable when software logic is described by
fault trees; assigning a probability to a software statement is basically meaning-
less. In addition, if design errors are found in the tree through this process, they
should be fixed rather than left in the code and assigned a probability.

14.3. Fault Tree Analysis

Life-Cycle Phase

Although generic fault trees can be constructed before the details of design and
construction are known, they are of limited usefulness. To be most effective, FTA
requires a completed system design and a thorough understanding of the system
and its behavior in all operating modes. Information is usually too incomplete to
perform detailed fault tree analysis at the preliminary design stage [5], although
a few features of alternative designs may be compared. In addition, fault trees
can be used early in the design process to identify where interlocks are required
and will be most effective, but they are not the most efficient model for this pro-
cess [42].

FTA may also be applied to completed or existing systems to prove that
the system is safe. The quantitative fault tree procedures are most useful for this

purpose.

Evaluation

Although FTA was originally developed to calculate quantitative probabilities, it
is more commonly used qualitatively. Simply developing the tree, without analyz-
ing it, forces system-level examination beyond the context of a single component
or subsystem. The graphical format provides a pictorial display of the relation-
ships between events and helps both in understanding the system and in detecting
problems or omissions in the analysis. Problems are also found because the ana-
lyst has to think about the system in great detail during tree construction.

Fault trees can help the analyst identify scenarios leading to hazards and can
suggest possibilities for hazard elimination or control even before any analysis
is performed on the tree. When software is part of the system, drawing the fault
tree down to the software interface with other system components will identify
safety-critical interfaces and potentially hazardous software behavior.

Knowing the minimum cut sets for a particular fault tree can provide valu-
able insight into potential weak points of a complex system, even when it is not
possible to calculate the probability that eithcr a particular cut set or the top event
will occur. Lewis describes three useful qualitative considerations [189]. First, the
ranking of minimal cut sets by the number of primary events required allows em-
phasizing the elimination of cut sets corresponding to small numbers of events.
Single-point failures (where the occurrence of a single event could cause a haz-
ard) can be uncovered and eliminated (they appear as a cut set containing a single
event).

Second, events or components that appear in several minimum cut sets for
a particular top event are likely to have an important effect on the occurrence
of that event. In addition, if events or components appear only in minimum cut
sets requiring several independent events, their importance with respect to the top
event is likely to be small. The result of assessing importance in this way is a
prioritized list of events that should be considered in reducing risk.

The independence of the events must be determined, and this determination
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is the third use for qualitative analysis—to focus common-cause failure analysis
on particular cut sets and events. The events can be examined for susceptibility
to common influencing factors such as weather or temperature extremes, vibra-
tion, corrosion, and environmental conditions such as dust or humidity. Even so,
potential common-cause failures are not always obvious from the FTA process
unless the analyst is very experienced and knowledgeable.

Most methods to handle common-cause failures in fault trees are qual-
itative only, but identification is more important than quantification anyway.
Once a common-cause failure mode is identified, usually it can be eliminated
completely—if there is enough information to measure it, there is usually enough
information to eliminate it. A different type of common-cause failure, which oc-
curs by fault propagation (domino effects), is also possible, but there appears to
be no way of treating this type of failure in fault trees. Common-causc failures are
important because, in very high reliability systems, they can become a dominant
factor in system reliability and in accidents [172].

The extra work of a quantitative analysis may be cost effective when there
are very subtle differences between several alternative designs [51] and when
the causal factors involved have well established and accurate probabilities. The
impact of the alternatives on the top-event frequency is calculated to determine
the impact of the design decisions and the safety or reliability tradeoffs involved.

Fault Tree Analysis has several limitations. The most useful fault trees can
be constructed only after the product has been designed; they require detailed
knowledge of the design, construction, and operation of the system. A good
safety program, however, requires concentration on the early stages of the system
life cycle. Generic fault trees can be built early, but they may provide only infor-
mation that is well known and already part of the project standards and design
criteria. Hammer says that it may be better to spend time ensuring that the design
criteria have been incorporated than building fault trees [L08]. Childs notes that
sometimes fault tree analysis finds only what is intuitively obvious [51]. One use
for FTA in the design stage is to trace system hazards to individual components—
such as software—in order to identify hazardous component behavior.

Fault tree analysis shows cause and effect relationships but little more. Ad-
ditional analysis and information is usually required for an effective safety pro-
gram. Moreover, reliability analysts usually concentrate only on failure events in
fault trees whereas hazard analysis (as opposed to reliability analysis using fault
trees) requires a broader scope. Thus, the use of fault trees by reliability ana-
lysts may differ from their use by system safety analysts. Applications of fault
tree analysis that focus primarily on failures are essentially just reliability ana-
lyses.

A fault tree, like any other model, is a simplified representation of a gener-
ally very complex process: lts relative simplicity can be deceptive [172]. Much
of the work on FTA is concerned with correcting the oversimplifications, but
the problems might be better overcome by using different types of models and
analyses to handle these factors directly rather than trying to forcefit everything
into one (perhaps inappropriate) analysis framework. For example, the technique
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is particularly suited to discrete events, such as a valve opening or closing, but
time- and rate-dependent events, such as changes in critical process variables,
degrees of failure (partial failure), and dynamic behavior are not so easily rep-
resented [126].

Simple AND and or gates do not convey any notion of time ordering or time
delay; the fault tree is a snapshot of the state of the system at one point in time.
In some cases, time spans or chronological ordering of events may need to be
specified. Other types of gates, such as DELAY and INHIBIT, allow some treatment
of time in fault trees and in the tree reduction process [255]. They complicate the
evaluation of the tree, however, and somewhat negate one important advantage
of FTA—the ease with which the trees can be read and understood and thus
reviewed by experts and used by designers. If chronology is important, using
a model and analysis technique that involves backward or forward search may
be more appropriate than forcefitting this into a hierarchical, top-down modeling
technique.

Transitions between states are not represented in fault trees, which deal best
with binary states: Partial failures and multiple failures can cause difficulties [62].
Because system states rather than sequences of states are shown, fault trees are
used less often in studies of batch systems and plants (where sequence is im-
portant) than in continuous systems. Nonaction or static systems (such as pres-
sure vesscls) are also difficult to handle, since their state depends primarily on
environmental events or event combinations rather than on the component state
itself [5].

Problems also occur in the analysis of phased-mission systems, which pass
through more than one phase of operation [172]. Typically in these systems, the
same equipment is used at different times and in different configurations for
different tasks, and thus a separate fault tree is needed for each phase. While
it is possible to think of this type of system as essentially an oRr gate under
the top event, where the inputs to the or gate represent the different phases of
the mission, the standard or will not suffice because the inputs are separated in
time. Although phased-mission systems can be handled by constructing several
fault trees, problems can occur at the phase boundaries that are not easily resolved
[172].

Additional criticisms of fault tree analysis relate to its quantitative aspects.
As mentioned, common-cause failures cause problems and can lead to orders-of-
magnitude errors in the calculated failure probability [217)].

As with any technique that tries to quantify factors in complex systems prob-
abilistically, data may not be available for the most important factors, such as
operator work conditions, the management system, design errors, human errors
of various kinds, and nonrandom failures and events. Either these factors are left
out because they cannot be quantified, or probabilities are assigned that are unre-
alistic or have very large uncertainties. Combining reliabilities of parts containing
five or six significant figures with human error probabilities having significant un-
certainties does not produce very useful conclusions. Misleading results can also
be obtained by using data that is not applicable because conditions are not similar
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to those under which the data was obtained or by averaging widely different data
(one can drown in a lake with an average depth of six inches) [156]. \
Actually, most errors in hazard analysis are not due to errors in the data but
to the failure to foresee all the ways in which the hazard could occur. According
to Kletz, “time is usually better spent looking for all the sources of hazard than
in quantifying with ever greater precision those we have already found” [156].
MacKenzie notes that because it is not possible to identify all accident sequences,
the absolute values of the calculated risks have large uncertainties. In the space
program, wherc quantitative Fault Tree Analysis (and Failure Modes and Effects
Analysis) was used extensively, almost 35 percent of the actual in-flight malfunc-
tions had not been identified by the technique as “credible” [205], as noted earlier.

14.4 Management Oversight and Risk Tree Analysis

Description

Management Oversight and Risk Tree analysis (MORT), developed by Johnson
in the 1970s for the U.S. Nuclear Regulatory Agency, was discussed in Chap-
ter 10 as an accident model. It can also be used as an accident investigation or
hazard analysis technique. The underlying accident model assumes that accidents
are caused by uncontrolled energy released by mishandled changes in the system.

Basically, MORT is a standard fault tree augmented by an analysis of man-
agerial functions, human behavior, and environmental factors. Its aim is to iden-
tify problems, defects, and oversights that create hazards or prevent their early
identification by poor planning, inadequate operational checks, or limited infor-
mation exchange within the organization.

The method uses an extensive checklist of 1,500 basic events or factors that
facilitates finding those safety problems included in the list. Figure 10.10 shows
an example of MORT [140].

Evaluation

MORT has the advantages and disadvantages of any checklist-based analysis.
An advantage over most of the other analysis methods described in this chapter
is its consideration of factors rclated to the organization, information system,
management practices, and principles and goals of the enterprise. Relatively little
emphasis, in practice, has been placed on management and human factors (aside
from trying to measure human errors so numbers can be attached to basic events
in fault trees) compared to the emphasis on the reliability analysis of engineercd
systems [322].

Suokas suggests that, in his experience, MORT analysis yields detailed in-
formation useful in the planning and coordination of activities involving several
departments, a more precise definition of important tasks and responsibilities, the
development of planning and operating procedures, and training in professional
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abilities and safety matters [324]. MORT is not used very often, perhaps, as sug-
gested by Suokas and Kakko, because of its complexity.

14.5 Event Tree Analysis

Description

FTA is the most widely used method for the quantification of system failures,
but it becomes very difficult to apply in complicated systems. WASH-1400 was a
complex, probabilistic risk assessment of nuclear power plants in the early 1970s.
The study team (see Chapter 8.5.2) first attempted to draw a fault tree for nuclear
reactors starting with the top event, “accidental release of radioactivity,” but they
gave up when this led to a hopelessly complicated fault tree {281]. Instead, they
adapted the general decision tree formalism, widely used for business and eco-
nomic analysis, to break up the problem into smaller parts to which FTA could be
applied.

This decision tree technique, called Event Tree Analysis when used in this
way, uses forward search to identify the various possible outcomes of a given
initiating event, such as the rupture of a pipe, by determining all sequences of
events that could follow it. The initiating event might be a failure of a system
component or some event external to the system. The problem in any forward
search, of course, is knowing where to start. In nuclear power plants (the principle
application of this method), an accident is defined as any failure of the operating
system that might result in the release of radioactivity. Thus, the starting point for
listing the initiating events to be considered is the potential failures previously
identified and defined by many years of safety analysis and by the licensing
process for commercial nuclear power plants. .

The states in the forward search are determined by the success or failure of
other components or pieces of equipment. In nuclear power or other applications,
where the stress is on protection systems, all the protection systems that can be
used after the accident are first defined and then structured as headings for the
event tree. The engineered protection functions are listed left to right in chrono-
logical order after the initiating event. The ordering of the headings on the event
tree is important.

The event tree is then drawn from left to right, with branches under each
heading corresponding to two alternatives: (1) successful performance of the pro-
tection system (the upper branch) and (2) failure of the protection system (the
lower branch). After the tree is drawn, paths through it can be traced by choos-
ing a branch under each successive heading, where each path corresponds to an
accident sequence.

An example from the WASH-1400 report is shown in Figure 14.4, Here, the
headings are pipe break, electric power, emergency core cooling system (ECCS),
fission product removal, and containment integrity. Each of these systems is as-
sumed either to succeed or fail in its specified function. The expression at the
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FIGURE 14.4
A reduced event tree for a loss of coolant accident. (Source: Reactor Safety

Study, U.S. Nuclear Regulatory Commission, WASH-1400, NUREG 75/014,
October 1974.)

right of each path is the probability for that path. Because the probability of fail-
ure is assumed to be very small, the probability of success is always close to 1.
Therefore, the probability associated with the upper (success) branches of the tree
is assumed to be 1. o

Event trees tend to get quite large. They are reduced by o::::m::m. se-
quences whose functional and operational relationships are Eommnmu. or meaning-
less. Since the system states on a given branch of the tree are conditional on E.m
previous states having already occurred, another way to prune an event tree 1s
to eliminate all branches that have a zero conditional probability for at least one
event. o

A path’s total probability is found by multiplying together the @wocm?::mm
at the various branches of the path, and the total risk of an accident is found 5
combining the path probabilities for all paths leading to an accident. The initial
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event is expressed as a frequency (events per year), while the other, secondary
events are probabilities (failures per demand). The probabilities for protection
system failures (secondary events) are often determined using fault trees.

Event Tree Analysis is usually applied using a binary state system, as ex-
plained above, where each branch of the tree has one failure state and one success
state. If a greater number of discrete states are defined for each branch (for exam-
ple, if partial failures are included), then a branch must be included for each state.
A problem is the possible explosion in the number of paths—for a sequence of
N events, there will be 2V branches of a binary tree. The number can be reduced
by eliminating impossible branches, as described, but a large number of paths can
still result.

Usually, a finite number of branches is defined at each node, but there is no
conceptual problem with introducing a continuous random variable in an event
tree [255]. Graphically, the spectrum of possible values of the continuous variable
is represented by a fan originating at the event node. The analysis, in this case,
uses a continuous conditional probability density and provides continuous joint
distributions. In practice, a discrete variable may be more convenient, but in
theory a continuous variable could be used [255].

Timing issues can cause problems in event tree construction. In some cases,
failure logic changes depending on when the events take place. This happens, for
example, in the operation of emergency core cooling systems in nuclear power
plants [217]. As with fault trees, phased-mission analysis techniques are then
needed to model the system changes during the accident sequence, even though
the protection system does not change.

Another consideration is possible dependencies between the various proba-
bilities arising from common-cause failures. In the nuclear reactor example, the
value of the probability of ECCS function failure may depend in some way upon
the conditions created by the pipe break itself. Such dependencies must be iden-
tified and assessed in the analysis, or the results can be distorted [5].

Life-Cycle Stage

Like Fauit Tree Analysis, ETA is appropriate only after most of the design is
complete. Thus, it has been used primarily to evaluate existing plants or designs.
Note that by definition, and by the use of protection systems as the headings for
the event tree, a decision is made in advance that the solution to the problem of
safety will be to use protection systems. ETA does not require these headings,
but it is difficult to determine which events to use for the headings otherwise. A
general forward analysis of this type that did not drastically limit the events to be
considered would be potentially enormous.

Evaluation

Fault trees lay out relationships between events: They are snapshots of the system
state. Event trees, in contrast, display relationships between juxtaposed events
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(sequences of events) linked by conditional probabilities. As a result, at feast in
theory, event trees are better at handling notions of continuity (logical, temporal,
and physical), while fault trees are more powerful in identifying and simplify-
ing event scenarios. Event trees allow the direct introduction of time factors and
continuous random variables, but they are more than fault trees because of the
potentially large number of branches. Combinations of events can be more con-
cisely represented in fault trees using logical functions. Figure 14.5 shows the
same event represented by a fault tree and an event tree. The accident modeled
is described in Section 4.1.1; here, a computer has been added io the original de-
sign. Notice that a top-down search model like a fault tree loses the information
about the ordering of relief valve operation (although it could be added by adding
more complex types of tree structures), while the forward-search event tree model
does not include detailed evaluation of the individual events.

Event trees are useful within the scope for which they were devised—
probabilistically evalnating the effects of protection system functioning and fail-
ure in an accident sequence, particularly when events can be ordered in time.
They are practical when the chronology of events is stable and the events are
independent of each other [173].

Event trees can be helpful in (1) identifying the protection system features
that contribute most to the probability of an accident, so that steps can be taken
to reduce their failure probability; (2) identifying top events for subsequent fault
tree analysis; and (3) displaying various accident scenarios that may result from a
single initiating event.

Like all the analysis techniques discussed in this chapter, event trees have
many limitations. For one, they can become exceedingly complex, especially
when a number of time-ordered system interactions are involved [58]. A complete
risk analysis of a complex plant, using a combination of event trees and fault
trees, will require many person-years of effort along with a number of simplifying
assumptions. In addition, the use of FTA to determine the probabilities for many
of the event tree branches may make it more difficult to identify common causes
of failures [250].

A separate tree is required for each initiating event, making it difficult to
represent interactions between event states in the separate trees or to consider the
effects of multiple initiating events. In addition, while the event tree enumerates
all possible combinations of component states related to an initiating event, it
offers no help in determining whether the component failure combinations (paths)
lead to system failure. Either the system is simple enough and the mapping can
be done for each failure scenario without more formal analysis, or the system is
more complex and fault trees have to be used to identify the failure modes [255].

The usefulness of event trees depends on being able to define the set of ini-
tiating events that will produce all the important accident sequences. For nuclear
power plants, where all the risk is associated with one hazard (serious overheat-
ing of the fuet) and designs are fairly standard, defining this set of hazards may
be easier than for other systems. Whether it can be done completely, even for nu-
clear power plants, is still undetermined. Similarly, defining the functions across
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the top of the event tree and their order is difficult. Again, in nuclear power plants,
where responsibility for safety is vested in a specific sct of protection systems,
the events to use are more obvious than in other systems, although the problem of
ordering is still there. Order is important when the performance of one system af-
fects the performance of another. To solve the ordering problem, the analyst needs
a detailed understanding of all plant systems, how they operate, and how they in-
teract with one another [281]. As in most of these analysis techniques, building
the model requires the interaction of analysts with different areas of expertise.

Finally, as with fault trees, continuous, nonaction systems such as dams are
not appropriate for event tree analysis.

14.6 Cause-Consequence Analysis

Description

Cause—Consequence Analysis (CCA) is a relatively new technique developed by
Nielson in the 1970s that combines several search modes [240]. CCA starts with
a critical event and determines the causes of the event (using top-down or back-
ward search) and the consequences that could result from it (forward search).
The cause—consequence diagram shows both time dependency and causal rela-
tionships among events.

The procedure starts with the selection of a critical event, which is followed
by a search for factors that constitute the critical event and by a propagation of
the potential effects of the event. Finally, the interrelationships of the factors are
described by a graphical model (see Figure 14.6).

Several cause charts may be attached to a consequence chart. The cause
charts describe the alternative prior event sequences that can lead to the critical
event and the conditions under which these sequences can occur. According to
Nielson, the initiating events should be traced back to spontaneous events covered
by statistical data [240]. Other cause charts attached to the consequence chart
may be conventional fault trees, which show the combination of conditions under
which a certain event sequence in the consequence chart can take place.

A table of symbols used in CCA is shown in Figure 14.7. The event and
condition symbols describe the type of event or condition. The logic symbols
include gates to describe the relations between cause events, and vertices to de-
scribe the relations between consequences. Standard AND and oR relations are the
main logic gates and vertices. Another useful vertex is EITHER/OR, or the decision
box, which specifies the effect of an event or condition on the paths the system
takes. If the NO output from the decision box is the result of an abnormal condi-
tion, then the fault tree for this condition is derived. Thus, fault trees are used in
the diagram not only for the critical event but also for abnormal conditions [172]}

Taylor has shown how cause—consequence diagrams can be formalized to
provide a semi-automatic analysis method [333]. The plant is represented by a

14.6. Cause—Consequence Analysis

Uncontrolled
action

Critical event | Pressure too Valve Computer
high failure does not
open

Relief valve 1
opens?

Yes ‘ No

Valve Operator
failure does not
open

Relief valve 2
opens?

Yes ﬁ No

Pressure

reduced Explosion

FIGURE 14.6
A cause-consequence diagram.

block diagram, where the arcs represent causal links. The blocks are described by
arithmetic or transfer functions, as described earlier. A condition is a predicate
that restricts the possible states of a system—usually by restricting the range
of values of a single system variable—while an event is described by a pair of
pre- and post-conditions (predicates true before and after the event, respectively).
Event sequences can be traced through the block diagram to deduce the next event
at each block.
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Evaluation

Compared to fault trees, CCA shows the sequence of events explicitly, which
makes the diagrams especially useful in studying startup, shutdown, and other
sequential control problems. A systematic technique exists for constructing the
diagrams (and also fault trees) from a block or wiring diagram of the plant.

Cause—consequence diagrams have the advantage over event trees of allow-
ing the representation of time delays, alternative consequence paths, and combi-
nations of events. They also take account of external conditions and the temporal
ordering of events, where these factors are significant. Like the other techniques,
CCA may be used for quantitative assessment.

14.7. Hazards and Operability Analysis

On the negative side, the diagrams can become unwieldy, separate diagrams
are required for each initiating event, and outcomes are related only to the cause
being analyzed, although they could be caused by other initiating events [62].
CCA seems to be used more in Europe than in the United States.

14.7 Hazards and Operability Analysis

Description

Hazards and Operability Analysis (HAZOP) was developed by Imperial Chem-
ical Industries in England in the early 1960s and later improved upon and pub-
lished by the Chemical Industrics Association in London. According to Ozog,
about half the chemical process industry now uses HAZOP for all new facili-
ties [249]. As the name suggests, the technique focuses not only on safety but
also on efficient operations. Although it is usually applied to fixed plants, Kletz
describes an application to tank trucks, in which several previously undetected
hazards were identified and eliminated or controlled [161].

HAZOP is based on a systems theory model of accidents that assumes ac-
cidents are caused by deviations from the design or operating intentions—such
as no flow or backward flow when there should be a forward flow. Basically, the
technique encourages creative thinking about all the possible ways in which haz-
ards or operating problems might arise. To reduce the chance that anything is for-
gotten, HAZOP is performed systematically, considering each process unit in the
plant (such as pipelines, tanks, and reactors) and each hazard in turn. Questions
are generated about the design by a small team of experts. Although prompted
by a list of guidewords, the questions arise creatively out of the interaction of the
teamn members [161].

HAZOP is a qualitative technique whose purpose is to identify all possible
deviations from the design’s expected operation and all hazards associated with
these deviations. In comparison with hazard identification techniques like check-
lists, HAZOP is able to elicit hazards in new designs and hazards that have not
been considered previously. It differs from some of the other techniques described
in this chapter in that most of the others require that the hazards be identified be-
fore the analysis.

Using a description of the proposed process plant, a HAZOP team (com-
posed of experts on different aspects of the system along with an independent
team leader who is an expert on the technique itself) will consider

1. The design intention of the plant

2. The potential deviations from the design intention

3. The causes of these deviations from the design intention
4. The consequences of such deviations
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TABLE 141
Guidewords for HAZOP.

Guidewords Meaning

NO, NOT, NONE The intended result is not achieved, but nothing else happens
(such as no forward flow when there should be).

MORE More of any relevant physical property than there should be
(such as higher pressure, higher temperature, higher flow, or
higher viscosity).

LESS Less of a relevant physical property than there should be.

AS WELL AS An activity occurs in addition to what was intended, or more
components are present in the system than there should be
(such as extra vapors or solids or impurities, including air,
water, acids, corrosive products).

PART OF Only some of the design intentions are achieved (such as
only one of two components in a mixture).

REVERSE The logical opposite of what was intended occurs (such as
backflow instead of forward flow).

OTHER THAN No part of the intended resuit is achieved, and something
comptetely different happens (such as the flow of the wrong
material).

The guidewords used in this process are shown in Table 14.1. They are ap-
plied to any variables of interest such as flow, temperature, pressure, level of com-
position, and time. Each line in a line drawing of the plant is examined in turn and
the guidewords are applied. As each process deviation is generated, the members
of the team consider every potential cause (such as a valve closed in error or a
filter blocked) and its effect on the system as a whole (such as a pump overheat-
ing, a runaway reaction, or a loss of output). Questions are generated from the
guidewords. The application of the guideword NONE to flow, for example, which
means there should be forward flow, but there is no flow or there is reverse flow,
might generate these questions:

o Could there be no flow?

o If so, how could it arise?

o How will the operators know that there is no flow?

o Are the consequences hazardous, or do they prevent efficient operations?

o If so, can we prevent no flow (or protect against the consequences) by chang-
ing the design or method of operation?

o If so, does the size of the hazard or problem justify the extra expense?

Figure 14.8 shows a detailed flow chart of the HAZOP process [155] while
Table 14.2 shows a typical entry in the table that might result.

The procedure differs for continuous and batch processes. In the HAZOP
for a continuous plant, the process is as described above. In addition to normal
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Select line

Select deviation, e.g., no flow

Move on to
next deviation

Is no flow possible?

Yes

Is it hazardous or does it Consider
prevent efficient operation? other causes
of no flow

Yes

<§m~ o:m:.@m Will the operator know
in plant will that there is no flow?
tell him/her?

Yes

What change in plant or methods Consider
will prevent the deviation or make other changes
it less likely, or protect against or agree to

the consequences? Toomg hazard

Is the cost of the change justified?

Yes

Agree to change(s)
Agree who is responsible for action

Follow up to see that
action has been taken

FIGURE 14.8
A flowchart of the HAZOP process. (Source: Trevor A. Kletz, “H.

AZC . : . , "Hazop and Hazan—
zoﬁm on the Identification and Assessment of Hazards _:mzazo% of Chemical
Engineers, Rugby, U.K., 1983. Reprinted with permission of Trevor Kletz.)
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TABLE 14.2
Entry in a HAZOP report.

Guide Word Deviation Possible Causes Possible Consequences
NONE No flow 1. Pump failure 1. Overheating in heat
exchanger
2. Pump suction filter 2. Loss of feed to reactor
blocked
3. Pump isolation valve
closed

processing, the study should include operability and safety during commissioning
of the plant and during regular startup and shutdown.

For a batch plant, not only the flow diagrams but also the operating pro-
cedures are examined. The guidewords are applied to the instructions (whether
written for operators or executed by a computer) as well as to the pipelines. If
computer instructions will be examined, a software engineer should be part of the
HAZOP team. Time is important in batch operations: In applying the guidewords
to time, such factors as duration, frequency, absolute time, and sequence may be
relevant.

Reese has devised an automated variant of HAZOP, called Deviation Analy-
sis, that can be applied to a software requirements specification [290].

Life-Cycle Phase

HAZOP uscs process descriptions; flowsheets; control logic diagrams; pip-
ing and instrumentation diagrams; a plant layout; draft operating, maintenance,
and emergency procedures; safety and training manuals; and data on the chem-
ical, physical, and toxicological properties of all materials, intermediates, and
products. By the time this much information is available, it is usually too late
to make major changes in the design if hazards are identified. Therefore, hazards
are usually controlled by the addition of protection devices rather than removed
by design changes [155].

For this reason, many companies conduct preliminary HAZOPs on con-
ceptual flowcharts and preliminary layout diagrams (noting only safety aspects,
not operability problems). At this stage, for example, it is possiblc to replace a
flammable piece of equipment with a nonflammable one. At a later stage, when
the design is almost complete, it may only be possible to reduce the risk by adding
fire insulation, leak detectors, cmergency isolation valves, and so on [155]. A full
HAZOP usually is conducted later in the design process even if a preliminary
HAZOP has been done.

14.7. Hazards and Operability Analysis

Evaluation

HAZOP does not attempt to provide quantitative results, but instead systematizes
a qualitative approach. In most situations, once a hazard is identified, engineering
experience or a code of practice is adequate to determine how far to £0 to remove
it. “There is no need, and we do not have the resources, to quantify every hazard
on every plant” [161]. In situations where uncertainty remains about the hazard,
however, numerical analysis may help to clarify priorities and provide guidance
for decision making. In the chemical process industry, the term HAZAN (for
HAZard ANalysis) denotes numerical methods.

The strength of the methed lies in its simplicity and ease of application and
in the early identification of design problems. It does not concentrate only on
failures, but has the potential to find more complex types of hazardous events and
causes. Reductions of at least an order of magnitude in the number of hazards
and problems encountered in operation have been claimed to result from the use
of this technique [172].

Although HAZOP is closely connected with the chemical industry, the basic
idea could be adapted to other industries (and perhaps has been). HAZOP has the
advantage over checklists of being applicable to new designs and design features
and of not limiting consideration to previously identified hazards. Complex, po-
tentially dangerous plants with which there is as yet relatively little experience
and procedures that occur infrequently (such as commissioning a new plant) are
especially good subjects for this type of study [341].

In addition to its open-ended approach to identifying potential problems,
a fundamental strength of HAZOP is the encouragement of cross-fertilization
of ideas among members of the study team. People from different disciplines
working together often find problems that are overlooked by functional groups
working in isolation {155). HAZOP’s success, however, depends on the degree
of cooperation between individuals, their experience and competence, and the
commitment of the team as a whole. Except for the team leader, who is an ex-
pert on HAZOP, the members of the team must be experts on the process: The
HAZOP procedures allow their knowledge and experience to be applied system-
atically.

The drawbacks of the technique are the time and effort required—it is
labor-intensive—and the limitations imposed by the search pattern. HAZOP re-
lies very heavily on the judgment of the engineers performing the assessment
[337). For example, the extent to which the guideword As WELL as is applied will
restrict the number of simultaneous faults that can be considered, and evaluation
is done by human reasoning alone. Again, all the methods described have these
limitations.

Each of the methods has its own search pattern, limiting the factors that will
be considered. HAZOP covers hazards caused by process deviations, which is
certainly more comprehensive and inclusive than considering failures only, but
it stll leaves out hazards having more stable determining factors as the only
contributors (see Chapter 10) [326). Examples of causes covered well are failures




Chapter 14. Hazard Analysis Models and Techniques

of the main operating equipment (such as pumps, compressors, heat exchangers,
critical valves, and instrumentation) and human errors in manual operations that
involve the main process equipment and its functions (such as opening or closing
valves and starting or stopping pumps).

Suokas says that it is unusual for HAZOP to consider deviations or deter-
mining factors related to organizational factors such as the information or man-
agement systems [327]. On the other hand, an argument can be made that causes
related to these factors will be reflected in the process units as a change from the
normal state or from acceptable values of the operating parameters, and that trac-
ing back to the causes can reveal management factors. The problem may be more
that this type of causal analysis is not encouraged by the technique; the process
stops when more proximal factors such as a pump failure are uncovered without
necessarily tracing the failure back to a maintenance error and perhaps back from
that to 2 management problem.

14.8 Interface Analyses

Description

Various analysis methods are used to evaluate connections and relationships be-
tween components, including incompatibilities and the possibilities for common-
cause or common-mode failure. In general, the relationships examined can be
categorized as physical, functional, or flow [108]. These analysis methods gen-
erally use structured walkthroughs to examine the interface between components
and to determine whether a connection provides a path for failure propagation.
The types of problems and effects that are examined include

o No output from the unit or interconnection failures that cause the receiving
unit not to receive the output of the upstream unit.
Degraded output or partial failures of the unit or interconnection.
Erratic output (intermittent or unstable operation).
Excessive output.
Unprogrammed output (inadvertent operation or erroneous output).
Undesired side effects (programmed outputs are within specified limits, but
additional damaging outputs are produced), such as a unit generating heat
that can shorten the lives of nearby units.

Any such analysis should include connections between components that go
through the software.

Noble has defined a specialized version of interface analysis that considers
the potential for common-mode failures to affect redundant hardware compo-
nents. His hardware and software common-mode failure analysis examines each
connection between redundant components (including connections through soft-
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ware) to détermine whether the connection provides a path for failure propa-
gation [241].

Evaluation

Interface analyses are similar to HAZOP, but generalized somewhat, so they have
the same benefits and limitations. Effectiveness depends upon the procedures
used and the thoroughness with which the analysis is applied.

14.9 Failure Modes and Effects Analysis

Description

Failure Modes and Effects Analysis (FMEA) was developed by reliability engi-
neers to permit them to predict equipment reliability. As such, it is a form of re-
liability analysis that emphasizes successful functioning rather than hazards and
risk. The goal is to establish the overall probability that the product will operate
without a failure for a specific length of time or, alternatively, that the product
will operate a certain length of time between failures.

Like event trees, FMEAs use forward search based on an underlying chain-
of-events model, where the initiating events are failures of individual compo-
nents. The first step in an FMEA is to identify and list all components and their
failure modes, considering all possible operating modes. For each failure mode,
the effects on all other system components are determined along with the effect
on the overall system. Then the probabilities and scriousness of the results of each
failure mode are calculated.

Component failure rates are predicted from generic rates that have been
developed from experience and are often published. Information centers collect
and collate such information, and manufacturers usually have this data for their
own products. Care must be taken that the environment in which the component
will be working is identical to the one for which the statistics were collected.
Probabilities are based on averages collected over large samples, but individual
components may differ greatly from the average, perhaps because of substandard
manufacturing or extreme environments. Confidence levels and error bounds are
often omitted from FMEAs, but should be included.

The results are documented in a table with column headings such as com-
ponent, failure probability, failure mode, percent failures by mode, and effect
(which may be broken down into critical and noncritical or any other categories
desired).

Figure 14.9 shows a simple FMEA for two amplifiers in parallel [(344]. This
example assumes that an amplifier failing short or in some other mode causes the
systemn to fail while an amplifier failing open does not. The probabilities in the
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: Effects
Failure Failure % failures

probability mode by mode Critical Noncritical

Critical

A 11073 Open 920 X
Short 5 5x 1078
Other 5 5x1078

Open
Short
Other

FIGURE 14.9

ifiers i W E. ly, F. F.
FMEA for a system of two amplifiers in parallel. (Source: W. E. Vesely,
Goldberg, N. B Roberts, and D. F. Haasl, Fault Tree Handbook, NUREG-0492,
U.S. Nuclear Regulatory Commission, Washington, D.C., 1981, page I-3)

column labeled critical effects (that is, they cause system failure) are added to get
a failure probability for the entire system.

Life-Cycle Phase

FMEAs are appropriate when a design has progressed 3. the point ﬁ&w.nn :mﬂ.
ware items may be easily identified on engineering drawings mzai?aozozw_ di-
agrams, The analyst needs a detailed design that msn_.camm schematics, functional
diagrams, and information about the interrelationships between component as-

semblies.

Evaluation

FMEA is effective for analyzing single units or single failures to w:ESnm 5.&.
vidual item integrity. It can be used to identify redundancy and fail-safe design
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requirements, single-point failure modes, and inspection points and spare part re-
quirements. It is also useful in determining how often the system must be serviced
and how components and designs must be improved in order to extend the opera-
tional life of a product.

The strength of the technique is its completeness, but that means it is also
very time consuming and can become tedious and costly if applied to all parts of
a complex design.

All the significant failure modes must be known in advance, so FMEA is
most appropriate for standard parts with few and well-known failure modes. The
technique itself does not provide any systematic approach for identifying fail-
ure modes or for determining their effects and no real means for discriminat-
ing between alternate courses of improvement or mitigation. In fact, for systems
that exhibit any degree of complexity, identifying all possible component failure
modes—both singly and in combination—becomes simply impossible [344].

FMEA does not normally consider effects of multiple failures; each failure
is treated as an independent occurrence with no relation to other failures in the
system except for the subsequent effects it might produce. By limiting the analy-
sis to single units and not considering multiple- or common-cause failures, the
technique becomes simple to apply and the examination is very orderly, but the
results may be of limited use if time sequences and the interrelationships among
the elements of a complex system are not considered. Studies of product failures
have shown that a much greater number are the result of connector problems than
of failures in the components themselves [108].

Hammer points out that, as usually applied, FMEAs pay little attention to
human errors in operating procedures, hazardous characteristics of the equip-
ment, or adverse environments [106]. Although environmental conditions are
considered in identifying the stresses that could cause hardware to fail, the prob-
abilities of occurrence of such environmental stresses are rarely uscd. Instead, a
usage factor is incorporated for the type of system application, such as shipboard,
aircraft, or missile use, and another factor is applied for reduction of theoretical
reliability that could result from substandard manufacture or assembly. This lat-
ter factor is extremely rough, even over a large sample. “Oddly enough,” Hammer
says, “in spite of all those factors affecting a system but whose probability of oc-
currence can only be estimated imprecisely, reliability engineers carry out their
calculations to six or seven significant figures.*

Because they establish the end effects of failures, FMEAs are sometimes
used in safety analyses. If the limitations are understood, there is no problem with
this. Not all failures result in accidents, however, so analyzing all parts, the ways
each part can fail, and the resultant effects is generally a time-consuming and
inefficient way to obtain safety-related information. In addition, the technique
provides only a small part of the information needed, since the probability of
damage determined by an FMEA is related to individual failures only; it rarely
involves investigating damage or injury that could arise if multiple components
fail or if the components operate successfully.
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14.10 Failure Modes, Effects, and Criticality Analysis

+

Description

Failure Modes, Effects, and Criticality Analysis (FMECA) is basically just an
FMEA with a more detailed analysis of the criticality of the failure. Two ad-
ditional steps (and usually columns) are added to the FMEA: (1) the means of
control already present or proposed are determined, and (2) the findings are mod-
ified with respect to these control procedures (such as modifying the chance of
failure or adding an indication of whether or not further control is necessary). An
example is shown in Figure 14.10.

Criticality rankings are generally expressed as probabilities or frequencies,
<uch as the number of failures of a specific type expected during each 1 million
operations performed in a critical mode. Rankings may also be ordered in cate-
gories from 1 to 10, or assigned letters starting from the beginning of the alphabet
[108), to show the principal items that generate problems.

Along with the ranking, a description is provided of the preventive and
corrective measures that should be taken and the safeguards to be incorporated.

Sometimes a Critical Items List (CIL) is generated from the results of the
FMEA or FMECA. This list might include item, list of possible failure modes,
failure probability (for each mode), effect on the mission (such as abort, degra-
dations of performance, or damage) and criticality ranking within the subsystem
(perhaps using a numerical scale).

Failure Rate or Effects

Possible Action to Reduce

Date
processes to ensure that workman-

ship meets prescribed standards.
Rigid quality control of basic
suitable packaging to protect motor

Inspection and pressure testing of
during transportation.

materials to eliminate defectives.
completed cases. Provision of

Close control of manufacturing

Level

Prob.
0.0006 | Critical

Possible
Effects

Destruction of
missile

Evaluation

Since this technique is simply an FMEA with two columns added, the same ,
evaluation applies, with the exception that the FMECA does include a description
of the means of controlling the failure. Even more effort is now required, though,
and it still does not consider one aspect of criticality—possible damage. Hammer
[108] suggests various ways that damage could be incorporated.

Prepared by

Failure Modes and Effects Criticality Analysis

Cause of Failure
a. Poor workmanship
b. Defective materials
c. Damage during
transportation
d. Damage during handling
e. Overpressurization

14.11 Fault Hazard Analysis

Description

Fault Hazard Analysis (FHHA) was developed about the same time as FTA and
was also used on the Minuteman missile system [344]. Tt is basically a FMEA
or FMECA with both a broader and more limited scope. The scope is broadened
by considering human error, procedural deficiencies, environmental conditions,
and other events that might result in a hazard caused by normal operations at an
undesired time [69]. At the same time, its scope is more restricted than that of a
FMEA or EMECA, since supposedly only failures that could result in accidents

Failure
Modes
Rupture

Subsystem
Item
Motor Case

A sample FMECA.

FIGURE 14.10
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are considered, although it is difficult to understand how a forward analysis of
this type can be done without all failures being considered first. N

Two new picces of information are added about upstream and downstream
effects: (1) upstream components that could command or initiate the fault in ques-
tion and (2) factors that could lead to secondary failures. The effects on the sys-
tem are briefly stated in terms of associated damage or malfunction. The column
headings may include component, failure probability, failure modes, percent fail-
ure by mode, effect of failure (traced to some relevant interface), upstream com-
ponents that could command or initiate the failure or fault, and factors that could

cause secondary failures.

Evaluation

Like FMEAs and FMECAs, FHA primarily provides guidance on what informa-
tion to obtain, but it provides no help in actually getting that information. And
again, in use FHA tends to concentrate primarily on single events or failures.
The technique was developed as a special tool for use on projects involving
many organizations, one of which acts as an integrator. Hammer says that FHA is
useful in considering faults that cross organizational interfaces. Others consider

the technique to have little use.

14.12 State Machine Hazard Analysis

Description

A state machine is a model of the states of a system and the transitions between
them. Figure 14.11 shows a simple state machine model of a level control. The
model has three states (represented by circles): water level low, water level high,
and water level at the set point. The arrows represent transitions between states.
Each arrow has the condition for changing state and an output action attached to
it. When a condition on a transition from a state becomes true and the machine is
in that state, the machine changes to the new state and takes the output action. In
the example, depending on the sensor reading of the water level and the current
state of the machine, the machine will activate the pump, turn off the pump, open
the drain, or close the drain.

State machine models are used often in computer science. One of the prob-
lems with using them for complex systems is the large number of states that these
systems have and thus must be specified. One way to avoid this problem is to use
models that abstract away from all the states to a smaller number of higher-level
states, from which the entire state machine can be generated. The complete “state
space” may never be generated (and it may be infeasible to do so), but many prop-
erties of the state space can be inferred from the higher-level model.

With respect to safety, if a model of the system to be built were created and
its entire state space generated, it would be possible to determine if the state
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Reading at set point /
Turn off pump

Reading at set point /
Close drain pipe

Water
level at
set point

Low reading / High reading /

Activate pump Open drain pipe

FIGURE 14.11
A state machine model of a water leve! control.

space contained any hazardous states. Basically, this approach involves a for-
ward search that starts from the initial state of the system, generates all possible
paths from that state, and determines whether any of them are hazardous. Unfor-
tunately, for most realistic systems, the computational effort involved makes this
approach impractical, even if computers are used.

Backward and top-down search in the general sense is also impractical. It
would entail starting with the hazardous states and working backward from each
to see if the initial state is reached. If so, then the hazardous state is reachable and
the model is unsafe. If not, then the hazardous state is not reachable. The number
of backward paths is still enormous for real systems, even if only those ending in
hazardous states are considered.

A practical solution is to start from the hazardous state and only work far
enough back along the paths to determine how to change the model to make
the hazardous state unreachable [186]. Only a small number of the states will
dmma to be generated in most cases. The drawback, although not a serious one;
is that the hazardous states eliminated from the design might not actuaily :m<m
cnw: reachable, so more hazards may be eliminated than were actually present
This algorithm was first demonstrated using a Petri-net model,! but the Eoﬁ&cﬁ.
can be adapted for any state machine model. Any parts of the system that can
be modeled using state machines can be included in the hazard analysis. If faults
and failures are included in the model, their effect on the system behavior can be
determined.

'A vmz._ net is a mathematical representation of a discrete event system that is especially
appropriate w.o_. representing systems with interacting, concurrent components. Petri
nets model discrete state systems in terms of conditions and events and the _.n_w:o:mi
between Em.:r Algorithms exist for generating the reachable states from a Petri-net Bomwm
atthough this procedure may not be practical for all systems. See Peterson [262] for a '
complete description of Petri nets.
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