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Increasingly, microcomputers are being used in applications where their correct operation is vital o
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measures necessary to develop systems o meet safety needs .
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based systems and the meihods that may be used o enhance their dependability

Uses case studies and worked exomples from a wide range of industrial sectors including the nuclear,
aircraft, automotive ond consumer producls industries
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within computer-related indusries. The approach faken is equally suited to engineers who consider
computers from a hardware, software or systems viewpoint.

Neil Storey is in the Depariment of Engineering of the University of Warwick, UK, and has published o
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4.1

Introduction

In the previous chapter we noted that hazards are present in all aspects of our
cveryday life. Associated with these hazards are cerlain ‘risks', which determine
their relative importance and enablc us (o Judge their acceptability. The
possibility of being struck by a meteorite represents a hazard. as does
the possibility of being stung by a mosquito or electrocuted by a wrongly wired
appliance. However, the risks associated with these potential dangers may be
very different. A large part of our lives is spent in assessing risks and our survival
15 closcly linked to our abilities at this task. ,

In order to understand the nature of risk it is uscful to consider the
relationship between hazards and events that result in harm (o an individual or
the environment. It should be remembered that hazards represent situations of
potential danger. When a hazard results m an evenl thay causes actual harm
this occurrence 15 commonly termed an accident in fact, safety engineers
formally define an accident ay vin wvanred and unexpecied release of energy | a
definiion that excludes vome hanntul ocrurrences wuch a5 ciposure (o
dangerous chemiculs. This has led wome engimnears to use the term mishap
to include both accidents and other causes of harm (Leveson., 19806). In this texi
we will adopt the more common use of the e werdent” that i SYIOTY MOUS
with the term ‘mishap”.

An accident is an uniniended event or sequence of evenrs that causes death
injury. environmental or material damage.
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Much of the process of hazard analysis is aimed at identifying sequences
of events that may lead to an accident. These trains of events are often termed
accident sequences or accident scemarios. Only by investigating these sequences
can the true significance of individual hazards be determined.

A great deal of useful information can also be gained by looking at
events that might be considered as ‘near misses’. These are often referred to as
incidents:

An incident (or near miss) is an unintended event or sequence of events

that does not result in loss, but, under different circumstances, has the
potential to do so.

The importance of a hazard is related to the accidents that may result
from it. Two factors are of significance here, namely:

» the potential consequences of any accident that might result from the
hazard,

e the frequency (or probability) of such an accident occurring.

The risk associated with a hazard is determined by these two factors and may be
defined as follows:

Risk is a combination of the frequency or probability of a specified
hazardous event, and its consequence.

This definition Allows risk to be treated in either a qualitative or a quantitative
manner. If the latter approach is adopted, numerical estimates of both frequency
and severity may be combined to produce a single measure of risk. This is shown
in Example 4.1.

Example 4.1

Failure of a particular component is likely to result in an explosion that could kill
100 people. It is estimated that this component will fail once in every 10000 years.
What is the risk associated with this component?

One failure in every 10000 years represents a failure rate of 0.0001 failures per
year. Therefore, the risk is given by:

Risk = severity x frequency
= 100 x 0.0001
= 0.01 deaths per year

Risk may also be expressed in terms of its effects on individuals. This is
of particular relevance when society as a whole is at risk. This might be the case
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when considering the global implications of environmental hazards, or simply
when considering hazards that affect a great many people. This approach is
shown in Example 4.2.

Example 4.2

In a country with a population of 50000000 approximately 25 people are
killed each year by lightning. What is the risk associated with death from this
cause?

The fraction of the population killed per year is simply 25/50000000 = 5 x 10~7.
The associated risk may be expressed by saying that each individual has a
probability of 5x 107 of being killed by lightning in any given year.
Alternatively, we could say that the population as a whole is exposed to a risk
of 5 x 1077 deaths per person-year.

4.2

In some cases measures of severity and frequency are divided into classes
to simplify the use of guidelines and standards. Recommendations, or require-
ments, are then based on these classes rather than on numeric values for these
quantities. The classifications used vary greatly between industries, and the
definitions of the various classes are very closely linked to the areas in which
they are used. In the following sections we look at some of the classifications
used within specific industrial sectors.

Consequences of malfunction - severity

All safety-related industries classify hazards in terms of their severity. Inevitably,
the classifications used tend to be closely related to the nature of the relevant
industry, thereby making comparisons difficult. In this section we look at a few
examples of the classes used within particular areas.

Avionics

Civil aviation standards within Europe and the US categorize hazard severity as
shown in Table 4.1 (RTCA/EUROCAE, 1992). It can be seen that the severity is
defined in terms of the effects on the aircraft and its crew, as well as the likely
influence on the safety of the occupants. Military avionics standards follow
similar lines.
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Table 4.1 Hazard severity categories for civil aircraft.

Category Definition

Failure condition which would prevent continued safe flight and

landing

Failure conditions which would reduce the capability of the aircraft

or the ability of the crew to cope with adverse operating conditions,

to the extent that there would be:

(1) a large reduction in safety margins or functional capabilities

(2) physical distress or higher workload such that the flight crew
could not be relied on to perform their tasks accurately or
completely

(3) adverse effects on occupants, including serious or potentially
fatal injuries to a small number of those occupants

Failure conditions which would reduce the capability of the aircraft

or the ability of the crew to cope with adverse operating conditions

to the extent that there would be, for example, a significant reduction

in safety margins or functional capabilities, a significant increase in

crew workload or in conditions impairing crew efficiency, or

discomfort to occupants, possibly including injuries

Minor Failure conditions which would not significantly reduce aircraft
safety, and which would involve crew actions that are well within
their capabilities. Minor failure conditions may include, for example,
a slight reduction in safety margins or functional capabilities, a slight
increase in crew workload, such as routine flight plan changes, or
some inconvenience to occupants

No effect Failure conditions which do not affect the operational capability of

the aircraft or increase crew workload

Catastrophic

Hazardous

Major

Military systems

The UK Ministry of Defence has defined the techniques to be used for hazard
analysis and safety classification for military computer-based systems in Interim
Defence Standard 00-56 (MoD, 1995). This defines four levels of hazard severity,
termed ‘accident severity categories’, as outlined in Table 4.2. It can be seen that
here the definitions are more generally applicable, with the emphasis on death

and injuries to individuals.

Proposed international standard - IEC 1508

In 1995 the International Electrotechnical Commission (IEC) issued a draft of a
proposed international standard that is intended to form a generic basis for

standards in all industrial sectors (IEC, 1995). Although this standard is only in
draft form at the time of writing, its importance is such that its contents are

4.3
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Table 4.2 Accident severity categories for military systems.

Category Definition
Catastrophic Muitiple deaths
Critical > single death, and/or multiple severe injuries or severe occupational
ilinesses
Marginal A single severe injury or occupational illness, and/or multiple minor

injuries or minor occupational illnesses
Negligible At most a single minor injury or minor occupational illness

discussed in several sections of the book. The standard is also discussed in more
detail in Chapter 14.

The proposed standard adopts a four-level system for categorizing the
severity of hazards using classes with names identical to those given in Table
4.2. .H.,rn document does not explicitly define the four classes, but it is likely that
%m::&osw similar to those given above are appropriate. When generating
industry-specific standards, different industries will undoubtedly adopt class
definitions to match their needs.

Probability of malfunction - frequency

The probability, or frequency, of a hazardous event may be expressed in a
number of ways, and may be given quantitatively or qualitatively. Sometimes the
rate is expressed in terms of the number of events per hour or per year of
operation. Alternatively, it may be given as the number of likely events during
the lifetime of the unit. In systems that are used intermittently, such as emergency
shutdown systems, it is common to express the information in terms of the
number of failures on demand, that is, the number of failures expressed as a
fraction of the total number of times it is called upon to operate. It is perhaps
worth noting that it is common to see failure probabilities given as a single
v.nowchQ figure without units. This practice can be very confusing; as the
significance of the figure is clearly very different if it refers to ‘failures per year’,
‘failures per hour’ or ‘failures on demand’. Unfortunately, even standards are not
immune from this weakness.

Avionics

Within standards for aircraft systems the frequency, or probability, associated
with hazards is normally expressed in terms of the number of occurrences that
might be expected per hour of flight. Similar definitions are used within Europe
(JAR, 1994) and in the US (FAR, 1993). The range of probabilities is divided
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Figure 4.1 Hazard probability classes for aircraft systems.

into three main classifications: probable, improbable and extremely improbable.
These three basic ranges are then subdivided into five classes. The definitions of
these classes are shown in Figure 4.1.

Military systems

Interim Defence Standard 00-56 defines six categories of hazard probability, as
shown in Table 4.3 (MoD, 1995).

Table 4.3 Accident probability ranges for military systems.

Accident Occurrences during operational life considering all
frequency ) instances of the system
Frequent Likely to be continually experienced
Probable Likely to occur often
Occasional Likely to occur several times
Remote Likely to occur some time
Improbable Unlikely, but may exceptionally occur
Incredible Extremely unlikely that the event will occur at all

4.4
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Proposed international standard - IEC 1508

The draft of the proposed IEC standard adopts a six-level system for classifying
the frequency of a hazard, using names for the classes identical to those given in
Table 4.3. The classes are not defined within the standard, but it is likely that
definitions similar to those used above would be appropriate in many cases. The
definitions used for any particular applications are likely to reflect the nature of
the hazards associated with the relevant industry.

Risk classification

We have seen that where quantitative methods are used to describe the severity
and frequency of a hazard, it is possible to produce a numerical value for the
associated risk by combining these two values. Examples 4.1 and 4.2 demon-
strated this process. However, when qualitative measures are used to describe
severity or frequency, as, for example, in Tables 4.1 and 4.3, direct calculation of
risk is not possible. In such cases severity and frequency data must be combined
in some less mechanical way (Figure 4.2). The result of this process is a
classification of the risk associated with a particular hazard. This classification
is sometimes called a risk class, a risk level or a risk factor. In fact, the use of risk
categories is common even where numerical values are used for the severity and
frequency of hazards, as their adoption simplifies the use of guidelines. Most
standards define a number of risk classes and then set out development and
design techniques appropriate for each category of risk. Unfortunately, there is
little consensus on the naming or definition of the various classes. In this section
we shall look at a few examples.

Severity of
hazardous
event

Risk
classification

Frequency of
hazardous
event

Figure 4.2 Determination of risk classification.
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operate in a ‘continuous mode’. Failure rates for this group are expressed in
failures per year, although discussion documents produced during the develop-
ment of this standard gave rates in failures per hour. The difference bgtween
these two sets of units represents a factor of approximately 107, and so a
knowledge of the units being used is vital. The second class covers systems that
operate in what is termed a ‘demand mode’. This classification includes
applications such as shutdown systems, which are called upon only when
needed. Failure rates for this group are expressed in terms of failures on
demand, referring to the probability that the system will fail to operate when
called upon to do so. Discussion documents for the standard referred to the two
classes as ‘continuous control systems’ and ‘protection systems’, but later
versions have adopted more precise definitions. Target failure rates for the
four safety integrity levels are given in Table 4.10. It can be seen that the chosen
sets of units have the characteristic that the numerical values of the ranges for
the two classes are identical. This fact should not be allowed to mask the
distinction between these two figures.

In Chapter | we noted that the production of safety-critical systems may
be considered as a problem of fault management. We also saw that faults
may be classified as random, as in the case of random hardware failures, or
systematic, as in hardware or software design faults. When determining the
safety integrity of a system it is necessary to consider its performance in respect
of both these areas. We may therefore identify two elements that contribute to
the overall safety integrity of the system:

Hardware integrity is that part of the safety integrity relating to dangerous

random hardware failures.

Systematic integrity is that part of the safety integrity relating to

dangerous systematic failures.

Systematic integrity covers all aspects of the design of the system and therefore

includes considerations of hardware and software. However, in some cases it is
appropriate to look at the software in isolation, leading to a third classification:

Software integrity is that part of the safety integrity relating to dangerous
software failures.

Table 4.10 Target failure rates for the safety integrity levels of draft IEC 1508.

Safety Continuous mode of operation Demand mode of operation
integrity (probability of a dangerous (probability of failure to perform
level failure per year) its designed function on demand)
4 >107% to <107* >107% to <107
3 2107% to <1073 >107% to <1073
2 >1073 to <1072 >1073 to <1072
1 >1072 10 < 107! 21072 to <107!
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Severity of ardw.
hazardous _..__:.mn_.ﬂm
‘ m<m_d classification
Risk Integrity
classification classification
“
Hﬁwm M‘ Systematic Software
zardo integrity integrity
classification classification

Figure 4.5 Assignment of integrity levels.

The assignment of an integrity level to a system, or part of a system, is
gm.aa on the classification of the risks associated with it Following mrn
mmw_mng..wa.o.m an overall system safety integrity level to a system or sub-
system, individual integrity levels may be assigned to different aspects of the
unit. For example, a software integrity level might be assigned to define
the importance of the correctness of the software elements. This in turn will
determine the development methods used and the level of testing performed
The process of assigning integrity levels is illustrated in Figure 4.5. .

) Qom-._vw the assignment of safety integrity levels is related to the risk class
mmmnwo_ﬁ.oa with an application. However, it is important to remember the
distinction between these two classifications. Risk is a measure of the likeli-
roo&u E.a consequences, of a hazardous event. Safery integrity is a measure of
the likelihood of the safety system correctly performing its tasks.

Allocation of integrity levels

The various standards give useful guidance on the process of assigning integrity
levels Ho.mwmnnam. or subsystems, that are safety critical. Draft IEC 1508 gives
target failure rates for the various integrity levels but does not specify how these
.mroc_a be allocated to specific applications. This is because the IEC standard is
intended to be generic in naturc, rather than tied to any particular industry
The &wuama does, however, give guidance on the design and %S&ociaﬁ.
So_._Emm_Mm appropriate for each integrity level.

. € process of assigning integrity levels to partic icati i
oojmanaa g.\:En industry-specific standards. W&Mm oowwaﬂﬂv_ﬁwﬂoﬂi_m
a mE.m_o N.E.._Ewao= area, these can give detailed information on the nn~n<m=uh
classifications .mo~ typical system components. This process was illustrated in
Table Pm.. S.Enr shows how integrity classifications are assigned to various
systems @ES nuclear power stations in Germany. Once an integrity level has
been .mmm_maoa to a system, its design and method of development must ensure
that it meets the needs of that level. In many cases the standards define
the requirements of the various integrity levels in a manner appropriate to the
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particular industry (as in Table 4.9), and set out development methods that Although the maximum probability figures for civil aircraft are normaliy
expressed in failures per hour of operation, as in Table 4.11, it is interesting to

In some cases standards specify an integrity requirement directly in terms compare the various ranges of probabilities with the integrity levels defined in
of a maximum probability of failure, rather than in terms of an integrity levei. the draft of the IEC 1508 standard. If allowance is made for the different units
This practice is adopted in civil aircraft standards (FAR, 1993; JAR, 1994), as used (failures per hour as against failures per year), it can be seen that events
shown in Table 4.11. Comparison of this table with Table 4.1 and Figure 4.1 that could result in a ‘major’ incident must have a probability corresponding to
shows that the failure requirements represent the specification of an allowable the failure of a system of category I, those resulting in a ‘hazardous’ incident
hazard probability class for each of the hazard severity categories. The must have a probability corresponding to category 3, and those that could be
requirements could therefore be expressed as ‘any failure that could result in a ‘catastrophic’ must fall within the high range of category 4
catastrophic condition must be extremely improbable; any failure that could
result in a hazardous condition must be extremely remote;’ and so on.

The requirements set out in Table 4.11 define the performance that a civil . . .
aircraft anin__uan:" manufacturer must achieve if his products are to be Achievable levels of integrity
acceptable. From this it can be seen that if failure of a piece of equipment
could result in a ‘major’ incident, it must be expected to fail at most once in
every 100000 hours of service. If, on the other hand, its effects could be
‘catastrophic’, resulting in loss of the aircraft, it must be expected to fail not
more than once in every 1000 million hours. This latter figure represents less
than one failure in every 100000 years of operation. Note that even in this most
critical situation the standard does not say that the equipment must not fail. No
system can guarantee freedom from failure. The standard simply defines
acceptable levels for the dependability of the system.

must be used for each level.

We have seen that the allocation of an integrity level to a system or subsystem
imposes requirements upon it in terms of jts dependability. In later chapters we
shall look at several methods that may be used to increase the dependability of a
system in order to meet these targets.

In developing a safety-critical system it is necessary not only to achieve a
high level of integrity, but also to be able to demonstrate that this has becn
done. Unfortunately, the latter often proves to be difficult, or perhaps even
impossible, in highly critical systems. We have scen, for example, that aircraft
systems are often required to have a probability of faiiure corresponding to less
than one failure in every 100000 years of operation. At present we know of no
Table 4.11 Relationship between the severity of an effect and its allowable probability method of testing a system to demonstrate this level of performance. It is

for civil aircraft systems. therefore surprising that some engineers, such as those responsible for
components of the Paris Métro system, have claimed to have achieved failure
rates 1000 times better than this value (Guiho, 1990).

Maximum probability

i - perating hour
Category Severity of effect per ope “_ g h As the highest level of integrity of IEC 1508 is itself beyond our current
Normal 10 abilities to demonstrate dependability, it can be argued that any systera that
10! requires a system of greater performance is simply too dangerous. It is therefore
Nuisance 102 cnoo.:u.m:m ma.:mS:w accepted that it is inappropriate (o specify systems
Minor Operating limitation; emergency procedurcs 103 requiring an integrity above this level. We shall return to look at methods of
104 investigaling the dependability of a system in Chapter 12.
Major Significant reduction in safety margins; 103

difficult for crew to cope with adverse
conditions; passenger injuries

10°¢ 4.7 The view of society and ethical

. S L 16-7 . K

Hazardous Large reductions in safety margins; crew 0 ﬂoaw_ﬁmqmﬂ-c-ﬂw
extended because of workload or

environmental conditions. Serious injury or

death of a small number of occupants Whereas the process of hazard analysis is a logical, mechanistic procedure, the

study of risks inevitably involves the use of judgement and opinion. When one
assigns an integrity level to a system, or defines a tolerable failure rat i
. . . . 09 ‘ , ate, one is
Catastrophic ”“_Mﬁw__n deaths, usually with loss of defining how much effort should be expended in improving the safety of the

arrangement. In so doing, one is placing a value, either monetary or otherwise,

108
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Military systems

Interim Defence Standard 00-56 (MoD, 1995) defines four accident risk classes
which are given the symbols A, B, C and D, where A represents the most serious
event and D the least serious. Table 4.4 shows the relationships between the
various risk classes and the severity and frequency of the hazard. Table 4.5 gives
the definitions of the four classes.

Proposed international standard - IEC 1508

The draft of the proposed IEC standard defines four risk classes which are
given the symbols I, II, III and IV, where I corresponds to the most serious
accident and IV the least serious. The suggested relationship between the risk
classes and the severity and frequency of the hazard is shown in Table 4.6.
However, the standard states that the actual form of this relationship will be
sector dependent and will depend on the definitions used for the various
frequency and consequence classes. The definitions of the risk classes are given
in Table 4.7.

Table 4.4 Accident risk classes for military systems.

Consequences
Frequency Catastrophic Critical Marginal Negligible
Frequent A A A B
Probable A A B C
Occasional A B C C
Remote B C C D
Improbable C C D D
Incredible D D D D

Table 4.5 Interpretation of risk classes for military systems.

Risk class Interpretation

A Intolerable

B Undesirable, and will only be accepted when risk reduction
is impracticable

C Tolerable with the endorsement of the Project Safety
Review Committee

D Tolerable with the endorsement of the normal project
reviews

4.5
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Table 4.6 Risk classifications from draft IEC 1508.

Consequences
Frequency Catastrophic Critical Marginal Negligible
Frequent I I I I
Probable 1 1 I I
Occasional I II 1 1
Remote 11 1 I 1A%
Improbable 1 414 v v
Incredible v v v v

Table 4.7 Interpretation of risk classes from draft IEC 1508.

Risk class Interpretation

I Intolerable risk

I Undesirable risk, and tolerable only if risk reduction is
impracticable or if the costs are grossly disproportionate
to the improvement gained

111 Tolerable risk if the cost of risk reduction would exceed
the improvement gained
v Negligible risk

It can be seen that the assignment and definition of risk classes in military
systems is directly equivalent to that found in the proposed IEC standard. This
similarity reflects the great efforts being made to harmonize standards and
guidelines throughout the world.

Tables 4.4 and 4.6 clearly illustrate the advantages associated with the
use of risk classes. They allow standards and guidelines to deal with a small
number of risk classes rather than to attempt to provide guidance for each
combination of severity and frequency.

The acceptability of risk

The definitions of risk classes given in the previous section show that some levels
of risk are simply not acceptable. It is clearly not satisfactory to have a hazard
that could have catastrophic consequences and that could occur frequently.
However, it may be acceptable to have a situation where an accident with
negligible consequences could occur frequently, or where a potentially critical or
catastrophic accident is improbable or even remote. The acceptability of a given
level of risk is determined by the benefits associated with that risk, and by the
amount of effort that would be required to reduce it. .
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The draft of IEC 1508 divides levels of risk into three ranges, as
shown in Figure 4.3. The uppermost band of this diagram represents hazards
where the risk is so great that it is deemed to be intolerable and cannot be
justified on any grounds. In contrast, the lowermost band represents hazards
where the risk is so small that it can generally be neglected. Between these two
bands lies a third classification where a risk, though not insignificant, may be
acceptable under certain circumstances. The criterion for acceptance of a
particular risk is based on a decision as to whether it is as low as is reasonably
practicable (ALARP), bearing in mind the benefits of the system and the costs
of any further risk reduction. A risk level satisfying this criterion is termed the
tolerable risk for the given application. A risk within the ALARP band is never
acceptable if it can be easily reduced. Therefore a proposed system that poses
even a very small risk may be judged unacceptable if that risk is unjustifiable.
Conversely, a system that has a significant risk may satisfy the requirement if it
offers sufficient benefits, and if further reduction of the risk is considered
impracticable.

Risk cannot be justified
except in extraordinary

Unacceptable region circumstances

Tolerable only if further risk
reduction is impracticable or if

its cost is grossly disproportionate
to the improvement gained

The ALARP or
tolerable region

(Risk is undertaken only
if a benefit is desired)
As the risk is reduced the less,
proportionately, it is necessary to spend to
reduce it further. The concept of diminishing
proportion is shown by the triangle

/

Broadly acceptable region

Necessary to maintain
assurance that risk

(No need for detailed remains at this level
working to demonstrate

igible risk
ALARP) Negligible ris|

Figure 4.3 Levels of risk from draft IEC 1508.
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The ALARP region of Figure 4.3 may be thought of as a zone where a
system may be acceptable provided that it is possible to show that the risk is
ALARP. Inevitably, a decision as to whether it is practicable to further reduce
the risk associated with a particular application is a matter of professional
judgement. In highly critical applications, it is the certifying authority that
ultimately determines the acceptability of a given system. In reaching their
decision they are likely to take into account the standards used within
their industry, as well as the arguments put forward by the design team. In
applications where the risks are high, those responsible will be expected to
expend great effort, and possibly money, in reducing that risk. In lower-risk
applications the effort that is expected from the developers is proportionately
less. This concept is represented in Figure 4.3 by the width of the triangle.

If Tables 4.5 and 4.7 are considered together with Figure 4.3 it is
clear that in each case the most serious risk class corresponds to the region
of intolerable risk; the least serious risk class corresponds to the region of
negligible risk; and the two remaining classes correspond to the upper and
lower bounds of the ALARP region.

The task of producing a safety-critical system can be seen as a process of
risk management or risk reduction (Bell and Reinert, 1993). The equipment
under control can be considered to represent a certain level of risk in the absence
of any protective measures taken by the system designer. If this level of risk is so
low that it may be considered to be negligible, then no further action is required
to reduce it further. If this is not the case, safety features must be incorporated
within the design to reduce the risk to a level at or below that judged to be
tolerable for the application. This process is illustrated in Figure 4.4.

Required risk reduction

Actual risk reduction

P Risk
Achieved Tolerable Risk of system
risk risk without safety
features

Figure 4.4 The process of risk reduction.
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4.6 Levels of integrity

From the discussions in this and earlier chapters, it is clear that the importanice of
safe operation differs widely between applications. Although safety is always
significant, the relative importance of safety in different situations is clearly
related to the risks involved. Both an electric toaster and a nuclear reactor
protection system should be adequately safe, but the definition of ‘adequate’
would be different in these two cases.

One could view the differing safety requirements between projects in
terms of the level of risk reduction required. In projects associated with
potentially high-risk situations a great deal of risk reduction is required in
order to achieve a tolerable level of risk. In order to provide a high degree of
risk reduction, the risk management mechanisms must themselves be highly
dependable. In situations where a relatively low degree of risk reduction is
needed, the requirements of the safety systems are less stringent. In such a
situation financial considerations will inevitably preclude many techniques that
might be appropriate for a more demanding application.

Differing requirements for safety systems lead to the concept of levels of
integrity for safety-critical systems. In this context the word ‘integrity’ is
concerned with ‘safety integrity’, which may be defined as follows:

Safety integrity is the likelihood of a safety-related system satisfactorily
performing the required safety functions under all the stated conditions
within a stated period of time.

Although safety integrity could be expressed quantitatively, it is more
common to allocate a system to one of a number of safety integrity levels. These
in turn may be defined either quantitatively, in terms of measures of perform-
ance, or qualitatively, in terms of system characteristics. Table 4.8 shows the
proposed integrity classifications for computer systems in nuclear power
stations in Germany. The various classes also have associated numerical
requirements for such factors as ‘failures per year’ and ‘failure probability
during an accident’. These requirements are illustrated in Table 4.9.

Each of the various standards classifies safety-critical systems into a
number of integrity levels, but unfortunately there is a great variation in
the number and definition of these levels. The number of classifications ranges
from a single level to an eight-level system, and the numbering or naming of
these levels also varies in form and direction. The international community is
gradually converging on a four-level classification, with level 1 being the least
critical and level 4 the most critical. This is the convention used in the draft of
1EC 1508, and will be used throughout the remainder of this text.

The IEC standard sets out target failure rates for each of the safety
integrity levels. In other words, it defines the maximum number of times that a
system built to a particular integrity level would be expected to fail in a given
period of time. In doing so the standard differentiates between two classes of
system that are used in different ways. The first class covers systems that

LEVELS OF INTEGRITY "

Table 4.8 Proposed integrity classifications of computer systems in nuclear power
stations in Germany.

Class

Functional requirement

Systems involved

I

I

111

v

Vi

VII

Highest requirements of
nuclear safety

High requirements of
nuclear safety

Nommal requirements of
nuclear safety

High requirements of
plant safety

High requirements of
plant availability

High functional
requirements

Component-related
control

Systems that release automatic actions for
protection of human life and environment

Systems that act for the protection of human life

and environment by

® guiding safety variables under abnormal
conditions

® causing operator actions deterministically

Systems that

o limit plant variables to specific values

® avoid scrams

® report disturbances in systems of class I
and II

Systems that

® release actions automatically for protection
of persons in the plant

® protect important parts of the plant

Systems that
® increase plant availability
® protect normal parts of the plant

Systems that serve for optimal plant operation,
e.g. with respect to efficiency or manecuvrability

Systems for simple requirements

Table 4.9 Proposed requirements for the integrity classes of nuclear systems in

Germany.

i ur w 4 VI vil

Class 1
Maximum unavailability 10-5
Maximum unavailability for 107

safety-related systems

Maximum failure probability 104

per year

Maximum probability of 107
dangerous failure per year

Maximum probability of 10-¢
failure during an accident

1074 102 10¢ 102 107! 10-
10-5 100 105

1072 1072
1075 10% 1075

107¢ 107 107* 102




