I mont practionl Appications the MTTR (5 o small fraction of the M1 I,
the approximation that the MTHI ai MTTF are equal is ofte
Conceptually, however, it is crucial (o under
the MTBI and the MTTF,

) ¢ f ‘obabilit
ult covernge Is mathematically delined an the umdllmuoll‘Plolgrlmu‘y
.Blvcn the existence of a fault, the system recovers IB(JL!I‘IL.Ir}ib,L,tCI; i
Schnelder 1969], In mathematical terms, fault coverage is wr F:

noquite g
stand the difference b Wes

C = P(fault recovery | fault existence)

4 : ; d
pie C'is the fault coverage and P(fault recovery | fault ex1sltenl§e) 1;1 1;?11 :
R g e |)|’olb'1bilily of fault recovery given the existence of a fault. Reca

A ini tional status
g ; i : : g £ Ining or regaining opera
An extremely important parameter in the design and analysis ol [yl Il recovery is the process of mainta g g

tolerant systems is fault coverage. The fault coverage available in a syu(up

o' o fault occurs. . s st it i tremely dif-
. e . : _ erage 1s that it is ex
can have a tremendous Impact on the reliability, safety, and other a((, (hues The fundamental problem with fault coverag

ol the system. There are several types of fault cover
whether the designer is concerned with fault detection, fault location, [yl
containment, or fault recovery. In addition, there are two primary /|y
Hons of fault voverage: one is intuitive, the other is more mathematicy|
The intuitive definition is that coverage is a measure of a system's aly/||(4
Lo perform fault detection, fault location, fault containment, and/or ||
recovery, The four primary types of fault coverage are fault detection ¢y
age, fault location coverage, fault containment Coverage, and fault recoy \
toverage, Fault detection Coverage is a measure of a system's ability (( (|,

tect faults, For example, a system requirement may be that a certain [y
Hon of all faults be detected; the fault detection covera
Ayatem's capability to meet such a requirement. Fault

imating fault

e oo, R . Pcbabl e et cortcn appach o esiatin
. gic : ;
Werage is to develop a list of a e S
' i ist of faults that can be detected,
form, from that list, a list o e
» i Its that can be contained, an
il can be located, a list of fau ik j e
' t detection coverage A
) ich the system can recover. The fau . :
lnl;l‘l}:\:il;lcis then };omputed as simply the fraction Zf bfau%lts thtatl car;rl li)ee rdgf
7 ot i ted divided by the total nu
cled; that is, the number of faults detec : 1 _
uﬁfg "Ifhg remaining fault coverage factors are oalcnla‘;e;i 1nhn S}llr?l;lsl;jrfrtl:;n
' i he circuit shown in Fig. 4.3 whic
101, As an example, consider t ! b o
ial si -at- tuck-at-0 faults; consequently,

vlential sites of stuck-at-1 or s : e e
Its. Table 4.2 shows the input combina :
ult;i?so \i/a}ian certain faults are present, therefore 1detectll:lg tt}(l)effalﬁtz .nN(;)r‘E:
: i i tuck-at-0 fau
that ircuit performs correctly even if a sing es ;
fsithﬂ’lleincelsr Cl;1 Gp or M occurs. In other words, a single stuck-ot-O fault on
3 I;3 G, or I\;I cénnot be detected. As a result, the fault detectlonO;ovefrilEZ
orxl‘ethze c’ircuit of Fig. 4.3 is (30-3)/30, or 0.9. In other words, fgthoe c;nput
stuck-at-1 and stuck-at-0 faults are detected by at least one o

combinations.

ge is a measure of (|
location coverage |y |
ain, it is very commn oy

replaceable moduley,
wnd the fault location coverage is a measure of the success with which [x]
is a measure of a sy
containment coverayp
fepresents a system’s ability to make the extent attribute of faults local i,
stead of global , Finally, fault recovery coverage is a
ability to recover from faults and maintain an operat
high fault reécovery coverage requires high fault de
contninment coverages.

In the evaluation of fault-tolerant systems, the faul
I the most commonly considered, and the general term “fault ¢
olten used to mean fault recovery coverage. In other words,
nterpreted as a measure of a system'’s ability to successfu
the occurrence of a fault, therefore tolerating the fault,
Using the term “fault coverage,” make sure that the type of coverage —
clv_lc'clion, location, containment, or recovery —is understood.

The remainder of this chapter uses the
[l Fecovery coverage since fault recover
OVerage encountered. In all cases, howeve
Ivlm‘lion, location, containment, Or recove

measure of a systen 'y
ional status. Clearly,
tection, location, ay (|

”

term “fault coverage” to imply
y is the most common form of
r, it will be made clear whether
Ty coverage is being considered.

Fig. 4.3 Combinational circuit to illustrate fault detection coverage.




TABLE 4.2 _E:: patternn capuble of dete :‘.ﬂm Fiviilin
(test vectors) in the clreult of Py, 4.3

Number of Tent vectors

Fault test vectors AlC
Mo 2 100, 101
w_ 2 000, 001
mo 2 010, 111
QH 2 000, 101
ﬁo 2 011, 111
D_ 2 010, 110
wo 1 101
mH 2 000, 001
o 1 101
E, 1 111
Fy 0 uldi]
Nﬂ— N
000, 101
G, 0 i
G, 1 111
H, 1 010
H, 1 000
I, 1 111
w_ 1 101
xo 2 010, 110
1 2 011, 111
Mo 1 010
f 2 011,111
Mo N__ 101
1 000, 001, 011, 111
M, 0 2
M, 4 000, 001, 011, 111
&o 1 010
N_ 4 000, 001, 011, 111
No 4 010, 100, 101, 110
1 4 000, 001, 011, 111

mﬂ\owm: important points should be made about the estimation of coyi !
age. First, the estimation of fault coverage requires the definition of 1l
types of faults that can occur. Stating that the fault detection covera a
0.0\ mo.w. example, is meaningless unless the types of faults oo:mamwm% |
identified. For example, the fault detection coverage for the circuil |

Fig. 4.3 is 0.9 for all stuck-at-1 and stuck-at-0 faults, but the fault detectio

8<W§ma may amowmw,mm substantially if stuck-open faults are included
moMosm important point about the fault coverage is that it is typical
assumed to be a constant. It is easy to envision applications in which

ey ol detenting n tault, for example, nereases an a function ol (i
b e renee ol the faalt, However, (o simplity the analyals, the var
0o ernpen e normadly sesumed (o be constants,

plability Modeling —_—

B e pechinps one ol the most important attributes of systems, A
o S leations for systems mandate that certain values for rell
aebieved and In some way proved, We have seen in the previot
et reliahility ean be determined experimentally if a set of N ny
gt over aoperfod of time and the number of systerms that fa
Wit e perfod s recorded, One problem with the experimental
L e number of wystems that would be required to achieve n level |
Wl the expertmental results. This is particularly a problem whi
Wil the number of systems that can be built. For example, the spa
b prognn could not afford to build 1000 of its on-board provessis
o b that reliability could be experimentally verilied,
L ol problem with the experimental approach is the time requir
Ll eapertments, Many systems today are being designed to achie
Lliden ol 0.9, or higher, after ten hours of operation. Using the exp
| fatlire law, o reliability of 0.9, corresponds to a failure rate ol 10
“, i Therefore, on the average, we would have to walt appros
L 00 millon hours, or approximately 11,416 years for the first failu
ui Clenrly, we need alternatives to the experimental approach,
lar reliability analysis techniques are the analytical a
b Of (he analytical techniques, combinatorial modeling and Maik
i e the two most commonly used approaches.

H.- + sinbinatorial Models

silibintorinl models use probabilistic techniques that enumerate the
\ wivn [ which a system can remain operational. The probabilities
: { lead to a system being operational are calculated to fori
shinte ol the system’s reliability.

{he relinbility of a system is generally derived in terms of the relinbl
ol the individual components of the system. The two models ol syste
41 iie most common in practice are the series and the parallel, In u ser
| i, cnch clement of the system is required to operate correctly for
» Lo o operate correctly. In a parallel system, on the other hand, o
| weveral elements must be operational for the system to perforin

W ilons correctly.

Ii practice, systems are typically combinations of series and paral
Jitems. Once we have discussed both the series and parallel struetuy

Bvieiile |
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