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BlueBorne Is a series of vulneraoilities
that enables an airborne attack which
could be used by hackers to spread
malware or Intercept data

This BlueBorne vulnerabilities were
discovered by loT Sec,trit% firm
Armis, which first responsibly reported
the flaws to the Impacted vendors,

"hncluding Google, Microsoft and the
LInux community




This could occur via MITM cyberattacks
without the need for any user Interaction
or clicks

The flaws impacted "all’ devices on
Android, Windows, Linux and Apple 10S
versions pre-I0S 10, Armis sald
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This means a Bluetooth
connection can be established
without paliring the devices

This makes one

of the most broad potential
attacks found In recent years,
and allows an attacker to
strike completely undetected

'hese silent attacks are
Invisible to traditional security
controls




You can surf with these security
flaw numbers:

CVE-2017-1000251
CVE-201/-1000250
CVE-2017-0785
CVE-201/-07/81
CVE-2017-0782
CVE-2017-07/83
CVE-201/-8628
CVE-2017-14315
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