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Smart Grid



Indústria 4.0



Energia e Recursos Hídricos

Acompanhar os 
esforços de 
conservação e 
melhorar a 
precisão da 
cobrança com a 
leitura de 
medidores de 
água com mais 
freqüência.

Worker

Utilizar dados 
para descobrir 
insights que 
impulsionam a 
mudança 
política, 
melhorar os 
procedimentos e 
aumentar o 
serviço aos 
cidadãos.

City Leaders
Integrar-se com 
uma variedade de 
fontes de dados 
para acompanhar 
os esforços de 
conservação e 
obter insights 
para melhorar as 
operações 
existentes.

Water

CITY GOVERNMENT

RESEARCHUTILITY
INDUSTRY

Gerenciar fontes de água e de 
energia a partir de um local remoto, 
controle de fluxo e uso definido por 
processos automatizados.

Use dados praticamente em 
tempo real sobre eventos 
climáticos para antecipar as 
mudanças na disponibilidade 
de recursos ou necessidades.

Utilização de dados históricos para 
prever necessidades e colaborar 
com os fornecedores de água de 
terceiros para atender à demanda.

Proporcionar aos cidadãos uma 
maior visibilidade do consumo de 
recursos residenciais e da 
comunidade, para conduzir os 
esforços na conservação.

THIRD-PARTY 
PROVIDERS

Lake

Aquifer

Colaborar com os 
cidadãos 
interessados com 
relatórios de 
consumo 
individuais e da 
sua região.

Citizen

Aumentar a visibilidade das 
instalações de ativos e melhorar o 
desempenho com dashboards e 
análise de dados de desempenho.

Presenter
Presentation Notes
Water Systems (starting in upper left)
Forecast water demand and manage supply by integrating data from smart devices and sensors with third-party data (e.g. environmental and weather data, supply and demand rates, local/regional events, historical trends, etc.)
 
 City water management
Control water supply or distribution automatically with preconfigured business rules for smart devices (e.g. pumps, shadow meters, flow valves, etc.) by aggregating data in near real-time and making it accessible to providers from a central location
Grant citizens, businesses, and government agencies clearer visibility into water usage to enable people-first conservation initiatives
Enable faster responses when spills, leaks, sewer overflow, or drainage issues occur by accessing data in near real-time

Facility management and energy production
Control water distribution or flow, and optimize for conservation and renewable energy integrate water system data with data from waste and energy facilities (e.g. water turbines, smart grids, etc.)



Sistemas de Transporte Inteligente

Monitore frotas de 
forma centralizada 
e reduza os custos 
de manutenção por 
meio da análise de 
dados de todo o 
sistema

Fleet 
Manager

City 
Manager

Citizen

Proporcionar aos 
cidadãos uma 
melhor experiencia
no trânsito 
fornecendo 
informações digitais 
dos serviços em 
dispositivos móveis

Alivie o 
congestionamento 
para salvar horas 
desperdiçadas e 
recursos, aumente 
a consciência 
ambiental para ter 
um ar mais limpo e 
uma menor 
emissão de carbono

P P P

Alivie o incômodo de estacionar na 
cidade, proporcionando aos cidadãos a 
disponibilidade de vagas em cada 
estacionamento e sistemas de cobranças 
automatizados

Mantenha mais veículos em serviço e melhore a
eficiência do uso de combustíveis com alertas de 
sensores de veículos, comboios e aviões que, 
notificam os técnicos das necessidades de 
manutenções condicionais

Monitore e gerencie com segurança todas as 
estações e ativos de aeroportos, desde as 
escadas rolantes e sistemas de controle HVAC, 
sitemas de vídeo e comunicação

Aumente a utilização do trânsito e reduza 
os gastos com as rotas subutilizadas 
ajustando as rotas de acordo com a 
tendência de ocupação

Reduza o congestionamento e horas 
desperdiçadas e aumente as receitas 
através de sistemas de cobrança 
automática, com reconhecimento de 
placas e incentive o deslocamento fora 
do horário de pico

T O L L

Conectar as redes de segurança 
para obter maior visibilidade e 
salvar mais vidas. 

Agilizar as operações, 
conduzir a redução de 
custos e melhorar o 
serviço ao cliente. 

Presenter
Presentation Notes
Microsoft Azure services for IoT, can help transform public sector transportation systems—by automating manual processes, spotting equipment issues before they cause service disruptions, analyzing operational data to improve business decision-making, fuel economy, citizen satisfaction, productivity and more.

The following are just a few quick examples to get you thinking. 

City Manager
An IoT solution can help you offer more seamless transit services to achieve outcomes such as boosting economic growth and improving urban quality of life. This includes increased environmental awareness for cleaner air and a smaller carbon footprint. (See the Water vertical graphic for more information on water and energy conservation.)

Key solution areas covered here apply to tolling systems, city-owned parking, and public transportation.

Reduce congestion and increase revenue through automated tolling systems
One way to reduce congestion, pollution, vehicle dependence, and lost productivity is through secure automated tolling systems with visual recognition of license plates and incentivized off-peak travel. With IoT, you can implement dynamic pricing based on time of day, season, vehicle type and other factors.

You can also optimize signal timing for smoother flowing traffic throughout the city by analyzing traffic patterns by signal location, time of day, proximity to busy parking outlets, etc. Or better manage factors such as the logistics of inbound freight—for example, providing incentive or regulation to minimize the stopping or double parking of delivery trucks during congested timeframes.

Alleviate the hassle of city parking
IoT can provide a more modern and efficient system for managing city-owned parking – helping you solve the problem of undisciplined drivers, increase revenue from parking charges, reduce traffic congestion and improve air quality, reduce time to wait for parking, and improve citizen satisfaction. 

IoT can reduce the time citizens spend finding an open parking space by providing an easy view of city-owned parking availability. Increase the ease and accuracy of payment with secure automatic device payment systems, and increase revenue by implementing dynamic parking rates based on time of day, season, special events, location, or other factors. You can also charge for the exact time of use instead of in intervals. Enable control officers to access the system at any time to check on the status of any parked vehicle, and view all of the data relevant to proper management.

Simplifying the parking experience is one of the many consumer-oriented experiences that have to do with how citizens manage their personal vehicles. For example, ride sharing is another topic in this category with potential for IoT implementation. 

Fleet Manager
Gain a nuanced understanding of fleet operations across the city, across all vehicles and routes, and over time—and keep more vehicles in service. IoT data enables a visualization of operational performance by a single driver or across the system. Map your data to see which routes experience the most delays and breakdowns and to associate data on individual driver performance with specific traffic incidents or customer feedback. For example, determine whether a bus was in motion or whether the driver was braking at the time of a collision. Supervisors can bring map data into conversations with drivers, making it easier to review performance and outline steps for improvement. Power Map visualizations also enable executives to more quickly understand the factors that contribute to cost or performance issues and make more informed long-term decisions. You can also improve vehicle fuel efficiency by using sensor data to identify machine malfunctions.

Increase transit utilization
Identify public transportation routes requiring more frequent vehicles to reduce overcrowding, improve citizen satisfaction and increase revenue. Identify routes that need to scale back, perhaps at certain times of the day, to reduce unnecessary spending and emissions. (Citizen) Provide citizens with a better public transit experience—for example, supply transit information on digital signs and to citizens’ mobile devices.

Centrally manage all station/airport assets
Modernize the systems that securely monitor, manage and automate your things, everything from escalators, elevators, and HVAC controls to closed-circuit video and communication systems. Connected security networks and personnel heighten security visibility to save more lives.

Data from sensors and intelligent edge devices — to closely monitor temperature, vibration, humidity, fault warnings and system alerts — are all available in one central location to provide access to needed information on mobile apps, via a Web browser or through text alerts. 

Streamline airport operations with IoT. Equip ground crews with advanced information sharing for faster plane turnaround. Integrate sensor, weather, and other data, and use machine learning for more accurate plane arrival predictions that could translate to millions on cost savings and greater customer satisfaction.

Save money on maintenance costs
Reduce the costs of equipment downtown and provide an advanced field maintenance solution. Eliminate calendar-based maintenance in favor of conditional maintenance. Easily identify mechanical problems and address them quickly, with alerts from vehicle, plane, and train sensors. Enable work flows for utility work crews through hand-held devices – and configure notifications on their devices of maintenance needs. 

With sensors installed on all crew vehicles, capture and analyze emissions data to identity room for improved efficiency and reduced fuel costs. Similarly, monitor and control smart lighting, heating and cooling systems etc. to save energy costs. 

The possibilities for improving public sector transportation systems are numerous and within your reach with IoT.





Saúde

HOSPITALPATIENT HOME OUTPATIENT FACILITY

Conecte os dados do paciente de uma 
forma mais contextual, com isso, os 
dados mais recentes do pacientes são 
exibidos automaticamente em 
dispositivos com base em sua 
localização e função.

Transforme o veículo em um 
ambiente inteligente que 
monitora os indicadores de 
saúde.

Monitorar a condição dos pacientes com o uso de 
dispositivos médicos que alertam a equipe sobre os 
cuidados no momento em os eventos ocorrem.  

Tornar os dados do paciente acessíveis de 
um ponto central, permitindo uma visão 
holística da jornada do paciente, assim, os 
provedores de saúde podem otimizar cada 
interação com o paciente.

Integre dados de 
fontes existentes e 
não-tradicionais 
para obter uma 
análise de grande 
volume de dados, 
permitindo assim a 
transformação do 
processo de 
inovação da saúde.

HEALTHCARE ECOSYSTEMCombine dados de várias fontes para 
descobrir insights que permitem uma 
jornada aprimorada do paciente, 
maior eficiência operacional e melhor 
gestão de risco.

Tornar os dados pacientes visíveis e 
acionáveis quase em tempo real, 
permitindo uma melhor tomada de 
decisão, melhor coordenação e redução 
de erros.

PHARMACY

GOVERNMENT

RESEARCH

INSURANCE
COMPANIES

DEMOGRAPHICS

WEATHER RETAIL

Permita uma experiência interativa entre 
pacientes e equipes de cuidados médicos afim 
de reduzir os tempos de resposta e forneça 
acesso remoto aos dados mais recentes dos 
pacientes.

35

Presenter
Presentation Notes
Patient Home
Monitor patients’ health and wellness indicators through data transmitted from smart devices and sensors in homes, such as prescription pill containers and glucose monitors
Near real-time data alerts (e.g. captured by sensors, cameras, or wearable devices like bracelets or necklaces with an “emergency” button) might indicate health events
Aggregated data from over time (e.g. data from sensors in furniture or wearables) can be used to track and forecast health trends over time – such as level of activity
Patient vehicles can also be transformed into health environments that capture data in near-real time to track patient health status and trends
Data can also be pushed to smart devices within vehicles to encourage healthy choices or alert patients and healthcare providers of key information
 
Hospital Patient Room
Preconfigure smart hospital room devices to respond automatically to predetermined health indicators or patient status (e.g. as patient falls asleep, room temperature and lighting adjust accordingly) to improve patient experience 
Enable patients to interact with their care teams remotely (e.g. patient uses tablet or other handheld device to communicate with a nurse or doctor who is elsewhere) 
Give care providers the ability to access data remotely, from wherever they are, so that they can respond quickly to changes in patient condition
Contextualize patient data so that relevant information automatically surfaces for the appropriate members of care teams when needed (e.g. Dashboard of patient’s health data, medications, recent notifications, etc. appears on a doctor’s tablet when they enter the patient’s care room)

Analytics Department
Aggregate authorized data from traditional and non-traditional sources (e.g. patient data, medical research, regional health information or news, demographic information, etc.) to deliver a holistic view of the health indicators for a patient, improving care treatment and risk management

Nurses’ Station
Display the latest patient data on screens to “nudge” care providers in the area to take certain actions (e.g. check on a certain patient nearby if needed)
Transmit patient data in near real-time to members of collaborative care team (e.g. to handheld medical devices, kiosks, computers, dashboards, etc.) to facilitate coordination and decision making
 
Outpatient Facility
Provide care providers with a holistic view of a patient’s medical and health history from a unified point so that providers can optimize each visit by improving treatments and identifying additional health risks earlier 
 
Healthcare Ecosystem
Integrate data across various fields and make it available to providers, government organizations and other entities within the healthcare ecosystem, improving public health, driving prevention campaigns, improving treatment options, and generally driving innovation and continuous transformation in healthcare
 



Segurança Pública e Defesa Civil









Aula02-
Objetivos de 
Aprendizado

O aluno deve conhecer os  dispositivos 
de IoT, tipos, formas de Comunicação 
e plataformas de Dashboards.

Dispositivos Sensores e Atuadores

Smartphone como Dispositivo IOT

IoT Dashboard

Pratica



Dispositivos IOT
• https://www.softwaretestinghelp.com/iot-devices/

• Numero de dispositivos IoT em 2018/2019

• https://iot-analytics.com/state-of-the-iot-update-q1-q2-2018-
number-of-iot-devices-now-7b/

https://www.softwaretestinghelp.com/iot-devices/
https://iot-analytics.com/state-of-the-iot-update-q1-q2-2018-number-of-iot-devices-now-7b/


https://iotuk.org.uk/wp-
content/uploads/2017/01/IOT-

Taxonomy-Report.pdf

https://iotuk.org.uk/wp-content/uploads/2017/01/IOT-Taxonomy-Report.pdf


Classificação 
de Sistemas 
(Projetos) de 
IOT

Complexidade Técnica

Safety, Security, 
Privacy

Data Sharing







Exemplo





System Security Level





Data Sharing Level







Classificação de Dispositivos IoT 
Sensores

• https://journal-bcs.springeropen.com/articles/10.1186/s13173-019-0085-
7/tables/3

• An IoT sensor and scenario survey for data researchers. Cleber M. de Morais, 
Djamel Sadok, Judith Keln. 2019.

https://journal-bcs.springeropen.com/articles/10.1186/s13173-019-0085-7/tables/3




Classificação de Sensores IoT

• An Application Domain-Based Taxonomy for IoT Sensors. Vitor ROZSAa, 
Marta DENISCZWICZa, Moisés DUTRAa,1, Parisa GHODOUSb, Catarina 
FERREIRA DA SILVAb, Nader MOAYERIc, Frédérique BIENNIERd and Nicolas 
FIGAYe. 2016



Sensores – Tipos e Sub-Tipos





Segundo o Mercado • Consumer, Industrial, Commercial



Sensores



Sensores



Como coletar e apresentar os dados 
coletados dos sensors?

• Platformas de IoT



Principais 
Plataformas 
Comerciais para o 
Back-end IoT











Principais 
Plataformas 
Abertas para IoT



Parte Prática



Plataformas/Ferramentas

• Dweet.io
• Freeboard.io



IoT DASHBOARD

• Definição

• Tipos
• Open Source
• Proprietários

• Exemplos Open Source
• FreeBoard https://freeboard.io
• ThigsBoard  https://www.linode.com/docs/development/iot/install-thingsboard-iot-

dashboard/
• IotHook https://iothook.com/en/

https://freeboard.io/
https://www.linode.com/docs/development/iot/install-thingsboard-iot-dashboard/
https://iothook.com/en/


Dashboard Video 
https://info.devicepilot.com/free-

customiot-dashboards  



FreeBoard 
https://freeboard.io

https://freeboard.io/


Roteiro. Vamos seguir o tutorial deste vídeo 
(https://youtu.be/nJ1y53hVaNg)

https://youtu.be/nJ1y53hVaNg


Roteiro

• Atraves do notebook, acesse o site freeboard.io

• Crie uma conta gratuita/demo

• Entre na conta e siga o tutorial(roteiro sugerido)

• Atenção:
• Voce pode utilizar o smartphone como dispositivo IoT.
• Voce pode tambem utilizer o seu notebook como dispositivo IoT. Neste caso, utilize uma

nova instancia do navegador – no utilize NOVA ABA. As atualizações do mouse somente irao
acontecer se a nova janela estiver ativada (clique o mouse sobre a janela para que isso
aconteça)



Roteiro Continuação...

• Entre no site dweet.io e clique na opção de entrada para 
demonstração

• Verifique que as informações sobre o seu computador (mouse, tilt)
vão aparecer na tela. Estas informações estarão sendo 
compartilhadas publicamente. Para bloquear o acesso publico é 
necessário ter uma conta paga no dweet.io.

• A página oferece o link do dispositivo ( e o nome) associado ao seu 
computador. É possivel utilizar este nome no freeboard.



Roteiro Continuação...

• Vamos manualmente conectar o smartphone android através do APP 
Dweet My Phone ao serviço dweet.io 

• Instale o APP Dweet My Phone no smartphone e configure
adequadamente para que se comunique com o serviço dweet.io

• Configure o Freeboard para conectar com o smartphone através do 
dweet.io

• Implemente uma janela de visualização contendo vários tipos de gráficos.
Uma delas DEVE ser o Google maps contendo a posição do seu 
smartphone.

• Podemos implementar um detetor de quedas usando as informações 
obtidas do smartphone + dweet.io + freeboard?



Freeboard 
Cont…



DUVIDAS?
KOFUJI@USP.BR
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