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Talked a 
lot so far!

In this 
lecture, we 
will focus 
on these!

https://commons.wikimedia.org/wiki/File:SWOT_en.svg


Limitations

• Hallucinations: statements that sound plausible but are not true

• Catastrophic interference (forgetting)

• Limited size of the input

• Concerns on IP

• Lack of Explainability



Example of hallucination: 

Source: https://spectrum.ieee.org/ai-software



ChatGPT appears authoritative. It even warns 
about the vulnerability of the default CBC 
encryption mode to certain kinds of attacks. 
But ChatGPT missed a greater danger: This gem 
applies the Ruby hex function on the key. So a 
programmer using it must take care that the 
key employed is a string that can be interpreted 
as a series of hexadecimal numbers. Ruby’s hex 
function applied to the key given in ChatGPT’s 
example code would turn it into zero. Using 
such a key would result in the encryption being 
completely insecure.

https://security.snyk.io/vuln/SNYK-RUBY-AES-20286
https://gist.github.com/kv109/42289aa65f81e819910005f4773215a1
https://gist.github.com/kv109/42289aa65f81e819910005f4773215a1


Another example of hallucinations on security

AI hallucinates software packages and devs download them – even if 
potentially poisoned with malware

• https://www.theregister.com/2024/03/28/ai_bots_hallucinate_software_pac
kages/

• ChatGPT gives an answer recommending the use of a software library, 
package, or framework that doesn’t exist

• An attacker can upload a malicious package with the same name to 
the registries and wait for people to download the packages



Hallucinations and generation of flaky tests

• Flaky tests are tests that produce 
inconsistent results

• Automatic test generation tools have a 
similar ratio of flaky tests are human-
created

• But they are different
• Human: caused more by concurrency and 

networking
• Generated: more the result of randomness and 

unspecified behavior



Catastrophic interference (forgetting)

• Novel APIs and languages emerge
• Knowledge crucial for providing up-

to-date suggestions

• Need for continuous learning

• Risk of catastrophic forgetting
• The model forgets the learning from 

previous data

Source: Gao et al. (2023) “Keeping Pace with Ever-
Increasing Data: Towards Continual Learning of Code 
Intelligence Models”



Limited size of the input

• The input size of the model is limited
• gpt-3.5-turbo-16k is limited to 16k tokens

• Remember: one word is generally more than one token

• How to handle large codebases or even complete systems?



Newer models are not open anymore…



Criteria to select a tool

• Time/difficulty to train/run

• Cost/infrastructure needed to run

• License fees

• Performance metrics

We have already 
discussed these!



Time/difficulty to train/run

• GPT-2
• Trained in approximately 7 days on 256 TPU cores

• Scarcity of labelled datasets



License fees



Performance metrics

• Precision, recall, F1 and other performance metrics also apply

• Different models can lead to different results



Performance metrics for generation

• BLEU

• ROUGE

• METEOR



BLEU – an intuition

• Precision: number of candidate words that occur in any possible 
reference divided by the total number of words in the candidate

• Problem: generation of improbable but high-precision outputs

• Example:
• Candidate: the the the the the the the

• Reference 1: The cat is on the mat.

• Reference 2: There is a cat on the mat. 

Precision = 7 / 7 = 1



Modified unigram precision

• Counts the maximum number of times a word occurs in any single 
reference

• Clips the total count of each candidate word by its maximum reference 
count

• Adds these clipped counts up
• Divides by the total (unclipped) number of candidate words

• Example:
• Candidate: the the the the the the the
• Reference 1: The cat is on the mat.
• Reference 2: There is a cat on the mat. 

Modified unigram 
precision = 2 / 7 



Modified n-gram precision

• All candidate n-gram counts, and corresponding maximum reference 
counts are collected

• The candidate counts are clipped by their corresponding reference 
maximum value, summed, and divided by the total number of 
candidate n-grams



BLEU as a family of metrics

• BLEU is calculated as the weighted geometric mean of all the 
modified n-grams precisions
• The weights are numbers from 0 to 1 which sum to 1

• A brevity penalty multiplies the average to avoid long sentences

• The most typical BLEU consider 1 to 4-gram giving ¼ weight for each



Lack of Explainability

• State-of-the-art ML-models tend to be highly complex and black-box

• Less explainable solutions 

• Reduce trust of AI4SE solutions by industry practitioners



Explainability goals

• Justification

• Improvement

• Understanding the model

• Fairness

• Transparency

Why explainability is important?



Explainability goals

• Justification
• Justifying the model’s decision increases its credibility

• Answers why an instance gives a specific output



Explainability goals

• Improvement
• Understanding why the model made wrong decisions can help to improve the 

model



Explainability goals

• Understanding the model
• A general term that supports the other goals



Explainability goals

• Fairness
• Prevent biases and discriminations

• Potential issue:
• Imbalanced or biased training data



Explainability goals

• Transparency
• When the model makes a decision, the whole process can comprehened by a 

human

• Full transparency is usually impossible to fulfill
• Some partial levels are used

• For example, when smaller components of the model can be separately 
explained or explainable 



Related question: can these models really 
think?









We should be careful!

• A paper in Nature!

• Not ascribe human behavior to 
these models



Conclusion

• What will be the future?

• Will AI replace software developers?

What is your opinion?



Comparison: Driving automation levels



DAnTE
Degree of
Automation 
Taxonomy for software
Engineering

Increasing 
tools' 
capabilities

Increasing 
developers' 
effort



Level 0 – No automation

• Total lack of supporting tools

• Developers are responsible for all 



Level 1 – Informer

• Tools provide information but 
are not able to suggest solutions

• Developers are responsible for
all



Level 2 – Suggester

• Tools can provide suggestions for
modifying the implementation

• Developers perform the tasks
but can accept suggestions from
the tool



Level 3 – Local generator

• Tools can generate solutions at a 
restricted level such as
functions, methods, or classes

• At certain levels, developers can
describe the needs and the tools
produce one or more solutions
that can be accepted or not



Level 4 – Global generator

• Tools can provide complete solutions, but they should be checked by 
developers 

• Developers provide descriptions of the solution and check the 
proposed solutions. 



Level 5 – Full generator

• Tools can reliably create full solutions given descriptions 

• Developers just describe what is expected 



The current landscape

• Level 2 tools are consolidated and the de-facto standard



The current landscape

• Level 3 have started and are getting traction



The current landscape

• Level 4 tools started being proposed as we saw in this course…

• … and they will improve



Will we ever reach Level 5?



“In short, automatic programming always has been a 
euphemism for programming with a higher-level 

language than was presently available to the 
programmer.”

David Parnas, “Software Aspects or Strategic Defense Systems”, 1985
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