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Let’s recall RNNs’ limitations

• Limited memory
• Problems with long sentences

• Bias to recent data

• Sequential nature
• Each element of the input is provided at a time

• Precludes parallelization



Transformers

• Proposed by Vaswani et al. (2017) in 
the paper “Attention is all you need”



Transformers

• No recurrent units!
• All the input is given at once! Increased parallelism!

• Added self-attention mechanisms
• Identifies dependencies and relationships in the 

context



Attention example

• What does “it” refer to in the following sentence?

“The animal didn’t cross the street because it was too tired.”

• Let’s check in BertViz



Transformers

• Divide the problem into:
• Encoder 

• Decoder

• Encoder: represents each item in the input as a 
vector (the context)

• Decoder: produces the output based on the 
context

Encoder Decoder



Transformers stack

• Transformers blocks are then 
stacked

• Goal: capture more complex 
dependencies 

Source: https://jalammar.github.io/illustrated-gpt2/



Encoder-only models

• Only use encoders

• The model has access to all words in the input

• Best suited for tasks requiring the understanding of the full sentence
• Example: sentence classification

• Example: BERT



Decoder-only models

• Only use decoders

• The model has access only to the words before the current word in 
the sentence

• Best suited for text generation

• Example: Open AI’s GPT





Encoder-decoder models

• Also called sequence-to-sequence models

• Use both parts of the transformer

• The encoder has access to all the words of the input

• The decoder has access only to the words before the current one

• Best suited for generation based on a given input
• Example: summarization and translation

• Examples: T5, BART



Encoder-only and decoder-only models



Foundational models (FMs)

• Foundational models are models trained on broad data at scale such 
that they can be adapted to a wide range of downstream tasks.
• Examples: BERT, GPT-3, Codex

Source: https://hai.stanford.edu/news/introducing-center-research-foundation-models-crfm



LLMs vs FMs 

• Not all foundational models are LLMs (but generally they are)
• Example: Meta’s SAM (Segment Anything Model)



Pre-trained models

• HuggingFace: a catalog of pre-trained models
• https://huggingface.co/docs/transformers/index

•  It also provides the transformers library 
(https://github.com/huggingface/transformers)

https://github.com/huggingface/transformers


How can FMs solve specific tasks?

• Traditional way: fine-tuning
• Requires task-specific datasets of thousands or tens of thousands of examples

• Need of dedicated hardware

• Know-how on training and running the model



Language model meta-learning

• At training time, the model develop a broad set of pattern recognition 
abilities

• At inference time, use the abilities to rapidly adapt to or recognize the 
task
• In-context learning: use the text input as a form of task specification



Fine-tuning

• Use a model trained for other tasks

• Obtain a dataset for your specific task

• Use this dataset to further train the model (fine-tuning)

• Advantages:
• Faster and cheaper than training from scratch

• Greater variability from the original dataset



BERT

• Bidirectional Encoder Representations from Transformers

• A language representation model
• Useful for many NLP tasks

• WordPiece embeddings

• Encoder-only
• Two sizes: base and large

• Base: 12 transformer blocks
• Large: 24 transformer blocks



Pre-training BERT

• Masked Language Modelling (MLM)

• Next Sentence Prediction (NSP)

• [CLS], [SEP], [MASK] special characters

To solve the issue 
of labelled data!



Masked language model (MLM)

• Masking: replacing a token with a special token ([MASK])

• Similar to “fill in the blanks” or cloze 

• Approach: mask some percentage of the input then predict those 
masked tokens

• For BERT, 15% of input tokens masked at random



Pre-training BERT - Data

• Data:
• BooksCorpus (800M words)

• English Wikipedia (2,500M words)



CodeBERT

• A model based on the BERT (RoBERTa) architecture pre-trained on 
natural language and programming language tasks:
• Masked Language Modelling (MLM)

• Replaced Token Detection (RTD)

• Fine-tuning for downstream tasks



CodeBERT – Pre-training

• Two segments separated with 
[SEP] special token
• The first is natural language 

• The second is programming 
language

• Pre-trained with bimodal and 
unimodal (code only) data



CodeBERT – Pre-training

• MLM: only bimodal data

• RTD: bimodal and unimodal data
• Replace some tokens in the original input data with wrong ones

• The model should predict if the tokens are correct or not



CodeBERT – Pre-training data

• Codesearchnet dataset

• 2.1M bimodal and 6.4M unimodal datapoints

• Six programming languages
• Python
• Java
• JavaScript
• PHP
• Ruby 
• Go



CodeBERT example: Vulnerability detection

• Give a line (or block), tell if it 
contains a security vulnerability 
or not



CodeBERT examples



LineVul (Fu & Tantithamthavorn, 2022)

CodeBERT



Other example



Difficulties of fine-tuning

• Need for specific labelled data

• Need for specific and expensive hardware

• Need for specific expertise



Cost/infrastructure needed to run

• Deep learning models are implemented using matrices and tensor 
multiplications

• Dependence on GPU (Graphics Processing Unit) or TPU (Tensor 
Processing Units)



Cost/infrastructure needed to run

• CodeBERT was trained on one 
NVIDIA DGX-2 machine combining 
16 interconnected NVIDIA Tesla 
V100 with 32GB memory.

• TPU price on cloud
• https://cloud.google.com/tpu/pricing



Time/difficulty to train/run

• Scarcity of labelled datasets

• Trained on a NVIDIA RTX 3090 for around 7 hours

• LineVul was fine-tuned using Big-Vul
• ~189k functions with around ~11k vulnerable



The process of fine-tuning

• Similar to the training process…

• … but the model’s weights start with the values obtained in the pre-
training

• Use the model to predict the output for the inputs

• Calculate the loss function (error) between the correct outputs and 
the predict ones

• Update the weights based on the loss



Dataset splitting

• Train, validation and test datasets

• Train dataset: examples given to the model used to update its parameters

• Validation dataset: examples not in the train dataset used to evaluate the 
model fit. Used, for example, for tuning the hyperparameters or early 
stopping

• Test dataset: examples not in the previous datasets used to evaluate the 
final model



Overfitting

• A validation dataset can be 
useful to see if the model is 
overfitting

• The model is getting better on 
the training, but it is not 
“learning” more

Source: https://commons.wikimedia.org/wiki/File:Overfitting.png
By Dake~commonswiki License: CC-BY-SA 3.0

Validation 
loss

Training 
loss

https://commons.wikimedia.org/wiki/File:Overfitting.png
https://commons.wikimedia.org/wiki/User:Dake~commonswiki


Dataset splitting – how?

• The train dataset is larger -> giving more examples for the model 
learning

• In some cases, the validation is not used

• A common proportion is: 80%:10%:10%



Hyperparameters

• Parameters refer to the weights inside the model
• Example: CodeLlama with 7 billion parameters

• Hyperparameters: configuration variables to manage the training 
process



Common hyperparameters

• Learning rate
• “How much” the weights will be 

changed in each training step

• Higher learning rate => faster 
learning but higher chance of not 
converging

Source: Amini, A., Soleimany, A., Karaman, S., & Rus, D. (2018). Spatial uncertainty sampling 
for end-to-end control. arXiv preprint arXiv:1805.04829.



Common hyperparameters

• Number of epochs
• Number of times the training data will be shown to the model

• Batch size
• During training, data is fed into batches to the model rather than one by one

• Common values are powers of 2: 16, 32, 64,128



Example (Jupyter notebook)

• Fine-tuning CodeBERT for detecting vulnerabilities

• Dataset: Devign

• Open in Google Colab the file VulnerabilityDetection.ipynb from the 
repository melegati/gen4ai-course
• If you prefer (you have a powerful machine), you can also run locally!



Performance metrics

• Metrics to judge the performance of a model

• Depend on the problem

• Let’s focus on metrics for the classification problem



Type of errors on classification

• Type I error
• False positive

• Truth is negative but the 
prediction is positive

• Examples of bad situations:
• Criminal conviction

• Type II error
• False negative

• Truth is positive but the prediction 
is negative

• Example of bad situations:
• Detection of a disease

Generally, one needs to choose which error type to optimize!



What is the ground truth?
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Performance metrics

• Precision
• Regards Type I errors

• How much can we trust the 
predictions of positive?

• Recall
• Regards Type II errors

• How much can we trust that all 
the positives were predicted? 

• Did we miss anything?

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
𝑅𝑒𝑐𝑎𝑙𝑙 =

𝑇𝑃

𝑇𝑃 + 𝐹𝑁



Performance metrics for bug prediction

• What is better to have type I error or type II?
• What are the consequences?

• Which metric should we check? Precision or recall?



Other metrics

• Accuracy
• Fraction of correct answers among 

all

• F1 score
• Harmonic mean of precision and 

recall

• A way to represent both

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑁 + 𝐹𝑃

𝐹1 =
2 ∗ 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗ 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙



Exercise

• You have to evaluate a bug detection tool

• You have an internal benchmark of 1000 snippets of code

• 400 contains bugs

• 600 are bug-free

• When you run the tool on this benchmark

• Out of the 400 bugs, it detects 380

• Out of the 600 bug-free, 120 are erroneously considered bugs

• Present the confusion matrix, calculate precision and recall and discuss where it should be used

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
𝑅𝑒𝑐𝑎𝑙𝑙 =

𝑇𝑃

𝑇𝑃 + 𝐹𝑁
𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =

𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑁 + 𝐹𝑃
𝐹1 =

2 ∗ 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗ 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
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