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1. INTRODUCAQ

TRANSFORMACAO DIGITAL NA SAUDE



SAUDE INTELIGENTE: INTRODUCAO

COVID-19 E INTERNET OF MEDICAL THINGS

Singh, Ghanshyam & £ Uplond resi
|ddi, Hashim & Thakur, ﬁé‘/‘“ -
Prabhat & Nissanov, o

Uri. (2021). FSS
superstrate antenna
for satellite cynosure
on loT to combat
COVID-19 pandemic.
Sensors International.
2. 100090.
10.1016/j.sintl.2021.10 :
009 O . i POC test pack

COVID-19 Positive:
Receive treatment

COVID-19 Negative:
Regular screening
during self-quarantine

I'I"l. |

Online Health Laogistics Platform for Hotels for Disease
Consultation Disease Equipment Prevention

Delivery of Disease Equipment through Post Office System
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loMT — loT na area médica
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Plano Brasileiro de loT - Saude

Exemplo de ambiente de aplicagao:

Dispositivos - e e T e Manutencio Sa l‘:l de

conectados para podem lizados preditiva. baseada = = .
monitoramento da Mmh:: :1 poile .':m em condighes dos Apllﬁ;QEE selecionadas:
saude permitem aos ingerida ou injetada, em tqnmnemn-:
pacientes gerencear : ' vez de cinurgias caras 5 5 &
melhor suas doengas Localizagédo de ativos e
wl e ﬂ pessoas dentro das
L . unidades de saude
Dispositivos vestives e e .
dispositivos de satde = e
conectados em casa & Monitoramento de condigoes
possibiitam consultas E dos pacientes com diabetes
MEdICas rematas
Tecnologias vestiveis e e :’:'-,D, de ° : || Diagnostico descentralizado
FOMPBAR CORBCIR S dados sobre 03 pacientes, —
MORItOTam exercicios nciungD aoeslo 80
fisicos e sinais vitais, ratamenio & mencas o3
fazendo recomendacdes doenca em tempo real

am tempo real

GE) Diagnostico de Infecgao hospitalar

o - '
" N 1 ficaca rol i
" S Rastresmento de a . ldentificacao e controle de eptdem as

Fonte: Produto 9B - Sintese do relatério final do estudo “Internet das Coisas: Um plano de agdo para o
Brasil". P. 23.
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Hospital Inteligente

m é Connected Home
Body Sensors

%.’ 2 Smart Hospital 1&
o |

Emergency Services Ingestible Sensors

Connected to

Cloud/Fog Services

SMART HEALTH
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2. FUNDAMENTOS



SAUDE INTELIGENTE: FUNDAMENTOS

DIGITIZATION, DIGITALIZATION, DIGITAL TRANSFORMATION. source: Defining Digital Public Health and the Role of

Digitization, Digitalization, and Digital Transformation: Scoping Review.

Digitization

\ A technical process of converting existing
\ analog records to digital data.

Digitalization

@ - @ Involves organizational and cultural changes to include and
maintain technologies in the process of service delivery to meet
[« @ established public health goals.

Digital transformation

culture, operational models, and goals of public health services, centered on the health
needs of the public.

@ A complex and multifaceted process that is disruptive and fundamentally changes the
9 SMART HEALTH 22/11/2023



SAUDE INTELIGENTE: FUNDAMENTOS

HEALTHCARE 4.0
7%
OFZ
() ‘\'?
Smart
Healthcare 3.0 : Medicine Healthcare 4.0
e Computer IRLE ® Artificial intelli
rtificial intelligence
® Imaging Technology ® Precision medicine
e Evidence-based ® Telemedicine
medicine

Mass
Public Health Production
Healthcare 1.0 Healthcare 2.0
@ Sanitation ® Big hospitals
® (Germ theory e Professionalism
® Vaccines ® Specialties
® Pharmaceutical industry
® Antibiotics

10 SMART HEALTH 22/11/2023



SAUDE INTELIGENTE: FUNDAMENTOS

TRANSFORMACAO DIGITAL NA SAUDE

= HEALTH 4.0; HEALTHCARE 4.0; SMART HEALTH; SMART HEALTHCARE
= DIGITAL HEALTH; DIGITAL HEALTHCARE

= E-HEALTH, M-HEALTH

= HOSPITAL 4.0; SMART HOSPITAL

= MEDICINE 4.0

= |OMT

11 SMART HEALTH
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SAUDE INTELIGENTE: FUNDAMENTOS

HEALTHCARE 4.0

Khelassi ET AL. Health 4.0:
Applications,
Management,Technologies
and Review. Medical
Technologies Journal

12

Physical Healthcare Systems

Public Hospital Office Healthcare
Logistics

Authority
Blood
home @ PECGh Pressure Rehab
atc sensor Center
Insurance Robat Medication
: Motion
Sensor Bracelet Industry
o ommunity
‘ Health
& ) sp02 B°dy Tem Center
- sensor Sensor

or

u' il

d Communication Networks 3 i'-,’
o [=d
a £
s WAN, PAN, BAN ... g,
m - 15
(7]
Cyber Healthcare Systems
.
Diagnosis Prognosis
Heart
& Rate @ Respiration W
Diet Analysis i Analysis Chronic
Management Disease
Management
Sleep | Motion .
Analysis I Analysis ’
Medication N Mental sleep
Management Nutrition Stress Management

\ Analysis Analysis ,

SMART HEALTH
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SAUDE INTELIGENTE: FUNDAMENTOS

HEALTHCARE 4.0: MUDANCA DE PARADIGMA

Personal Disease
Management
Large-loop f,',
data interpretation Sleep Management
& Improvement

Multi-loop ‘.",

data fusion Vital Sign
Analysis

Closed-loop Q

Sensing 4
ot
°

ECG&other . @ User
Sensors <= vj ""Interface

Khelassi ET AL. Health 4.0:
Applications,
Management,Technologies
and Review. Medical
Technologies Journal

Sleep Smart
Monitoring ed/ Mattress,
Sensors Air Condltloner

Actlw

Emergency Robot
Monitoring . . @ @ Acute treatment..
Sensors

13 SMART HEALTH
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SAUDE INTELIGENTE: FUNDAMENTOS

HEALTHCARE 4.0: QUADRO DE REFERENCIA

-

Khelassi ET AL.

-

HEALTH 4.0

Health 4.0:
Applications, [Smin Systems/ Smart Engineering |
Management,Techn T
ologies and Review. - * ; i -
Medical | Cyber physical “"’“’“’LJ | Cloud computing |
Technologies Journal
Patient Medical loT
K111 .
| ==
RSN TN PRI : . T T L)
| Mobile ﬂew:ﬁ! { loT plaﬁnmu_] | Human-machine | [Hﬁm.ﬂl’tnw agencies |
_ . | vervon ;'m'TAE.AﬂEE]
| Location detectson technologies | sgdstnamaitis jomt
Smartsensors | | Actuators || Interfaces ]lﬁ:muarunim |Care takers | Other knowledge repositories |

14
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SAUDE INTELIGENTE: FUNDAMENTOS

HEALTHCARE 4.0: CENARIOS DE APLICACAO

Giuseppe Aceto, Valerio Persico,

Antonio Pescapé, Monitoring
Physiological and
Industry 4.0 and Health: Internet of Pathological
. . Si | 5
Things, Big Data, and Cloud — ignals Selfvn\;:lrll:gse?ent
. enapilitation : :
Computing for Healthcare 4.0 Monitoring and

Prevention

Telemedicine,

Telepathology, Personalized
and Disease Healthcare

Monitoring Cloud-based
Health
Information
Systems

15 SMART HEALTH

Medication-intake

Assisted Monitoring
Living and Smart

Pharmaceuticals

22/11/2023



SAUDE INTELIGENTE: FUNDAMENTOS

HEALTHCARE 4.0: TENDENCIAS

= Crescimento da assisténcia médica sob demanda (os pacientes querem assisténcia médica em
seu proprio horario)

" |mportancia do big data na saude

= Tratamento de pacientes com realidade virtual
= Crescimento de dispositivos médicos vestiveis
= Saude preditiva

" inteligéncia artificial

= Blockchain e a promessa de melhores registros eletronicos de saude

https://www.digitalauthority.me/resources/state-of-digital-transformation-healthcare/

16 SMART HEALTH 22/11/2023



SAUDE INTELIGENTE: FUNDAMENTOS

IOMT: IMPACTOS

17

&

_\
O o ——
Improved Decreased
drug costs
management
Enhanced Improved
patient diagnosis and
experience Improved treatment
patient
outcomes
Remote Improved
monitoring disease
of chronic management
diseases
J

Source: Adapted from The Internet-of-Thin

volutionary tool for the health care industry,

ﬁs:A re
Inside Magazine, Deloitte LLP, 2017 SMART HEALTH
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SAUDE INTELIGENTE: FUNDAMENTOS

|IOTM: Ecossistema

18

Connectivity providers Medical device providers

Original Systems and
equipment software
manufacturers providers

Il System integrators
and service providers

End users @

Source: MarketsandMarkets, 2017

SMART HEALTH
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SAUDE INTELIGENTE: FUNDAMENTOS

Ecossistemas Médicos, tradicional vs novo

Aman, Azana
Aman et al.
loMT amid
COVID-19
pandemic:
Application,
architecture,
technology, and
security.

19

Pharmacist

,-"_"./- 1("_"-\.-'_‘*\\ L
A )| =) LN
. J y \
- W Pharmacist \ |
T - N/
R =]
/ \ t\\_‘_\_ . d_\\“:_ﬁj{k =
.\T‘ Medical |
| '.ll
Pat '1‘ } ”‘Wr< Ecosystem > ' . \f\
T fv
x‘& :I-

SMART HEALTH
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SAUDE INTELIGENTE: FUNDAMENTOS

IOMT: Consumer Grade Wearable 10T

20 SMART HEALTH 22/11/2023



SAUDE INTELIGENTE: FUNDAMENTOS

IOMT: Monitoracao Remota

Implantable

P Pill Camera IR0

l

M

-

¥

1 Internet of Things

r—

|u
T
Fd \ _' B

21 SMART HEALTH 22/11/2023



SAUDE INTELIGENTE: FUNDAMENTOS

IOTM: Monitoracao Do Plano de Medicacao

Dosage taken on time

Smart
pill bottles

Dosage missed

22 SMART HEALTH 22/11/2023



4. TECNOLOGIA



SAUDE INTELIGENTE: TECNOLOGIA

IOTM: Aplicacdes

Naresh et al.Internet of Things in
Healthcare: Architecture,
Applications, Challenges, and
Solutions.

loT Applications in Healthcare

Home and elderly healthcare

Chronic disease detection and prevention

Telemedicine

Emergency care

Critical health monitoring

Real-time monitoring and alerts generation

Real-time monitoring

Hygienic hand control

Intelligent healthcare systems

Dental health

[ Medical fridges

Student healthcare

Sportsmen care

m-Healthcare

\ Population health management

Home monitoring

Rehabiliation system

Fall detection

Ambient assisted living

Sleep control
Medication

Smart medical implants

24 SMART HEALTH
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SAUDE INTELIGENTE: TECNOLOGIA

IOTM: Arquitetura

25

Biomedical Wearables

Example: wearable with PPG,
Auscultation, Accelerometer and

e

\

Edge Computing

Example:

\ 'Rqspberl’gpi

1

EMG sensors

© O -
\ AAAAA NO 9 BlUBtOOth )

SMART HEALTH
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SAUDE INTELIGENTE: TECNOLOGIA

IOTM: Arquitetura

Naresh et al.Internet
of Things in
Healthcare:
Architecture,
Applications,
Challenges, and
Solutions.

26

Permanent
Storage

— .

-— . Ta—
Cloud Layer - A ’

. W

. = N— Long-term Decision Making
Y [— by Medical Personnel
A
__________________________ S
( , )
Border Router or Gateway & ‘

Fog Layer

< [l
0
[
+

() / \ =

« > 9 Emergency Response by
Medical Personnel or in

Local Router or Gateway Local Server Nodes Ambulance Care

< [l

Sensing Layer

@
. (5\ '

Elderly People

SMART HEALTH

Sensors Sensors

ACTUATOR

»
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SAUDE INTELIGENTE: FUNDAMENTOS

IOTM: Arquitetura 4 camadas

Smart things Networks Middleware Applications

Sensors — Gateways

Ashfaq et al.A review of enabling technologies for Internet of Medical Things (loMT) Ecosystem.
27 SMART HEALTH 22/11/2023



SAUDE INTELIGENTE: TECNOLOGIA

|IOTM: Infraestrutura

Toor et al.Mining
Massive E-Health
Data Streams for
loMT Enabled
Healthcare Systems..

28

SMART HEALTH
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SAUDE INTELIGENTE: TECNOLOGIA

|OTM: Classificacao dos dispositivos

= Vestiveis de Fitness (FITNESS WEARABLES)

= Vestiveis de grau Clinico (CLINICAL GRADE WEARABLES)

= Dispositivos de Monitoramento Remoto de Pacientes (REMOTE PATIENT MONITORING DEVICES)
= Comprimidos Inteligentes (SMART PILLS)

= Dispositivos de Ponto de Contato e Quiosques (POINT OF CARE DEVICES AND KIOSKS)

= Monitores Clinicos (CLINICAL MONITORS)

= Dispositivos Hospitalares (HOSPITAL DEVICES)

29 SMART HEALTH 22/11/2023



SAUDE INTELIGENTE: TECNOLOGIA

|OTM: Classificacao dos dispositivos

= WEARABLE
— CONSUMER HEALTH DEVICES
— CLINICAL GRADE WEARABLES
= [N-HOSPITAL
— PERSONNEL MANAGEMENT
— ASSET MANAGEMENT
— PATIENT FLOW MANAGEMENT
— ENVIRONMENT MANAGEMENT
= IN-HOME
= COMMUNITY

30 SMART HEALTH 22/11/2023



SAUDE INTELIGENTE: TECNOLOGIA

|OTM: Classificacao dos dispositivos

Naresh et al.Internet of
Things in Healthcare: Sensors in Healthcare
Architecture,
Applications,
Challenges, and
Solutions.

Clinical Sensors

Non-Clinical Sensors

Wearable Implantable Asset Tracking Location-
sSensors Sensors Sensors

31 SMART HEALTH

Sensors for

based Sensors ] Legacy Devices

22/11/2023



SAUDE INTELIGENTE: TECNOLOGIA

IOTM: Inteligéncia Artificial

Bamidele et al. AiloMT: loMT-
Based System-Enabled Artificial
Intelligence for Enhanced Smart
Healthcare Systems.

32 SMART HEALTH 22/11/2023



SAUDE INTELIGENTE: TECNOLOGIA

IOTM: Exemplo de Implementacao com o Cloud Amazon AWS.

o

-— ‘\“ loT Core IoT Analytics D ickSight
u

Raspberry Fi [ —

Connected Sensor ~a HED B I: — :l =

— — > =

& / D Fipeling u
loT Gateway SNS Topic Act Rule Data Store Reamote Monitoring User
A | o

Patient h\ :__n /

N
Raspberry Pi
Connected Sensor Ly 'b. \

;‘::- 3 —_ —_—

766 Zm

Kinasis Data Kinasis Data Analytics

Streams nEC2
+ SO/ Flink + Kinesis Consumer Server

+ WebSocket Server
+ MNGINX Server
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SAUDE INTELIGENTE: TECNOLOGIA

IOMT: REGULACAO

= O Regulamento de Dispositivos Médicos da
UE (MDR e IVDR) tém uma série de novos
requisitos para cobrir seguranca da
informacao, violacdo de dados, seguranca de
dados, sistemas programaveis eletronicos e
desenvolvimento de software.

Medicines & Healthcare products .‘5:-.5.-:':':
Regulatory Agency Tesete

MHRA

2017 2018 2019 2020 2021 2022 2023 2024 2025

26 May
2017 26 May 26 May

. 2020 2022
B MDR fully IVOR fully
force applies applies

26 May 2017 - 25 May 2020 25 May 2020 - 25 May 2024

Certificates under Medical D_evk:e Certificates issued under the MDD before the MDR fully
Directive (MDD) are valid applies will be valid for up to 4 years

26 May 2017 — 25 May 2024

Devices in conformity with the Medical Device Regulation (MDR) can be certified under the MDR and
placed on the market

25 May 2022 - 25 May
2024
26 May 2017 — 25 May 2022
Certificates under In Vitro Diagnostic Medical Device Directive (IVDD)
are valid

Certificates issued under
the IVDD before the IVDR
fully applies will be valid for
up to 2 years

26 May 2017 - 25 May 2024

Dewices in conformity with the In Vitro Diagnostic Medical Device Regulation (IVDR) can be certified
under the IVDR and placed on the market

34 SMART HEALTH

2024 - 2025

MDD devices
on market can
continue to be
made available

26 May 2024

Devices placed on the market
must be certified under the
MDR

2024 - 2025

IVDR devices
on market can
continue to be
made available

26 May 2024

Devices placed on the market
must be certified under the
IVDR
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REGULACAO - loT SAUDE

= EUA
— HIPAA (Health Insurance Portability and Accountability Act)
— FDA (Food and Drug Administration)Regulations
= UE
— CE MARK
= UK
= BR
— ANVISA
— ABNT
OUTROS
— GDPR (General Data Protection Regulation)

— Cybersecurity Frameworks
35 SMART HEALTH

— Telemedicine Regulations
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UNIAO EUROPEIA

36

AS PRINCIPAIS NOVIDADES
PARA 0S DISPOSITIVOS MEDICOS NA UE

AMBITO DE APLICACAO
ALARGADO

ESPECIFICACOES
COMUNS POR PAIS

IDENTIFICACAO UNICA
POR DISPOSITIVO

REGULAMENTOS CE

2017/745 E 2017/146
DESIGNACAO DE VIGILANCIA DE
RESPONSAVEL PELA MERCADO
CONFORMIDADE REFORCADA

REVISAO DAS TESTES CLINICOS
CLASSIFICACOES MAIS SISTEMATICOS E
DE RISCO RIGOROSOS PARA ALGUMAS
CLASSES DE DISPOSITIVOS

SMART HEALTH
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CE MARK

q

Make a declaration

and affix the CE Mark
Identify the applicable Compile the Technical
Directive Documentation
K’ — = Q_I _j
p— v
= S 7 9
—— - v
=] N D ||
|[dentify the applicable Identify an appropriate Assesment of the
requirement of the route to conformity product conformity
Documents
37 SMART HEALTH
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NORMAS DISPOSITIVOS MEDICOS

NORMA ABNT NBR
BRASILEIRA ISO
20417

Dispositivos médicos — Informag¢des a serem
fornecidas pelo fabricante

foes e oce s — beformaton b A pappded By M manusciuew
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NORMAS DISPOSITIVOS MEDICOS

NORMA ABNT NBR
BRASILEIRA IEC
62304

Software de dispositivo médico — Processo do
ciclo de vida do software

Medical device software — Software life cycle processes

39 SMART HEALTH 22/11/2023



NORMAS DISPOSITIVOS MEDICOS

40

NORMA ABNT NBR
BRASILEIRA ISO
13485

Terceira edigao
31.05.2016

Produtos para salude — Sistemas de gestao da
qualidade — Requisitos para fins regulamentares

Medical devices — Qualfy management systems — Requirements for
reguiatory purposes

SMART HEALTH
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NORMAS DISPOSITIVOS MEDICOS

41

NORMA ABNT NBR
BRASILEIRA ISO
16142-1

Primeira edigdo
20.10.2021

Dispositivos médicos — Principios essenciais
reconhecidos de seguranga e desempenho de
dispositivos médicos

Parte 1: Principios essenciais gerais e principios
essenciais especificos adicionais para todos

os dispositivos médicos néo IVD e orientagdes
quanto a selecao de normas

Medical devices — Recognized essential principles of safety and
performance of medical devices

Part 1: General essential principles and additional specific essential

principles for all non-IVD medical devices and guidance on the selection of
standards

SMART HEALTH
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NORMAS DISPOSITIVOS MEDICOS

42

NORMA ABNT NBR
BRASILEIRA IEC
62366-1

Dispositives médicos
Parte 1: Aplicacio de engenharia de usabilidade
para dispositivos médicos

Mot Seeces
Part 1 Appdcation of usabdfy engmeenng (0 medcal devices

SMART HEALTH
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EXEMPLO:
RESPIRADOR
PULMONAR

43

Acesso livre 3s normas da ABNT (Dispositivos médicos &
ventiladores pulmonares)
Prriaeiz por: Alsmandra Ragira Sorgs
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ANVISA - CIBERSEGURANCA

rincipios e praticas de ciberseguranga em

AAAAAA

Agéncia Nacional de Vigilancia Sanitdria - Anvisa
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4. DESAFIOS



SAUDE INTELIGENTE: AMEACAS

AMEACAS A SEGURANCA DE DADOS (DATA SECURITY THREATS)
INTEROPERABILIDADE DE DADOS (INTEROPERABLITY OF DATA)
DESAFIOS REGULATORIOS (REGULATORY CHALLENGES)

ALTOS CUSTOS DE INFRAESTRUTURA (HIGH INFRASTRUCTURE COSTS)
QUESTOES DE NORMALIZACAO (STANDARDIZATION ISSUES)
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Alguns Incidentes de Seguranca em Dispositivos Médicos

2016: Insulin pumps remotely

2019: Implanted defibrillators telemetry i
exploitable

protocol flaw
https://www.scientificamerican.com/ar
ticle/insulin-pump-vulnerable-to-

hacking/

https://arstechnica.com/information-
technology/2019/03/critical-flaw-lets-
hackers-control-lifesaving-devices-
implanted-inside-patients/

2014: Anaesthesia delivery system bugs.

https://arstechnica.com/information-
technology/2014/04/bug-can-cause-
deadly-failures-when-anesthesia-
device-is-connected-to-cell-phones/

2018: Poor security on PACS systems

https://www.sciencedirect.com/scienc
e/article/pii/S1076633220301719
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QUESTIONS?

KOFUJI@USP.BR
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