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Digital Nationalism

The Internet began as a network of networks de-
signed to foster the free and open exchange of
information anywhere in the world. It has been a
major driver of globalization, embodying a public
sphere beyond the control of sovereign governments.
Today, this is no longer the case. All over the world,
nation-states have been asserting their authority over
Internet use and claiming various forms of digital
sovereignty. The Internet now has become subject to
firewalls, shutdowns, and data-localization laws that
have fundamentally changed its character as a uni-
fied global infrastructure.
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version of data localization requirements in place—
and they are not limited to authoritarian states.
Australia, Canada, New Zealand, South Korea, and
Switzerland are among the countries that now re-
strict cross-border flows of data.

Russia now requires a copy of data on Russian
citizens to be stored in the country. The country
has banned LinkedIn for defying the rules and fined
Facebook and Twitter $63,000 each for failing to com-
ply with a national data law.

The European Union’s General Data Protection
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for pornography), raising the prospect that the
Internet’s naming system could eventually frac-
ture. After Edward Snowden'’s revelations about U.S.
spying, Brazil moved to build a separate undersea
cable link to the EU to bypass existing Internet in-
frastructure. At the Engineering Task Force, a key
Internet standards committee, representatives who
wanted to maintain a backdoor for government agen-
cies clashed with those pushing for more robust
encryption.

What can be done to curb digital nationalism?
Experts recommend finding ways to restore a sense
of inclusiveness and fair play among Internet users
and to remind them of the original principles of uni-
versality and inclusiveness that made the network
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so effective in the first place. Another recommen-
dation is to develop “zone”-based approaches for
running the Internet, where interconnecting blocs
of member-nations would commit to uphold liberal
principles such as free trade, privacy, and freedom
of expression. This approach would not produce a
single global network, but a “coalition of the willing”
might be the best way to counter growing Internet
fragmentation and keep the network relatively open
and free.

Sources: Vincent Manancourt, “Europe’s Data Grab,” Politico,
February 19, 2020; Akash Kapur, “The Rising Threat of Digital
Nationalism,” Wall Street Journal, November 1, 2019; Fang Kecheng,
“Is Cyber-Nationalism on the Rise in China?” Echo Wall, September
25, 2019;
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