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DR NGRS SN [ONl MANAGEMENT

Monitoring Employees on Networks: Unethical or Good Business?

The Internet has become an extremely valuable
business tool, but it’s also a huge distraction for
workers on the job. Employees are wasting valuable
company time by surfing inappropriate websites
(Facebook, shopping, sports, etc.), sending and re-
ceiving personal email, texting to friends, and down-
loading videos and music. According to a survey by
International Data Corp (IDC), 30 to 40 percent of
Internet access is spent on non-work-related brows-
ing, and a staggering 60 percent of all online pur-
chases are made during working hours. UK-based
employment site MyJobGroup.co.uk surveyed 1,00
British workers and found that almost 6 percentaf
them spent over an hour a day using sget
some kind, including Facebook. This is
eighth of their workday. By exte (@
lion of Britain’s 34-million-person Wowkforce likely
were doing the same, costing tbe British economy
about 14 billion pounds #q lost productivity.

Many companies h, n monitoring em-
ployee use of email and Internet, sometimes
without their kno Many tools are now avai
able for this purposé vendors such as Verij
OsMonitor, Wor%iner, Mobistealth, an
Spytech. These prodtfcts enable companie
online searchemitor file downloads and tUploads,
record keystrokes, Reep tabs on emails, create tran-
scripts of cha ke certain screenshots of images
displayed on co ter screens. Instant messaging,
text messaging, social media monitoring are also
increasing. m

Microsoft C@goration collects and analyzes data
on the frequer%chats, emails, and meetings be-
tween its staff ients using its own Office 365
services to meal mployee productivity, manage-
ment effectiveness, and work-life balance. Tracking
email, chats, and calendar appointments can show
how employees spendan average of 20 hours of their
work time each we e company only allows
managers to look at g of five or more workers.

Microsoft sales team @bers have received per-
sonalized dashboards thathowyhow they spend their
time, but this information is
The dashboards offers recom

with customers rather than in internal

@loss of time anI

sonal activities on corporate ?\v

Microsoft also sells workplace analytics software
to other companies, such as Macy'’s Inc., which ana-
lyzed data on staff work-life balance by measuring
how many hours employees spent sending emails
and logged in online outside of business hours.
Mortgage giant Freddie Mac used Microsoft'’s tools
to gauge how much time workers spent in meetings
and try to determine whether some of those gather-
ings were redundant.

Although U.S. companies have the legal right to
monitor employee Internet and email activity while
onitoring unethical, or

ply g rs worry about

ve, pr ivity when
employees are focusing on pers an com-
pany business. Too much time on p iness

translates into lost revenue. Some emplo
even be billing time they spend pursuing per nal
interests online to clients, thus overcharging t
If personal traffic on company networks is too
company’s network so that
ot be performed. GMI

s the U.S. transporta-

ey do, includ-
company’s name.
e traced and held liable.
irms fear that racist, sexually
ther potentially offensive material ac-
ded by their employees could result in
ublicity and even lawsuits for the firm. Even
pany is found not to be liable, responding
ould run up huge legal bills. Companies
kage of confidential information and trade
secrets through email or social networks. U.S. compsc
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also

nies have the legal right to monitor what employee
are doing with company equipment during bu31
hours. The question is whether electronic su
is an appropriate tool for maintaining an
posmve workplace. Some compame n all per-

ro tolerance.
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Others block employee access to specific websites or
social sites, closely monitor email messages, or limit
personal time on the web.

Should all employees be monitored while work-
ing? Not necessarily. Not every workforce, workplace,
or work culture and environment is a candidate for
electronic surveillance. The decision depends on the
company and the work environment an employer
wants to create. A major concern of some employers
is the potential damage to a work culture that fos-
ters trust, employee commitment, and motivation.
Electronic surveillance of employees could prove
highly counterproductive in such an environment.

No solution is problem-free, but many consultants
believe companies should write corporate policies on
employee email, social media, and Internet us
workers are unaware that employers have
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1. Should manage onitor employee email and
Internet usag or why not?

2. Describe a: e email and web use poli
a compan,

to monitor and collect data about t@he olicles
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should include explicit ground rules that state, by posi-
tion or level, under what circumstances employees can
use company facilities for email, blogging, or web surf-
ing. The policies should also inform employees whether
these activities are monitored and explain why.

The rules should be tailored to specific business
needs and organizational cultures. For example, in-
vestment firms will need to allow many of their em-
ployees access to other investment sites. A company
dependent on widespread information sharing, inno-
vation, and independence could very well find that
monitoring creates more problems than it solves.

Sources: “How Do Employers Monitor Internet Usage at Work?”
wisegeek.com, accessed March 1, 2020; Sarah Krouse, “The New
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3. Should managers inform employees that thejgMyeb
jor is being monitored? Or should ag

? Why or why not?

the econor%f scale and manage,

Several competing protocols are used to protect d
Internet, Thcluding Point-to-Point Tunneling Proto
tunneling, packets of data are encrypted and wrapp
this wra@round a network message to hide its
a privat

The We

The web is the most popular Internet service. It's
cepted stand for storing, retrieving, formattin;
by using a clie
embedded links
other objects, suc
tion of web pages link ajhome page.
Hypertext

Web pages are based on a stand

formats documents and 1ncorporates
objects stored in the same or remote compute

ilities of 1arge networks, s

ection that travels through the public

rver architecture. Web pages ar
onnect documents to one another and that also link pages to
sound, video, or animation files. When you click a graphic
and a video clip plays, yg have clicked a hyperlink. A typical website is a collec-
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