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PayPal Ups Its Digital Resiliency

PayPal Holdings, Inc. is an American company op-
erating a worldwide online payments system that
supports online money transfers and serves as an
electronic alternative to traditional payment meth-
ods like checks and money orders. The company
operates as a payment processor for online vendors,
auction sites, and many other commercial users.
You've probably used PayPal if you've bought some-
thing from eBay or from an e-commerce website. It is
a very well-established and widely accepted payment
system. As of the first quarter of 2020, PayPal had
325 million active users. In 2019, PayPal processe
12.4 billion payment transactions and generate
$17.77 billion in revenue.

Obviously this is a company thz rk vigi-
lantly to make its services ultra§ -.% and available
24/7 throughout the world, and PayPal maintains
very high standards of security’and reliability. But
management wanted to e sure the company was
doing the best job po e, so it turned to Uptime
Institute to evaluatg way PayPal ran its data
centers and its lev gital resiliency. Uptime,

Institute is a con%g group focusing on i

ing the performa fficiency, and reliabi
business criticajsigifrgstructure through inn

tion, collaboramz independent performance
certifications.

Although d enters try to operate sites full of
cost-saving technaolbgies and innovative new ap-
proaches, theg sEill tstruggle with the ongoing perfor-
mance and refliability of these sites due to the opera-

tional plans i@. Various levels of staffing and
experience al

g with limited or inaccurate written
documentationrational processes create incon-
sistent behaviors@nd service outages.

Uptime Institute had found that the majority of
reported data center outages are directly related to

human error. This be operator error or man-
agement error in its dgetsions regarding staffing,
maintenance, trainin erall rigor of operation.
With human error respo%e for so many data
center incidents, organization: ed to take a more
holistic approach to staffing,

maintenance and operations acti
and planning.

Upti Instityte’s M&O Assessment measures
@ op‘ratiov @ f the teams within a
afa cehter, focudin, OSZ?D jars that should
idfor

Sean Tugwell, PayPal’s Director of Data Center
Architecture and Engineering, wanted to make sure
his company had achieved a high level of digital re-
silience and 99.999 percent availability across all data
centers. He also wanted to make sure the colos work-
ing with PayPal were sufficiently resilient as well. (A
colocation data center, often referred to as a “colo,” is
a large data center facility that rents out rack space
to other businesses for their servers or other comput-
ing equipment.)

be proactive, practiced, and

iors apply to staffing and organizati@n,
training, planning, coordination and
and operating conditions. In early 2018, P

ceived Uptime Institute’s M&O Stamp of Appfov.
for its PHXO01 data center, earning a very high ﬁrsg—))
a

-time scores of 100 percen@
ad a high level of data

ercent. Several other PayPal d

enter sophistication

PayPal also scored we
the i ow platform,
i al approval wo
t for critical dat,

plementation of
used for improv-
maintenance
infrastructure,

ure they have comprehensive
knowledge of a variety of systems and
equ! .
PayPal’s Facilities Operations group is also respon-
sibl eventive and corrective maintenance at

a d. r. The group creates and implements
intenance standards and procedures to

Oon-si1

make sure data center maintenance work is succes(—

fully completed and documented. In this area, too
PayPal scored very well—all its data centers ha
items for deferred maintenance. PayPal’s P. ntive
Maintenance Program helps the com

equipment in like-new condition‘?
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New hires at PayPal’s Facility Operations Team
are required to complete an initial training program
before they are allowed to work on shift. PayPal also
has a training program for vendors who will be per-
forming on-site maintenance.

To promote effective planning, coordination, and man-
agement that will result in greater uptime, PayPal has
developed various procedures and standards, which are
available in its ServiceNow Knowledge Base. This helps
promote consistency across all of PayPal’s data centers,
and also reduces the chance for human error at each site.
PayPal’s financial team creates, reviews, and tracks bud-
gets to ensure the budget for each data center is appropri-
ate for supporting the firm’s business objectives.

Consistency has become even more important
for PayPal as it uses more colocation companj s 4
add to its computing capacity. PayPal wa
the M&O Stamp of Approval pro ya lu e
its colocation data center vendors vendor con-
tracts now require that a d4 . endor achieve
Uptime Institute’s M&O Sta v Approval and
maintain that rating as lojg as PayPal is a customer.

A high priority PayPal’s Data Center Services
Team is reduci ss costs. Any data center

CASE STUDY QUESTIONS

pany s PayPal?
2. How di Pal benefit from measuring its digital

resilieWhat issues did it address?
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SecunE sues for Cloud Computing

Digital form

Although cloud computing and the emerging mobile digital platform have the
potential to deliver powerful benefits, they pose ne
ity. We now describe some of the

curity and relj
should be addre@.
Security in the(f%ud

When processing takes

public-cloud services in a way that e

ce in the cloud, accountability and responsibility
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downtime, whether from a company data center or
colo, creates a loss to the business, in terms of num-
ber of transactions processed, customer service, and
the time and resources required to solve the down-
time problem. Uptime Institute’s M&O Stamp of
Approval promotes this goal, and also helps teams
make sure that there are no surprises when new
teams and operational practices are introduced to
the company.

Given the critical importance of digital resil-
iency, in addition to its M&O Assessment, Uptime
Institute has also recently introduced a Digital
Resiliency Assessment program. This program
specifically focuses on the resiliency of a firm’s
internal and cloud -based digital infrastructure,
s anm rs networks, applications,

taba to identify any weak
nd a@resﬂlency of
@ Resﬂlency

links in the chal
Institute, “Digital

the entire system.
Sources: Uptime
“PayPal,"www.uptimeinstitut

Assessment,” and ccessed
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March 24, 2020; Craig Smith, “Amazing PayPal Sta¥ t
(2020) by the Numbers,” DMR, March 12, 2020; and investo,
com, a

essed March 23, 2020.
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