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Project JEDI: A Cloud of Controversy

CASE STUDY

ost major companies have moved an enterprise-wide level. Current DOD systems

some of their computing operations to are fragmented, slowing the decision-making

the cloud, and now the U.S. military process within the DOD both at home and abroad.
wants to follow suit. Unifying information in the Much of the U.S. military operates on outdated
cloud is more necessary than ever as the armed computer systems built during the 1980s and
services deploy large numbers of remote sensors, 1990s. The Defense Department has spent billions
semiautonomous weapons, and artificial intelli- of dollars trying to make these systems talk to

gence applications. All of these capabilities require one another. What the DOD wants and needs is
immediate and instantaneous access to very large an enterprise-wide cloud that supports rapid data-
quantities of data gathered from many different driven decision making and provides worldwide
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On July 26 the DOD issued a Request . Lei , Microsoft’s D
for Proposal mfor a Joint Enterprise ecurity, stated
Defense Infr. cture (JEDI) Cloud Program, win the contract, @
which calls fca)m)ud services solution that nesses use multiple cloud
can support U ified, Secret, and Top Secret her experts have pointed out that T
requirements focus on using commer- t of a single cloud conflicts with
cially available services. The JEDI program calls esta ed best practices and industry trends in LU
for a ten-year $10 billion government contract the c ercial marketplace. They believe that %
to go to a single cloud omputmg vendor, which suc e contract should not be awarded to %
will serve as the e . e cloud computing pro- a si mpany. Those favoring a single JEDI
vider for the U.S. De @ ent of Defense. The vendor note that using one provider would reduc O
U.S. Department of DefgMisg maintains more complexity in military IT systems and streamhn@
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in late 2018. In the end, Amazon and Microsoft,
which have numerous data centers around the
globe, became the two finalists, and Microsoft was
awarded the contract in October 2019.

The Pentagon’s Cloud Executive Steering
Group described the acquisition process for the
massive cloud migration that will stretch across
the entire DOD IT infrastructure, focusing
primarily on infrastructure-as-a-service (IaaS)
and platform-as-a-service (PaaS). Instead of
building and maintaining its own data centers
and systems, the DOD wants to take advan-
tage of the existing strengths of commercially
available cloud technologies and not limit them
with extensive customizations. The DOD wants

to remain in pace with industry and be able t(O
s

take advantage of new commercial softwgre\s
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On Febrttagy 13, 2020 a federal judge ordered
the Pen nyto halt work on the JEDI contract,
which hmn awarded to Microsoft. Amazon
had bee ng considered the favorite to win
the JEDmact, because of its dominance of
cloud co g (it has 45 percent of the mar-
ket) and i erience building cloud services
for the Central Intelligence Agency. However,
its bid was overshadowed by conflict-of-interest
allegations. Amagon had filed suit in December
2019 to block ontract award to Microsoft,
contending that(the)selection of Microsoft had
been improperly nced by President Trump’s
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public complaints about Amazon. Amazon’s CEO,
Jeff Bezos, owns The Washington Post, which is a
frequent critic of Trump and his policies.

Oracle, a leading government contractor noted
for the software to handle large databases, lobbied
heavily in Congress to find opponents of Amazon
with influence in the Pentagon and the White
House. Oracle went to court to challenge what it
felt were Amazon’s conflicts of interest, but it did
not prevail. Industry experts point out that Oracle
is playing catch-up in cloud computing and holds
many federal contracts that could be displaced by
a shift to the cloud. Obstructing the implementa-
tion of JEDI could help Oracle preserve its current
business longer. Although Oracle probably did not
ning the JEDI contract, it
t part of the business
oken into smaller

parts.
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ensuring the right training and skills. Project JEDI
is expected to have an enormous impact on all of
these fronts.

Although all federal agencies must be sure not
to compromise security as they shift to the cloud
the bar is even higher for the Pentagon, for the
obvious reason that national security is at stake.
JEDI should be a catalyst for the development
of cutting-edge security advances and best prac-
tices whose benefits will eventually spill over to
all cloud users across the government and in the
private sector. A better enterprise cloud will also
support the Pentagon’s plans to expand the use of
Al systems throughout the military. Huge govern-

)

ment projects may have positive consequences be-

yond their original scope.

Sources: Sydney J. Freedberg Jr.“Experts Debate: Should
Cloud Be Saved?” Breaking Defense, May 4, 2020; o-Piegre
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S. Ruth, “Amazon Gets Temporary Injunction to Halt $10B
JEDI Project,” Information Week, February 14, 2020; Stephan
Fabel, “What Everyone Is Missing about the Controversial
JEDI Project: Positive Ripple Effects,” Venture Beat, December
14, 2019; Daniel Howley, “What Is Project JEDI? The $10
Billion Pentagon Project Trump Is Holding Up,” Yahoo Finance,
August 2, 2019; Kate Conger, David E. Sanger, and Scott

Shane, “Microsoft Wins Pentagon’s $10 Billion JEDI Contract,
Thwarting Amazon,” New York Times, October 25, 2019; and
Heidi M. Peters, “The DOD’s JEDI Cloud Program,” CRS Insight
December 12, 2018.

CASE STUDY QUESTIONS

5-14 Describe the JEDI Project. Why is it so impor-
tant? What problems was it meant to solve?
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