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Smart Environments

Transport and logistics

Fleet management
Goods tracking
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Climate/agriculture
monitoring
Livestock tracking

Environment

Flood monitoring/alerts
Environmental monitoring
(water, air, noise etc.)

Industrial

Process monitoring
and control

Maintenance monitoring

Source: Ericsson White Paper Uen 284 23-3278 - 2016
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Utilities
Smart metering
Smart grid management

AR
' L / smart bicycles
WWaste management

l Smart lighting

%

Smart cities
Parking sensors

Smart buildings

Smoke detectors
Alarm systems
Home automation

Consumers

Wearables
Kids/senior tracker

Medical monitoring
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Machine
Learning

“the machines are learning”

Analytics

“44-triflion digabytes in 2020" IDC
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http://isstke.azurewebsites.net/#/

Cloud,Fog e
Fdge computing

"Edge can reduce the amount of data sent
to the cloud and latency”




Block Chain

“Security and trustis everything!”

Internet of Things

“Everything is connecting to the Internet!”




“The Internet of Things (loT) can be understood as a set of large-scale
communication, processing and storage technologies capable of
interconnecting devices and objects to the Internet, which through
transducers and actuators gain the ability to integrate the physical and virtual
world.”

R. Khan, S. U. Khan, R. Zaheer, and S. Khan, “Future internet: the internet of things architecture, possible applications and key challenges”, in Frontiers of
Information Technology (FIT), 2012 10th International Conference on. IEEE, 2012, pp. 257-260.
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Hardware

Arduino Portenta H7
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Sensors

Grove - Temperature and

T Grove - Barometer Sensor Grove - Dust Sensor
Humidity Sensor

Grove - Temperature and
Humidity Sensor Pro

Grove - Gas Sensor(0Oz)

Grove - Gas Sensor Grove - Temperature Sensor Grove - Air Quality Sensor



Sensors

Grove - 3-Axis Digital
Accelerometer(+1.5g)

Grove - 3-Axis Analog

Grove - 3-Axis Digital Compass
9 P Accelerometer

Grove - 3-Axis Digital Gyro Grove - Collision Sensor

Grove - 3-Axis Digital Grove - 6-Axis Accelerometer

G - Single Axis Analog G
Accelerometer(+16g) and Compass V1.0 rove - Single Axis Analog Gyro




Wireless Communication Technologies

5G

LTE Advanced

Cellular 4G / LTE

3G - GPS / GPRS

2G / GSM / EDGE, CDMA, EVDO
WEIGHTLESS

WIMAX
LICENSE-FREE SPECTRUM

DASH 7

BLUETOOTH

Uwe
Z-WAVE
ZIGBEE
6LOWPAN

NFC

E%E ANT
& RFID
e 272

POWERLINE
ETHERNET
PRINTED

Wide Area Network - 802.20

MAN
Metropolitan Area Network -802.16

- 802.11
PAN Local Area Network - 802.11

IPv4 1Pv6 LUDP DTLS RPL Telnet MQTT DDS CoAP XMPP HTTP SOCKETS REST AP :
Personal Area Network - 802.15



LoRaWan
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InteliLIGHT® LAMP CONTROLLER
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5
I OT Req u I re m e nts Differing requirements for Massive and Critical 10T applications.

Massive loT

i P
- —
| AR
M| e gl Iy
Smart Logistics, tracking and
building fleet management
. LS
@ o (B) N
e a4
Capillary networks Smart Smart

agriculture | metering

Critical loT

5 eS| g0

Traffic safety
and control

Remote
health care

A G e

Industnal application

Smart grid
automation

Y

traiming,

and control surgery

Low cost, low energy,
small data volumes,

massive numbers

Ultra reliable,

very low latency,
very high availability

Source: Ericsson White Paper Uen 284 23-3278 - 2016



D eVi Ce an d CO n n ECtiVity requirements for sample loT use cases.

Performance Battery life

Positioning Coverage

Bi-directional data Reliability and QoS

seesees Transport and logistics: Goods tracking
e Smart cities: Smart bicycles

s |ndustrial: Process monitoring and control
L]

Source: Ericsson White Paper Uen 284 23-3278 - 2016 Co _
Smart buildings: Home automation









This is FIWARE!

A scalable open source platform
to access and manage heterogeneous
context information through open APIs.

A standard for exchange of context
Information:

FIWARE-NGSI (Next Generation Service
Interface)

Context

Processing, Analysis, Visualization

Core Context Management
(Context Broker)
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Deployment tools

Generic Enablers and Solutions to
provide Smart Services with the FIWARE

Interface to
loT, Robotics and third party systems

@ FIWARE



Hybrid Reference Architecture for Smart Cities

Smart Clty Governance Services Open Data Portal Data Marketplace
(supporting Right- (Data Economy

Iex 50 0 é%% [~ [sln] time Datasets) support)
G} 3b3bSd S (@]
Al

Complex Event Big Data Advanced Operation
Processing Algorithms Algorithms Data Maps Dashboards

/N

Processing Engines TMEorum Business
History (Hadoop, Flink, Spark, ... ) Open APIs
Data
Stream

Citizen claim
= location

Street

= . location B Parking space » Lc;cLlaet\;ion E Waste Bin T
= traffic « location next stop 4 ~ + location ¢ 5 Tre tF:ar « citizen id
. i + no. slots : 5 - * location « description
pollution - time next stop £ pnsl « status °

Framework

IDAS Framework

NGSI loT_ NGSI [\ [e]] NGSI
Agent Agent Agent Agent

IdM & Access Control
APl Management and Biz

ey ® - - © Smart Air Public Social
@‘@@ ) Parking Quality f Transport netwoks
e .7 P i
@_\@\:_'@\@@@@}@ @)‘ E ;I;%% ﬁ o] o
Deployed ) ® o @
\ loT networks i Jj| Vertical solutions

@ FIWARE



Hybrid Reference Architecture for Industry 4.0

3" organizations

SMART INDUSTRY MANAGEMENT SERVICES

0 ¢ ° —
©@p. Complex Event o Big Data Al e ILGE 9:;\ Operation
cp Processing o’ Algorithms  *3Y. Algorithms |:||] monitoring e Dashboards

: : ] Bl Plafform Shopfloor Mashup Platform
- Processing Engines (Knowage) Map (Wirecloud)
(Flink, Hadoop, Spark, Storm...)

FIWARE Context Broker
(Orion)

History
Data
Stream

IdM & Access Control
APl Management
and Biz Framework

Real-time IDAS loT Agents Fast RTPS IDAS Systems Adapters
media processing loT Agent loT Agent System System System System
@ Robotic Systems

Cameras and loT Milling 3D Printer Assembly Welding Transport [ CMM Supply Extended 3rd-party enabler
e 4k Al d N RS ¥ N R e

Cyber-Physical Systems (CPS) in shop floor Information systems FIWARE GE module

@ FIWARE
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®) Helix

— Platform

Powered by (&) FILARE



Open platform based on
microservices to improve

. . . POCs, Startups and Research
Helix Sandbox is an open source platform designed to POCs »

(Proof of Concept), Startups (Minimum Viable Product),
Students and Scientific Researches.

. . . . T
- Innovative Microservice Architecture Powered by (& FILARE

- Agnostic Cloud Service Provider &
- Agnostic Hypervisors

- Faster to deploy a wide variety of IoT applications
- Easier Web Interface

- Multi Cloud

- NGSI v2 Compatible ETSI

- Main Fiware Generic Enablers

- CEF (Connecting Europe Facility) ready!




Helix SandBox Architecture @) Helix

Layers
o corirsrsensnsnsy  Queries MongoDB
orrorsrororsssssss » ETSINGSIV2
Context Consumers
orrorrrrnesesennn - COAP LWM2M
D (TPPPPPPP » Administration
Context B ;
Producers/Providers : : : port 5683
5 : : : port 5684 DTLS
............... ﬂla-onc-oo--oo--ool-oo-‘o.-lzol-o;--oll-oll-oo--oo--oo'l e e e L LT LT
Administration :

fport5000 0 - iport27017 i : port4041
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Helix FIWARE
: MongoDB loT Agent

Services

Container Platform

J
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Operating System \ Linux o :
) port 22
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Powered by (& Fl
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mosauitto  <nelixsandbox IP>: <1223>
A

v

Helix Sandbox NG Architecture @}j Helix

Helix Dashboard

Access
<helixsandbox 1P> : <5000 . Users

{}* --------------------------------------- .

API Admin
<helixsandbox IP=: <1026>
v
FIWARE E
................................... Cyanus P, - -«
FIWARE
CEF Context Broker mongaDB
10 EU
A A
-'--||||-|||-|||-|||-|||-|||-|||-||uuuuuuuuuuu._ Data Baﬁe AC’C@SS
<helixsandbox |P> : <27000>
FIWARE x
loT Agent MQTT APl Admin " external connection

<helixsandbox IP> : <4041> »

internal connection .-
e

mMatT HTTP

<helixsandbox IP> : <1026

"1 -1 loT Devices T
([ (=

loT Device loT Device

MQTT compatible HTTP compatible Powered bl_.j @'/ Fl




N o Dashboard Powered by(& FIL/ARE & HELLO, PAD:
> Helix =

Sandbox

ﬁ Dashboard

CPU Usage

Sent: 338,30 MB
Recv: 851,82 MB

16.60%

Google Cloud f? VirtualBox vmware AKVM



Install and Setup Helix Sandbox

15t Create
@ VM on AWS

U bUﬂtUg Amazon EC2

S (@) Helix

Follow

Enjoy Helix
Sandbox

Walkthrough M gp Bl
n_ GitHub

-
"\ '\
) [~

4th

Set admin o .
password @ H el 1 X

Powered by (& FILARE

Security
rules




CEF Context Broker GE - Orion 7

Context Broker GE

Context
Consumers

subscriptions

query

Context
Producers ® @ -

subscription ports

Producers port

( N N(

Powered by (& FILUARE



loT Agents (gateways)

/@

—I— OMA NGSI API  (northbound interface)

FIWARE Context Broker

create/monitor loT Agent
S 0 R e Manager
7 /
b /S
loT loT - loT FIWARE Backend loT
Agent-1 Agent-2 Agent-n Device Management
—I— _I_ (southbound interfaces)
ETSIMZ2M MOTT ====|ETF CoRP

Powered by & FILUARE



Proof of Concept — Urban Noise Level

Barulhomelro

Ruido Agora
74 dBA

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ

Situacao ontem

dia noite
a ¢

& ruim bom

1

- . -
Y

45 dBA

44 44 44 44 44 4 413 43 14

Largo da Batata

Y
INSTITUTO DE
PESQUISAS
TECNOLOGICAS

UNIVERSIDADE DE SAO PAULO

@) Helix
Platform (& FIWARE



Barulhomelro

Sobre Ruido Agora

74 dBA

A

Dados obtidos

Entenda mais

Projetos relacionados

Mapeamento de Ruido Urbano ; |

Situacdo ontem [

Legislacao ! dia noite

Conheca o IPT

Compartilhe

52 d BA D argo da Batata - Prova de conceito laboratorial s

49 52 52 53 51 52 51 51 51 51 48 51 53 52 53 51 55 52 51 49 51 51 52 52 52 52 52 51 51 :
=y ___§ _§ F§ ___§ § ___F __§ ____§ =y 5 § __j§ .y _QJuaau=y §y ___§F——y 3§ 3§ _§y 3§y §F _§ 5§ _§F J|



http://200.18.106.20/
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Dados

Dados do Largo da Batata. < Voltar

Medicaododia 21/02/2019 noperiododa . Manha Buscar

100 dB
90 dB
80 dB
70dB
60 dB

50 dB

e AL L 10 A L AAREL R

8:30 0&:40 08:50 09:00 08910 09:20 09:30 09:40 09:50 10:00 10:10 10:20 10 10:40

10.:20:30-:40.-07:00-:10-:20~30-:40~08:00":10 220 :30}:40- -09:00 :10 :20":30*:40 *10:00::10-:20 *:30 40 1007107 2200307 40-"50



Hands on



Hands on

Bathroom2

You can design and deploy a smart house using Helix Sandbox!
{ Badroomi

"id": "urn:ngsi-ld:entity:001", R

"type": "iot", 4k &

"temperature": {

"value": 0,

"type": "float"

2

"humidity": {

"value": O,

"type": "float"

Badroom2
}
}

Living room Kitchen


https://github.com/Helix-Platform/Sandbox-NG/blob/master/docs/helix_with_cef.md

Pricing Login

0

Visualize the Interet of Things.

K Googhe CT LTI 1 \
Ridiculously simple dashboards for your devices. \




My Freeboards Shared With Me My Account & Sign Cut

My Freeboards challenge

Looks like you don't have any freeboards created yet. Why don't you | Fa0= Bz ) | ?



freeboard

DATASOURCES

=+

CHALLENGE

¢ FULLSCREEM X SHARE (P CLOME



DATASOURCE

Select a type... v

Select a type.__.
Clack CANCEL
Dweet Storage
Dweet V2 Storage
Dweet io

Dweet V2
FIWARE Orion
JSON

MQTT

Playback
PubMub

Weather

Kively Datasource




DATASOURCE

https://github.com/telefonicaid/fiware-orion
FIWARE Orion v

challenge

143.107.145.22:1026

helixiot

iot
urn:ngsi-ld:entity:001



CHALLENGE

DATASOURCES

S— 22:31-54 c i
~ I-.‘

¢ FULLSCREEM A she - :



DATASOURCE

Select a type. .

Select a type...
Clock

Dweet Storage
Dweet V2 Storage
Dweet.io

Dweet V2
FIWARE Orion
JSON

MQTT

Playback
PubMNub
Weather

Xively Datasource

CAMCEL




WIDGET

‘FE  (Gauge v
LE  Temperature
vaLUE  datasources["challenge”]["temperature”] DATASOURCE [ .JS EDITOR

uITs | °C|

woamum | 100

SAVE CANCEL




DATASOURCES

22:36:39

27.5

-freeboard CHALLENGE »’ FULLSCREEN & SHARE (@ CL

o



Challenges



Challenge 1 — Helix app

88 Apps Categorias v Pessoal Em alta Langamentos

Meus apps

B Heli
Comprar P c\ elix
/ SMIT - Solugbes Mobile e inovagdo Tecnolégica Ferramentas
| P} =&
Jogos ¢ \\’?/ A
Familia \ /" E Adicionar a lista de desejos Instalar
i
Escolha dos editores - /
Conta

Formas de pagamento Geo $518 405801934
Minhas assinaturas
Resgatar

Comprar vale-presente Periodicidade do envio
Minha lista de desejos
Minha atividade Play

Informe o servidor Helix

Guia para pais

RRARPRRRR



https://play.google.com/store/apps/details?id=br.net.smit.helix

Challenge 2 —loT

Arduino
e 32KBytes Flash
* 2KBytes RAM
e 1KByte EEPROM
* MCU 8bits
* 16MHz

NodeMCU ESP8266-12 v2
* 4MBytes Flash
* 64KBytes instrucdes RAM
* 96KByte dados RAM
 MCU 32bits
e 80MHz/160MHz
* Wi-FI IEEE802.11 b/g/n



https://goo.gl/xoF7TK
https://github.com/Helix-Platform/tips

ESP8266 + Arduino + LM35

ESP8266

Arduino UNO R3

T e MCU
™ iy oN
Atmega 328P

EEEEE

AAAAAAAAAAAAA
““““““

SU2-.22Z caamszun
SEAZEES 222232




Antenna
Wi-Fi

NodeMCU v2 + DHT-11

Data Pin

Sensor
Humidity and
Temperature



Challenge 3 —MQTT

Helix Sandbox NG - MQTT Challenge

Interface da API .

\4

%
<

/‘
il e A a ()
Protocolo k
POSTMAN HTTP

3
Z

Request Response
' 1

Dashboard visualizagdo
dos dados

1
1 1026 - CEF Context Broker

e

Envio de comandos 1026 - CEF Context Broker A Helix Sandbox NG
para o Smarphone 4041 - loT Agent MQTT
(PATCH) e leitura de
dados (GET)

Eclipse-Mosquitto
Broker MQTT

1883 - MQTT

Observacdo: No MQTT os sensores atuam como
publishers e os atuadores como subscribers.

~
;

Protocolo
MQTT

Android
App MQTT Panel
Funciona como
sensor e atuador

password = H3I1xNG MQTT

\ 27000
_____ E -———) username = helix

MongoDB
Armazenamento
Temporal
SmartPhone
loT Device
v -3 2
= ESPB266 s o
Buttons Switches
v & Ught gy Meoter
Fan: 50 Mogress: 75%
@
Humidity /
| 60%
Termperature
25'C
Progress Radlo
75% O nem1
O nem2



PATCH Setup

GET Status LED X o
Challenge 4 stonsior ed001@an @) Helix
g led001 @ off|
/,,
7
o Subscriber
-
@3 ledOO1@on |
— led001 @ off|
HTTP NGSI v2 Helix Sandbox NG r____________.,
HEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESDm I
MQTT I
Publisher v I
Status LED «‘(n» |
s|on s|off /iot/led001/attrs T Jiot/led001/cmd
’ mosauitto I v
s I S
s’ ~
’ i ~
Y 4 ~
’ I ~
’ S
s | .
Subscrib led001@on |
ubscriber
ledOO1@on | led001@off| Smartphone Android

NodeMCU ESP-12E
led001@ off| MQTT Panel



Links

Fiware Postman
https://www.fiware.org https://www.postman.com/
Fiware Market Place Freeboard
https://marketplace.fiware.org/pages/solutions/feel0a6a77 http://freeboard.io/
55e554686664fd

FiwareLab Sao Paulo
Fiware Catalogue https://www.facebook.com/br.sp.fiwarelab
https://www.fiware.org/developers/catalogue/

Helix
https://gethelix.org

Helix GitHub
https://github.com/Helix-Platform/Sandbox-NG

IEEE paper
https://ieeexplore.ieee.org/document/8905583



https://www.fiware.org/
https://marketplace.fiware.org/pages/solutions/fee10a6a7755e554686664fd
https://www.fiware.org/developers/catalogue/
https://gethelix.org/
https://github.com/Helix-Platform/Sandbox-NG
https://ieeexplore.ieee.org/document/8905583
https://www.postman.com/
http://freeboard.io/
https://www.facebook.com/br.sp.fiwarelab

Thanks!

fabio.cabrini@usp.br
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