
Fast Prototype IoT and Smart Environments 
Applications

October 20, 2020 – PSI 5120

fabio.cabrini@usp.br



Prof. Ms. Fábio Henrique Cabrini

Helix co-founder & CEO and FIWARE Evangelist

Main Location: São Paulo, Brazil

Master in Wireless Sensor Network / PhD student @ EPUSP

FIWARELAB São Paulo 

fabio.cabrini@usp.br

mailto:fabio.cabrini@usp.br


Smart Environments

Source: Ericsson White Paper Uen 284 23-3278 - 2016



Smart 
Environments
enabling technologies



Analytics
“44 trillion gigabytes in 2020”  IDC

Machine 
Learning
“the machines are learning”

http://isstke.azurewebsites.net/#/


Cloud, Fog e 
Edge computing
“Edge can reduce the amount of data sent 
to the cloud and latency”



Internet of Things
“Everything is connecting to the Internet!”

Block Chain
“Security and trust is everything!”



Source:https://canopytools.com/what-is-iot/

“The Internet of Things (IoT) can be understood as a set of large-scale
communication, processing and storage technologies capable of
interconnecting devices and objects to the Internet, which through
transducers and actuators gain the ability to integrate the physical and virtual
world.”

R. Khan, S. U. Khan, R. Zaheer, and S. Khan, “Future internet: the internet of things architecture, possible applications and key challenges”, in Frontiers of 
Information Technology (FIT), 2012 10th International Conference on. IEEE, 2012, pp. 257–260.



Hardware 

ESP 8266

Arduino Wi-Fi

Rasp 4

ESP 32

Arduino Portenta H7



Sensors



Sensors



Wireless Communication Technologies

5G



LoRaWan



IoT Requirements Differing requirements for Massive and Critical IoT applications.

Source: Ericsson White Paper Uen 284 23-3278 - 2016



Device and connectivity requirements for sample IoT use cases.

Source: Ericsson White Paper Uen 284 23-3278 - 2016







This is FIWARE!

•A scalable open source platform

to access and manage heterogeneous

context information through open APIs. 

•A standard for exchange of context 

information: 

FIWARE-NGSI (Next Generation Service 

Interface)

•Generic Enablers and Solutions to 

provide Smart Services with the FIWARE 

as main component



Hybrid Reference Architecture for Smart Cities



Hybrid Reference Architecture for Industry 4.0







Location

Platform



Platform



Sandbox
Open platform based on 
microservices to improve 

POCs, Startups and Research
Helix Sandbox is an open source platform designed to POCs 

(Proof of Concept), Startups (Minimum Viable Product),

Students and Scientific Researches.

- Innovative Microservice Architecture

- Agnostic Cloud Service Provider

- Agnostic Hypervisors

- Faster to deploy a wide variety of IoT applications

- Easier Web Interface

- Multi Cloud

- NGSI v2 Compatible ETSI

- Main Fiware Generic Enablers

- CEF (Connecting Europe Facility) ready!



Sandbox







Install and Setup Helix Sandbox 

2nd

Security 
rules

4th 
Set admin 
password

3rd

Follow 
Walkthrough

5th

Enjoy Helix 
Sandbox

1st Create 
VM on AWS



CEF Context Broker GE - Orion



IoT Agents (gateways)



Proof of Concept – Urban Noise Level

Platform



http://200.18.106.20/




Hands on

Sandbox



Hands on

You can design and deploy a smart house using Helix Sandbox!

{
"id": "urn:ngsi-ld:entity:001",
"type":  "iot",
"temperature": {
"value": 0,
"type":  "float"
},
"humidity": {

"value": 0,
"type":  "float"

} 
}

https://github.com/Helix-Platform/Sandbox-NG/blob/master/docs/helix_with_cef.md




















Challenges

Sandbox



Challenge 1 – Helix app

https://play.google.com/store/apps/details?id=br.net.smit.helix


Sketch Arduino Uno

Arduino
• 32KBytes Flash
• 2KBytes RAM
• 1KByte EEPROM
• MCU 8bits
• 16MHz

Sketch NodeMCU

NodeMCU ESP8266-12 v2
• 4MBytes Flash
• 64KBytes instruções RAM
• 96KByte dados RAM
• MCU 32bits
• 80MHz/160MHz
• Wi-FI IEEE802.11 b/g/n

Challenge 2 – IoT

https://goo.gl/xoF7TK
https://github.com/Helix-Platform/tips


ESP8266 + Arduino + LM35

Wi-Fi

MCU
Atmega 328P

Sensor
LM-35



NodeMCU v2 + DHT-11

Sensor
Humidity and 
Temperature

Antenna
Wi-Fi

MCU



Challenge 3 – MQTT



/iot/led001/attrs /iot/led001/cmd

Publisher 
Status LED
s|on s|off

Publisher 
led001@on| 
led001@off|Subscriber

led001@on| 
led001@off|

NodeMCU ESP-12E
Smartphone Android

MQTT Panel

Helix Sandbox NG

PATCH Setup
led001@on| 
led001@off|

GET Status LED
s|on s|off

Subscriber
led001@on|  
led001@off|

CEF

HTTP NGSI v2

MQTT

IoT 
Agent

Challenge 4



Links
Fiware
https://www.fiware.org

Fiware Market Place
https://marketplace.fiware.org/pages/solutions/fee10a6a77
55e554686664fd

Fiware Catalogue
https://www.fiware.org/developers/catalogue/

Helix
https://gethelix.org

Helix GitHub
https://github.com/Helix-Platform/Sandbox-NG

IEEE paper
https://ieeexplore.ieee.org/document/8905583

Postman
https://www.postman.com/

Freeboard
http://freeboard.io/

FiwareLab São Paulo
https://www.facebook.com/br.sp.fiwarelab

https://www.fiware.org/
https://marketplace.fiware.org/pages/solutions/fee10a6a7755e554686664fd
https://www.fiware.org/developers/catalogue/
https://gethelix.org/
https://github.com/Helix-Platform/Sandbox-NG
https://ieeexplore.ieee.org/document/8905583
https://www.postman.com/
http://freeboard.io/
https://www.facebook.com/br.sp.fiwarelab
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