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Mo. Time Source Destination Protocol  Length Info ~
. 7..15.057.. 192.168.100.16 23.111.9.35 TCP 54 53272 - 443 [ACK] Seq=518 Ack=4678 Win=131872 Len=0
7..15.060.. 192.168.1008.16 23.111.9.35 TLS.. 180 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
7..15.060.. 192.168.166.16 23.111.9.35 TLS.. 231 Application Data —
7 .. . 216.58.222.74 2. .18e.. 66 [TCP Retransmission] 443 - 53261 [SYN, ACK] Seq=0 Ack=1 Win=60720 Len=0 MSS=1380 SACK_PERM=1 WS=256 ==
7..15.173.. 52.179.121.159 192.168.186.. TCP 54 89 - 53269 [ACK] Seg=1 Ack=861 Win=64128 Len=0
7..15.177.. 52.179.121.159 192.168.16.. TCP 54 890 - 53270 [ACK] Seg=1 Ack=943 Win=64128 Len=8
¢ 7.15.185.. 23.111.9.35 192.168.10.. TLS.. 312 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
! Ve B G, 2251 3L B B 192.168.10.. TLS.. 132 Application Data
7..15.185.. 192.168.1006.16 23.111.9.35 TCP 54 53272 - 443 [ACK] Seq=821 Ack=5614 Win=130816 Len=0 —
7..15.185.. 192.168.106.16 23.111.9.35 TLS.. 92 Application Data Bl
7..15.243.. 52.179.121.159 192.168.10.. TCP 214 80 - 53270 [PSH, ACK] Seg=1 Ack=943 Win=64128 Len=16© [TCP segment of a reassembled PDU]
7..15.243.. 52.179.121.159 192.168.186.. TCP 1..80 - 53270 [ACK] Seq=161 Ack=943 Win=64128 Len=1412 [TCP segment of a reassembled PDU]
7..15.243.. 52.179.121.159 192.168.16.. TCP 1..80 - 53270 [ACK] Seq=1573 Ack=943 Win=64128 Len=1412 [TCP segment of a reassembled PDU]
7..15.243,. 52.175.121.159 192.168.10.. TCP 1..80 - 53270 [ACK] Seq=2985 Ack=943 Win=64128 Len=1412 [TCP segment of a reassembled PDU] L
8..15.243.. 52.179.121.159 192.168.16.. TCP 1..80 - 53270 [ACK] Seq=4397 Ack=943 Win=64128 Len=1412 [TCP segment of a reassembled PDU] ::V

Frame 842: 654 bytes on wire (5232 bits), 654 bytes captured (5232 bits) on interface \Device\NPF_{2792FC36-2C35-484D-89B0-6B13E56DOC89}, id ©

Ethernet II, Src: HuaweiTe_b8:54:74 (e@:cc:7a:b8:54:74), Dst: IntelCor_d2:71:8e (©4:ed:33:d2:71:8e)

Internet Protocol Version 4, Src: 52.179.121.159, Dst: 192.168.100.16

Transmission Control Protocol, Src Port: 809, Dst Port: 53270, Seq: 42261, Ack: 2822, Len: 660

[1© Reassembled TCP Segments (12056 bytes): #833(16@), #834(1412), #835(1412), #836(1412), #837(1412), #838(1412), #839(1412), #840(1412), #841(1412), #842(6¢
Hypertext Transfer Protocol

JavaScript Object Notation: application/json
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64 10 00 50 do 16 14 d8 ©8 ec 18 45 bc da 5@ 18 d--P E--P
91 f5 98 ©e 00 €0 54 46 22 7d 2c 20 22 74 65 61 TF "}, "tea

6d 22 3a 20 6e 75 6¢c 6C 2c 20 22 69 79 22 3a 20 m": null , "ip":
22 31 39 31 2e 34 35 2e 35 30 2e 36 32 22 2c 20 "191.45. 50.62",
22 63 68 61 6¢C 6C 65 6 67 65 5f 69 64 22 3a 20 "challen ge_id":
31 30 31 2c 20 22 70 72 6f 76 69 64 65 64 22 3a 101, "pr ovided":

Frame (654 bytes) Reassembled TCP (12056 bytes)
0 td wifi-cap.pcapng Packets: 975 * Displayed: 975 (100.0%) Profile: Default
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Camadas no http (exemplo)

Ethernet II, Src: IntelCor_d2:71:8e (©4:ed:33:d2:71:8e), Dst: HuaweiTe b8:54:74 (e@:cc:7a:b8:54:74)
Internet Protocol Version 4, Src: 192.168.100.16, Dst: 52.179.121.159
Transmission Control Protocol, Src Port: 53254, Dst Port: 80, Seq: 1, Ack: 1, Len: 851

Hypertext Transfer Protocol
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