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ATAQUE DO HOMEM DO MEIO (MITM)

o Bucket-Brigate Attack

o Janus Attack

o Fire Brigade attack

o Monkey-in-the-middle attack
o Session hijacking

o TCP hijacking

o TCP session hijacking
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o ARP Posoning/Spoofing
o Route Poisoning/Spoofing




MITM

o Sniffing

o Filtragem

o DNS Spoofing

o Ataques Wirelles

o Ataques sobre o SSL

MITM

Internet

IP: Bob.
MAC: macCate
Alice

-
1P: Alice
MAC: macCate,

1P: Alice
MAC: macCate

MITM

Alice

0iBob, & a Aice, me manda sua chave?

0iBob. 6 2 Alics, me manda sua chave?

Chave piblica da Cate

Chave pibica do Dob

Me encontra no beco alrés da Lan do Jeca?

ptada com a chave
plblica da Cate

Encriptada com a chave
publica do Bob

Look munmy! we
got that lady's credit
card nunber.




MITM

Por mais que fagamos — ser humano é o elo mais
fraco da corrente

T can tkyoor cowerkers

MITM

Hi, s my first week,
and the boss has asked
me 1o look at a problem
on the netwark Canyou
helpme?

MITM

Oh no! T left my keys at home.
The boss will be so mad at me
Can you let me in?

MITM

Ha, T have full access
to the network.
Gullible or what...
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