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Bitcoin
Regulators say bitcoin poses financial stability risks’

Financial Stability Oversight Council raises concern over uncertainties of using digital
currencies
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by: Barney Jopson in Washington

A powerful club of US regulators has warned that the growing popularity of bitcoin and
other digital currencies is posing potential financial stability risks as it revealed they are
being put under closer scrutiny.

A group that includes the Treasury department, the Federal Reserve and the Securities and
Exchange Commission used an annual report on the biggest threats to the US financial
system to highlight concerns about digital currencies for the first time.

Bitcoin (http://www.ft.com/intl/indepth/bitcoin) has thrived as an alternative to
currencies that are managed for governments by central banks, because it functions as a
decentralised, or distributed, database for trusted transactions with no governing
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institutions.

The Financial Stability Oversight Council, the group of regulators, said in its annual report
on Tuesday: “Like most new technologies, distributed ledger systems also pose certain risks
and uncertainties which market participant and financial regulators will need to monitor.”

It noted: “Market participants have limited experience working with distributed ledger
systems, and it is possible that operational vulnerabilities associated with such systems may
not become apparent until they are deployed at scale.”

Some bitcoin fans have worried that the cyber-currency could be thwarted by action by
governments concerned about it becoming the currency of choice for terrorists and
criminals.

In bitcoin’s early days, US regulators insisted that processors install anti-money laundering
checks, but otherwise indicated they were content to let the experiment continue.

The regulators’ report noted that bitcoin advocates say it can improve the efficiency and
transparency of currency systems and reduce risks stemming from transactions being
channelled through a small number of institutions.

FSOC officials said they were laying down a marker about the nascent technology and
seeking to be vigilant about trouble that could lie ahead, but also acknowledged there was
no certainty of big problems arising.

The FSOC, which is also responsible for overseeing banks and insurers deemed as potential

ttp://next.ft.com/content/ocbb3efe-doca-11e5-92a1-c5e23efg9c77) and some transaction
failures in recent months.

Related article These occurred because “the speed with which

- new bitcoin transactions are submitted has
exceeded the speed with which they can be added
to the blockchain (http://lexicon.ft.com/Term?ter
m=blockchain)”, the regulators said, referring to
the record book of all bitcoin transactions.

Rather than depending on a central middleman to
- process transactions, bitcoin relies on a
(http://next.ft.com/content/aifc352 = combination of encryption, algorithms and

2-314b-11€6-bdan-04585¢31b153) crowdsourcing to create a self-maintaining system
Handled right, blockchain of record.
could help banks and Although bitcoin-like systems are designed to
their customers (http://ne prevent fraud by a single party, the regulators
xt.ft.com/content/a1fc352 noted that “some systems may be vulnerable to

2-314b-11e6-bda0-04585c¢ fraud executed through collusion among a
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31b153) significant fraction of participants in the system”.

Despite the hype, there are Noting its members’ own responsibilities, FSOC
several misconceptions about the said “regulators will need to adapt to the changing
technology, writes Huw van market structure” if bitcoin-like systems

Steenis ultimately reduce the importance of traditional

centralised intermediaries.

“Since the set of market participants which makes use of a distributed ledger system may
well span regulatory jurisdictions or national boundaries, a considerable degree of co-
ordination among regulators may be required to effectively identify and address risks
associated with distributed ledger systems,” it said.
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