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SPOOKY
ACTION

Recent experiments quash the hope that the unsettling
phenomenon of quantum entanglement can be explained away
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Not all revolutions start big.

In the case of quantum mechan-
ics, a quiet one began in 1964,
when physicist John Bell pub-
lished an equation. This equa-
tion, in the form of a mathema-
tical inequality, proposed a test
to address deep philosophical
questions that troubled many
of the early founders of quan-
tum mechanics.

The issue was whether particles separated by vast distances
could retain a connection so that measurements performed on
one affect the other. According to classical physics, this should
be impossible. But under quantum theory, it happens all the
time. Through his equation, Bell proposed a way to determine
whether the universe could actually be that strange.

Over the past half a century his simple equation has pro-
foundly changed the way we think about quantum theory.
Today many of the quantum technologies that physicists are
inventing owe their beginnings to Bell’s test. Yet it was not until
2015, more than 50 years after Bell proposed his inequality, that
scientists were able to verify the predictions of Bell’s theorem in
the most complete manner possible. These experiments close a
quest that has spanned generations and mark the start of a new
era in developing quantum technologies.

In 1964 physicist John Bell discovered that the
phenomenon of quantum entanglement—where
two particles can retain a “spooky” connection
even when far apart—Ileads to a mathematical con-
flict with our intuitive picture of nature.

60 Scientific American, December 2018

Since Bell’s proposal, experimenters have staged

many versions of his test. Most results seemed

in agreement with the existence of entanglement.

Yet each of these experiments has contained loop-
holes that make it possible for “hidden variables”
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HIDDEN VARIABLES

TO UNDERSTAND BELL’S EQUATION, we must go back to the roots of
quantum mechanics. This set of rules describes the behavior of
light and matter at the smallest scales. Atoms, electrons, photons
and other subatomic particles act differently from things we
experience in our everyday lives. One of the major deviations is
that these small particles exist in uncertain states. Take an elec-
tron’s spin, for example. If an electron whose spin is sideways
passes through a magnetic field oriented up and down, half the
time it will veer upward and half the time it will veer downward,
but the outcome is truly random. Compare this to a coin flip. We
might think that flipping a coin is equally random, but if we
knew precisely the mass of the coin, how much force was used to
flip it and all the details about the air currents hitting it, we
would be able to predict exactly how the coin would land. Elec-
tron spin is different, however. Even if we had perfect knowledge
about all the properties of the electron and its spin before it pass-
es through the magnetic field, quantum fuzziness prevents us
from knowing which way it will go (we can, however, calculate
the probability of it going up or down). When scientists actually
measure a quantum system, though, all these possibilities cease
to exist somehow, and a single outcome is decided—the electron
ends up having a spin that is oriented either up or down.

When physicists formulated quantum theory in the early
20th century, some of its founding members, such as Albert Ein-
stein and Erwin Schrodinger, felt uncomfortable with the fuzzi-
ness of quantum states. Perhaps, they thought, nature is not
really fuzzy, and a theory that goes beyond quantum mechanics
could exactly predict the behavior of particles. Then it would be
possible to foresee the outcome of a measurement of the spin of
an electron in the same way it is possible to know exactly how a
coin will land if you have enough information.

Schrodinger introduced the idea of entanglement (Verschrdin-
kung in German) to describe quantum fuzziness spread across
two or more particles. According to quantum theory, properties

to act behind the scenes, producing results that
masquerade as entanglement.

Finally, in 2015, several groups conducted the
first loophole-free Bell tests, ruling out any local
hidden variable explanation.



of particles can be entangled such that their joint value is precise-
ly known, but the individual values remain completely uncertain.
An analogy would be two dice that, when rolled, would each yield
a random result but together always add up to 7. Schrodinger
used the idea of entanglement in a famous thought experiment
in which the fuzziness of the state of an atom becomes entangled
with a cat being dead or alive. Surely any cat is either dead or
alive and not in an absurd limbo in between, Schrodinger rea-
soned, and therefore we should question the notion that atoms
can be fuzzy at all.

Einstein, with his collaborators Boris Podolsky and Nathan
Rosen (known together as EPR), took the argument a step further
by analyzing two entangled electrons that are far apart. Imagine
that the spins of the particles are entangled such that when mea-
sured along the same orientation, opposite values will always
result. For instance, if scientists measure one electron spin and
find it to be pointing up, the other will point down. Such correla-
tions are certainly surprising when the electrons are far enough
apart that it is impossible for them to communicate at the speed of
light before their individual spins are measured. How does the sec-
ond particle know that the first one was up? Einstein famously
called this synchronization “spooky actions at a distance.”

The EPR analysis of this case, published in 1935 in a now clas-
sic paper, started from two very reasonable assumptions. First, if
scientists can predict a measurement outcome with certainty,
there must be some property in nature that corresponds to this
outcome. Einstein named these properties “elements of reality.”
For example, if we know that an electron’s spin is up, we can pre-
dict with certainty that if it travels through an appropriate mag-
netic field it will always be deflected upward. In this situation,
the electron’s spin would be an element of reality because it is
well defined and not fuzzy. Second, an event in one place cannot
instantaneously affect a faraway event; influences cannot travel
faster than the speed of light.

Taking these assumptions, let us analyze two entangled elec-
trons held at distant places by two people, Alice and Bob. Suppose
Alice measures her electron spin along the z direction. Because of
the perfect anticorrelation, she immediately knows what the out-
come will be if Bob measures his electron spin along z as well.
According to EPR, the 2 component of Bob’s electron spin would
thus be an element of reality. Similarly, if Alice decides to mea-
sure the spin along the @ direction, she would know with certain-
ty the outcome of a measurement on Bob’s electron spin along a.
In this case, the # component of Bob’s electron spin would be an
element of reality. But because Alice and Bob are far apart, Alice’s
decision to measure along the 2 direction or the « direction can-
not influence what happens at Bob’s. Therefore, to account for the
perfect anticorrelations predicted by quantum theory, the value
of Bob’s electron spin must be perfectly predictable both along
the z direction and the a direction. This appears to contradict
quantum theory, which states, through the so-called Heisenberg
uncertainty principle, that the spin can have a well-defined value
along a single direction only and must be fuzzy along the others.

This conflict led EPR to conclude that quantum theory is in-
complete. They suggested that it might be possible to resolve the
contradiction by supplementing the theory with extra variables.
In other words, there might be a deeper theory that goes beyond
quantum mechanics in which the electrons possess extra prop-
erties that describe how they will behave when jointly measured.

These extra variables might be hidden from us, but if we had
access to them, we could predict exactly what would happen to
the electrons. The apparent fuzziness of quantum particles is a
result of our ignorance. Physicists call any such successor to
quantum mechanics that contains these hidden variables a
“local hidden variable theory.” The “local” here refers to the hid-
den signals not being able to travel faster than the speed of light.

BELL'S TWIST

EINSTEIN DID NOT QUESTION the predictions of quantum mechanics
itself; rather he believed there was a deeper truth in the form of
hidden variables that govern reality. After the 1935 EPR paper, in-
terest in these foundational issues in quantum mechanics died
down. The possibility of hidden variables was seen as a philosoph-
ical question without any practical value—the predictions of theo-
ries with and without hidden variables appeared to be identical.
But that changed in 1964, when Bell startlingly showed that in cer-
tain circumstances hidden variable theories and quantum mechan-
ics predict different things. This revelation meant it is possible to
test experimentally whether local hidden variable theories—and
thus Einstein’s hoped-for deeper truth of nature—can really exist.

Bell analyzed the EPR thought experiment but with one
twist: he let Alice and Bob measure their electron spins along
any possible direction. In the traditional experiment, Alice and
Bob must measure along the same direction and therefore find
that their results are 100 percent correlated—if Alice measures
up, then Bob always measures down. But if Alice and Bob are
sometimes measuring along different axes, sometimes their out-
comes are not synchronized, and that is where the differences
between quantum theory and hidden variable theories come in.
Bell showed that for certain sets of directions, the correlations
between the outcomes of Alice and Bob’s measurements would
be stronger according to quantum theory than according to any
local hidden variable theory—a difference known as Bell’s in-
equality. These differences arise because the hidden variables
cannot influence one another faster than the speed of light and
therefore are limited in how they can coordinate their efforts. In
contrast, quantum mechanics allows the two electrons’ spins to
exist jointly in a single entangled fuzzy state that can stretch
over vast distances. Entanglement causes quantum theory to pre-
dict correlations that are up to 40 percent stronger.

Bell’s theorem completely changed physicists’ thinking. It
showed a mathematical conflict between Einstein’s view and
quantum theory and outlined a powerful way for experimentally
testing the two. Because Bell’s theorem is a mathematical inequal-
ity that limits how high correlations can be under any local hid-
den variable theory, experimental data that exceed these bounds—
in other words, that “violate” Bell’s inequality—will show that
local hidden variable theories cannot describe nature.

Soon after Bell’s publication, physicists John Clauser, Michael
Horne, the late Abner Shimony and Richard Holt (known as
CHSH) found similar inequalities that were easier to test in
experiments. Researchers performed the first trials in the late
1960s, and since then experiments have come closer and closer
to the ideal of Bell’s proposed setup. The experiments have
found correlations that violate Bell’s inequality and seemingly
cannot be explained by local hidden variable theories. Until
2015, though, all experiments necessarily relied on one or more
additional assumptions because of imperfections in the setups.
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Closing All the Loopholes

Quantum mechanics proposes a universe at odds with our intuitive

reality. Some scientists, including Albert Einstein, have hoped that 5 7
alternative theories with so-called hidden variables acting behind
the scenes might explain away some of quantum theory’s weirdest
implications. Until recently, no experiment could conclusively rule
out local hidden variables, but in 2015 that changed.

Einstein’s objections to quantum
theory rested on two basic
principles: realism and locality.

Realism is the notion that objects
have determined properties—an apple,
for instance, is red, or it is yellow.

Locality is the idea that objects can only
be influenced by their surroundings;
influences cannot travel faster than light.

Yet the theory of quantum According to
mechanics suggests that reality quantum mechanics,
is much weirder than that. a particle can be

in two states at

the same time.

Wi

For example, a
quantum apple... ... maynotberedor... ... yellow but... ... asuperposition of both.

Particles can even be entangled with
one another. That is, if you look at
one apple and find it red, the other
instantly becomes yellow.

Entanglement exists no matter
the distance between particles.

1| | [
Einstein refused to accept this concept,
calling it “spooky actions at a distance.”

He claimed there must be local hidden
variables, unknown to observers, that
control this entanglement because
otherwise influences must be traveling
faster than light.
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In 1964 John Bell discovered that

quantum theory conflicts with any

local theories involving hidden

variables. He found a way to test

whether local hidden variables

could account for the apparent
“spooky action.”

In 2015 several groups of
scientists devised versions
of the Bell test that close
both loopholes.

One, at the Delft University
of Technology, starts
with two tiny diamonds.

Electrons have
aspin...

Using two electrons, in two
diamonds separated by 1,280
meters, scientists can be sure
there is no time for communica-
tion even at light speed during
the time it takes to determine
the measurement setting and
detect the electron spin.

superposition,
both up and down.

Scientists use lasers to excite
the electrons, which then emit \
photons that are entangled . ® )

. . Electron !
with the spin of the electrons. y Photon -
/

\

Er{tangled
\

In the nearly perfect carbon lattice
of a diamond, there exists a flaw,
the occasional nitrogen atom.

The Bell test: Two observers would make separate measurements of two
supposedly entangled particles. Bell calculated the maximum amount

of correlation that could arise between the two observers’ findings if local
hidden variables limited by the speed of light were at work.

Experimenters soon
got to work putting °
the test into action.
But two loopholes
left some leeway

for hidden variables.

1. Locality loophole

The measurement stations are close
enough to allow communication with each
other at sub-light speed during a test.

2. Detection loophole
The detectors are only able
to measure some but not

all the entangled particles.

In some places, next to such a
nitrogen atom there is a carbon
atom missing, a “defect center,”
which acts as a trap for electrons.

Those photons travel
across campus until
they meet each other
at detectors.

\

For the first time, a
loophole-free Bell test

@O

At Delft, scientists ran 245 trials
in which a pair of electrons 1,280

When the photons meet, they become
entangled. By extension, their distant
respective electrons—which are
easier to detect and measure than
photons—also become entangled.

® Mirror
& X

. @® — Entangled

Detector

photons

Detection loophole closed

meters apart were entangled.
They measured the particles in
every case and found 80 percent
were correlated—significantly
more than would be possible
with local hidden variables.

Experiments in the U.S., Austria

and Germany found similar results.

These results provide final proof that
local hidden variables cannot explain
the consequences of entanglement.

The universe is
conclusively weird.
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These assumptions provide loopholes that local hidden variable
theories could in principle use to pass the test.

In virtually all such experiments in the 20th century, scien-
tists generated entangled photons at a source and sent them to
measurement stations (standing in for Alice and Bob). The
Alice and Bob stations each measured their respective photon
along one of two orientations, noting its polarization—the
direction in which the photon’s electric field oscillates (polar-
ization can be thought of as the spin of a photon). The scientists
then calculated the average correlations between the two sta-
tions’ outcomes and plugged those into Bell’s equation to check
whether the results violated the inequality.

TESTS WITH CAVEATS

THE FIRST SERIES OF EXPERIMENTS used fixed measurement direc-
tions. In these cases, there is ample time for hidden variables
(using knowledge of the measurement directions on either side)
to influence the outcomes. That is, hidden signals could tell Bob
which direction Alice used to measure her photon without trav-
eling faster than light. This so-called locality loophole means
that a hidden variable theory could match the quantum correla-
tions. In 1982 French physicist Alain Aspect and co-workers
performed a test where the photons were sent to opposite ends
of a large room and their polarization measured. While these
entangled photons were in flight, the polarization angle of the
measurement device changed periodically. In the late 1990s
Anton Zeilinger, now at the University of Vienna, and his col-
leagues further improved this strategy by using truly random
(as opposed to periodic) polarization-measurement directions.
In addition, these measurement directions were determined
very shortly before the measurements took place, so hidden sig-
nals would have had to travel faster than light to affect this
experiment. The locality loophole was firmly closed.

These experiments had one drawback, however: photons are
hard to work with. Most of the time the tests got no answer at
all, simply because the photons were not created in the first
place or were lost along the way. The experimenters were forced
to assume that the trials that worked were representative of the
full trial set (the “fair sampling assumption”). If this assump-
tion was dropped, the results would not violate Bell’s inequality.
It is possible that something different was happening in the tri-
als where photons were lost, and if their data were included, the
results would not be in conflict with local hidden variable theo-
ries. Scientists were able to close this so-called detection loop-
hole in this century by giving up photons and using matter, such
as trapped ions, atoms, superconducting circuits and nuclei in
diamond atoms, which can all be entangled and measured with
high efficiency. The problem is that in these cases the particles
were all located extremely close to one another, leaving the
locality loophole open. Thus, although these Bell tests were in-
genious, they could all, at least in principle, be explained by a
local hidden variable theory. A Bell test with all the loopholes
closed simultaneously became one of the grandest challenges in
quantum science.

Thanks to rapid progress in scientists’ ability to control and
measure quantum systems, it became possible in 2015, 80 years
after the EPR paper and 51 years after Bell’s equation, to carry
out a Bell test in the ideal setting, often referred to as a loop-
hole-free Bell test. In fact, within a short span of time, four dif-
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ferent groups found results that violated Bell’s inequality with
all loopholes closed—providing ironclad evidence against local
hidden variable theories.

CLOSING THE LOOPHOLES

ONE OF Us (Hanson) and his collaborators performed the first exper-
iment to close all loopholes at the Delft University of Technology
in the Netherlands using a setup [see box on preceding page] that
closely resembles the original EPR concept. We entangled the
spins of two electrons contained inside a diamond, in a space
called a defect center, where a carbon atom should have been but
was missing. The two entangled electrons were in different labo-
ratories across campus, and to make sure no communication was
possible between them, we used a fast random-number generator
to pick the direction of measurement. This measurement was fin-
ished and locally recorded on a hard drive before any information
from the measurement on the other side could have arrived at
light speed. A hidden signal telling one measuring station which
direction the other had used would not have had time to travel
between the labs, so the locality loophole was firmly closed.

These strict timing conditions required us to separate the two
electrons by more than a kilometer, about two orders of magni-
tude farther apart than the previous world record for entangled
matter systems. We achieved this separation by using a tech-
nique called entanglement swapping, in which we first entangle
each electron with a photon. We then send the photons to meet
halfway between the two labs on a semitransparent mirror where
we have placed detectors on either side. If we detect the photons
on different sides of the mirror, then the spins of the electrons
entangled with each photon become entangled themselves. In
other words, the entanglement between the electrons and the
photons is transferred to the two electrons. This process is prone
to failure—photons can be lost between the diamonds and the
mirror, just as in the earlier photon-based experiments. But we
start a Bell trial only if both photons are detected; thus, we deal
with photon loss beforehand. In this way, we close the detection
loophole because we do not exclude the findings of any Bell test
trials from our final results. Although the photon loss related to
the large separation in our case does not limit the quality of the
entanglement, it does severely restrict the rate at which we can
conduct Bell trials—just a few per hour.

After running the experiment nonstop for several weeks in
June 2015, we found Bell’s inequality was violated by as much as
20 percent, in full agreement with the predictions of quantum
theory. The probability that such results could have arisen in any
local hidden variable model—even allowing the devices to have
maliciously conspired using all available data—was 0.039. A sec-
ond experimental run conducted in December 2015 found a sim-
ilar violation of Bell’s inequalities.

In the same year, three other groups performed loophole-free
Bell tests. In September physicists at the National Institute of
Standards and Technology (NIST) and their colleagues, led by
one of us (Shalm), used entangled photons, and in the same
month, Zeilinger’s group did so as well. Not too long after,
Harald Weinfurter of Ludwig Maximilian University of Munich
and his team used rubidium atoms separated by 400 meters in a
scheme similar to that of the Hanson group (the results were
published in 2017).

Both the NIST and Vienna teams entangled the polarization



state of two photons by using intense lasers to excite a special
crystalline material. Very rarely, about one in a billion of the laser
photons entering the crystal underwent a transformation and
split into a pair of daughter photons whose polarization states
were entangled. With powerful enough lasers, it was possible to
generate tens of thousands of entangled photon pairs per second.
We then sent these photons to distant stations (separated by 184
meters in the NIST experiment and 60 meters in the Vienna exper-
iment) where we measured the polarization states. While the
photons were in flight toward the measurement stations, our sys-
tem decided which direction to measure their polarization in
such a way that it would be impossible for any hidden variables to
influence the results. The locality loophole is therefore closed. The
most challenging aspect of using photons is preventing them from
being lost, as we must detect more than two thirds of the photons
we create in our setup to avoid the detection loophole. Most con-
ventional single-photon detectors operate at around 60 percent
efficiency—a nonstarter for this test. But at NIST we developed
special single-photon detectors, made of cold superconducting
materials, capable of observing more than 90 percent of the pho-
tons that reach it. Thus, we closed the detection loophole as well.

Repeating these polarization measurements on many differ-
ent entangled photon pairs more than 100,000 times per second,
we were able to quickly accumulate statistics on the correlations
between the photon polarization states. The correlations ob-
served in both experiments were much stronger than those pre-
dicted by hidden variable theories. In fact, the probability that
the NIST results could have arisen by chance is on the order of
one in a billion (even less likely than winning the Powerball lot-
tery), and the chances are even smaller for the Vienna experi-
ment. Today our NIST group regularly uses an improved version
of our setup to violate Bell’s inequalities to a similar degree in
less than a minute, and future improvements will speed this up
by two orders of magnitude.

HARNESSING ENTANGLEMENT
THESE EXPERIMENTS FORCE US TO CONCLUDE that any local hidden
variable model, such as those Einstein advocated, is incompati-
ble with nature. The correlations between particles we have ob-
served defy our intuition, showing that spooky action does in-
deed take place.

Our results also hint at the remarkable power contained in
entanglement that we may be able to put to use. A near-term
application where loophole-free Bell tests can be useful is in gen-
erating randomness. Random numbers are a critical resource in
many cryptographic and security techniques. If you can predict
the next number a random-number generator will produce, you
can hack many financial and communications systems. A good
source of randomness that cannot be predicted is therefore of
vital importance. Two of the most common ways to generate
randomness are through mathematical algorithms or using
physical processes. With mathematical algorithms, if you know
the conditions used as a “seed,” you can often predict the output
perfectly. With physical processes, a detailed understanding of
the underlying physics of the system is required. Miss even a sin-
gle detail, and a hacker can exploit or control the randomness.
The history of cryptography is littered with examples of both
types of random-number generators being broken.

Quantum mechanics has handed us a gift, though. It is possi-

ble to “extract” the randomness inherent in quantum processes
to produce true randomness. The correlations measured in a
loophole-free Bell test can be distilled into a certifiably random
string. Remarkably, it is possible to hand part of the experimen-
tal apparatus (the generation of the entangled particles) to a
potential hacker to control. Even in this extreme case, it is possi-
ble to produce numbers that are as random as nature allows. In
early 2018 our team at NIST was able to use our loophole-free
Bell setup to extract 1,024 truly random bits from 10 minutes of
experimental data. These bits were certified to be random to
better than a part in one trillion. In contrast, it would take a con-
ventional random-number generator several hundred thousand
years to acquire enough data to directly measure the quality of
their randomness to this level. We are working now to incorpo-
rate our random-number generator into a public randomness
beacon. This tool could act as a time-stamped source of random
numbers that is broadcast over the Internet at fixed intervals
and can be used in security applications by anyone who needs it.

On a more general level, the techniques developed in loop-
hole-free Bell experiments may enable fundamentally new types
of communications networks. Such networks, often referred to
as a quantum Internet, can perform tasks that are out of reach
of classical information networks. A quantum Internet could en-
able secure communication, clock synchronization, quantum
sensor networks, as well as secure access to remote quantum
computers in the cloud. Another goal is “device-independent
cryptography,” in which (in close analogy to the randomness
beacon) users can validate the secrecy of a shared key through a
violation of Bell’s inequalities.

The backbone of a future quantum Internet will be formed by
entanglement links precisely like the setups used to test Bell’s
inequalities with diamond defect centers, trapped atoms and
photons. In 2017 our team at Delft demonstrated a method to
boost the quality of remote entangled spins, and in 2018 we
improved the entangling rates by three orders of magnitude.
Based on this progress, researchers are working toward a first
rudimentary version of a quantum Internet that is scheduled to
be realized among a few cities in the Netherlands in 2020.

Eight decades ago when quantum theory was being written,
skeptics chafed at its apparent contradiction with the centuries
of physical intuition that had been developed; now four experi-
ments have dealt the final blow to that intuition. At the same
time, these results have opened the door to exploit nature in
ways that Einstein and Bell could not have foreseen. The quiet
revolution that John Bell kicked off is now in full swing.
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