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Regulating the digital environment

As alscussed in Chapter 3, the process of digitisation is proving to be a logist-
cal challenge for lawmakers. In the real world we design laws to protect phvsical
zoods and to control the actions of corporeal individuals, Thus, as was discussed
in Chapter 1, 5. 1 of the Theft Act 1968, expects that stolen goods are tangible.
Similarly, and as discussed in Chapter 3, Copyright Law, although a law desig
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tor deal with intangible goods, makes use of the physical environment to assist in
the regulation of copyright infringement, while personal data privacy was, prior to

digitisation, protected in part by the environmental factors which made storage of,
azccess to, and cross-referencing of information held in physical files expensive and
time consuming. The societal move from value In atoms to value in bits therefore
offers a major challenge to lawmakers as it suggests traditional legal rules require to
be re-evaluated when we consider extending them into the digifal environment. For
example, should the provisions of real world laws such as the Theft Act 1968 apply
to virtual universes where virtual property is acquired and sometimes stolen?! Simi-
tarly should the legal provision designed to prevent abuse of children in the produc-
fion of child abuse tmages, found in 5. 1 of the Protection of Children Act 1978, be
extended to prevent the production and possession of pseudo-images; images which
appear to portray the abuse of a child but which have been computer generated??
These challenges of digitisation, allled to the ability of internet communications
o cross borders without being subjected to border controls, led some lawyers and
academics to suggest that traditional legal rules, predicated on the dual foundations
of physicality of geods and persons and jurisdictional boundaries, could not be
extended to Cyberspace. They believed that the incorporeal and borderless

nature of
the digital environment would render traditional lawmakers powerless, and would
empower the community within Cyberspace to elect its own lawmakers and to
design its own laws tailored fo that environment, Others disagreed, and for 2 period
of time the argument was not about which laws should be applied in the digital
environment: it was more simply could we regulate the actions of individuals in the
digital environment at all?

This guestion will be discussed in depth in Ch. 21,
* "This question will be discussed in depth in Ch. 14
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ities to engage in the trading and viewing of child abuse iinages remains at
iprehension and prosecution in the UK as their corporeal body is at all times
tio the actions of UK Law enforcement authorities.® This belies Barlow’s claim
itional lawmaking and enforcement bodies ‘do not possess any methods of

sirvement we have true reason to fear’ and led to a number of responses indicating

P

4.1 Can we regulate the digital environment?

4.1.1 Cyberlibertarianism

On B8 February 1996 John Perry Barlow published his declaration that Cyberspace was a
separate savereign spa re i3 nothing about the nature of the digital environment which naturaily
is individuals from the controls of real world lawmakers and law enforcement
rities. Professor Chris Reed calls this cyberlibertarian environmental argument
Cyberspace fallacy” pointing out that: ‘[this] states that the internet is a new

srisdiction, in which none of the existing rules and regulations apply. This jurisdic-
o [ £

s where real world laws and real world governments were of little

ot o eltect ! His Declaration of Independence for Cyberspace was a powerful challenge to
fawmakers and law enforcement bodies,

tennas no physical existence; it is a virtual space which expands and contracts as the
erent networks and computers, which collectively make up the Internet, connect
toand disconnect from each other ... A moment's thought reveals the fallacy. All the

S

ot vé e sovereigniy -
i fave no moral dght o rule us nor 'do you possess any methads of

rue reason to fear

Weary gia steel you are rot welcome amén'g"u_é _a'n"cé:'h_a

ters Involved in an Internet transaction have a real-world existence, and are located

v one or more legal jurisdictions ... It is inconceivable that a real-world jurisdiction

- rforcerment we b

d deny that its laws potentially applied to the transaction.”™ As Reed goes on to

s
L where we gat]

The Daal part of this sentence sets out one of the key suppotts utilised by the school
of thought that was seon to become known as eyberlibertarianism. They believed
that as traditional lawmakers may enly enforce thelr laws within the confines of thelr
legal jurisdiction, subject of course to a fow specizlised examples of extratersitorial
eifect,? when a citizen of a real world jurisdiction, such as England and Kales, enters
Cyberspace they cross a virtual border to a new sovereign state where the laws of
the old state they left are no longer legitimate or vaelid. Further hecause this person
Is in a virtual {digital) environment they have no corporeal body to imprison and
any digital goods they own are in limitless supply meaning that the sequestration of
goods Is an impractical method of punishment. This led to the belief, as expressed
by Barlow, that traditional lawmakers could not enforce their laws against {;Hizcns
of Cyberspace,

There is an obvious weakness [n this argument. When one visits Cyberspace one
does not travel to that place. U
such as Narnja or Alice’s

tmaginary worlds of childhood fantasy

VY

vonderiand, Cyberspace is not somewhere to which we
are physically transported. This means that

it an individual were to engage in illegal
or anti-social behaviour online their corporeal body {and all the assets owned by
that individual) remains at all times subject to the direct regulation of the state in
which they are resident at that time Thus a UK citizen who visits online paedophilic

FL Barlow, A Declaration of Independence for Cyberspace: hitp:/fhomes.eff.arg/~harlow/
Declaration-Final html. ‘ ’ 7 ”

" For mple Sch, IT of the Sex Offenders Act 1997 glves courts in the UK jurisdiction to
LORRCL M citizens and residents who commit sex affences against children abroad. This law
fies to British citizens and residents and is applicable even where the person i question was
British citizen or UK resident at the time of the offence but has subsequently become one.

s thie stade which the assets are to be found. )

dermonstrate, wherever traditional law enforcement bodies have faced the challenge

tion and choice of law, have proven effective in identifying the correct forum and
toaast rules to apply.

‘he lack of physicality found in the digltal environment forms only part of the
{yberlibertarian school of thought. The other kev support, alluded to in Professor
Keed's response, is that real world law enforcement bodies lack legitimacy to interfere

in the operations of ‘Sovereign Cyberspace’. This is predicated upon the twin beliefs
o> s

that there is a border between real space and Cyberspace, a border not dissimilar to
that we iind between jurisdictions in real space, and that once one<rosses this border
into Cyberspace, one may move freely about in Sovereign Cyberspace’ without bar-
o1 challenge. In other words the Cvberlibertarian School believed that Cyherspace

a separate state, although not physically,

this concept is most fully explored in the groundbreaking work of two US Law
frofessors, David Johrson and David Post who in May 1996 published their highly
infiuential paper Law and Borders—The Rise of Law in Cyberspace. In this paper they
setout fully, and for the first time, a legal interpretation of the Cyberlibertarian con-
tention that reguiation founded upon traditional state soversignty cannot function
effectively in Cyberspace, They argued that as individuals in Cyberspace may move
seamlessly between zones governed by differing regulatory regimes in accordance
with their personal preferences it was bmpossible to effectively regulate the activities

of these individuals,

© As has been demonstrated on many occastons; see, e.g. Rov Fellows & Armold [1997] 2 AL ER
548; R v Bowdes flonathan) [2000 GR 88; Atkins v Director of Public Prosecurions [2000] 1 WLR 1427
or K. v fuyson [2002] EWCA Crim 683,

P (. Reed, Internet Low: Text and Materials (2nd ed. 2004). ¢ ibid, 174-175.

¢ A8 Stanford Law Review 1367 (1996),




2 UK these images may be lega
osted in the US and visw i on his computer ir
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SEVETE! OVErIeas newws o Fens and gossip sites which are all accessizle in the UK, 1t would
cvon b . i . ., [ i £t
1 SVen ne pos QLISOAS name, in breach of the Contarnpt of

Court Act overssas,

“lhl.S mean?.t that citizens of Cyberspace could engage in g practice known as regulatory
arbitrage, This occurs when an individual or group may potentially be regulated by a num-
ber of alternate regulatory bodies and is offered the opportunity to choose 'v«;hiciq one to
be regulated by, The individual then arbitrages (o1 plays off) these reguiators against each
other to seek the best regulatory settlement for the individual, [n our vhicene publications
exainple our UK resident in the real worid is directly regulated by the UK border and police
forces. There is no opportunity to arbitrage their regulation (in e worcing the Obscene Pub-
lications Acts) against anyorne else without feaving the jurisdiction of the UK courts, But in
Cyberspace he or she may seek the shelter of the US regulatory authorities by scurcing their
pornographic content from US hased wab servers. Technically the UK 'resiéent mm:’;im in
breach of 5. 42 of the Customs Consolidation Act 1876 which makes it an offence to import
indecent or ohscene prints, paintings, photographs, books, cards, lithographic or other
shgravings, ot any other indecent or obscene articles. But with sSurveys suggesting that 10
million UK adults visit pornographic websites, " it is clear the authorities simply do not
have the resources to prosecute such a mass programime of disobedience, This is‘ demon-
strated by the fact that to date there have heen no prosecutions in England and Wales under
either the Customs Consolidation Act or the Obscene Publications Act 1959 for privately

See A M Fr S CThe N i

See A, M..} roomkin, “The Infernet as a Sowrce of Regulatory Arbitrage’ in B. Kahin & €. Nesson

Horders in Cyberspace (19973 .

Arthony Barmoe & & io (] : H iy ;

Winony Barnes & Sophie Goodchild, Porn LK, The Independent on Sunday, 28 May 2006
S — P, Si- - : [ - . ) ’ '

wwendependent.oo.uk/news/ uk/this-britain/porn-uk-480084 html.
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“g obscene material using an Internet connection. Thus the UK resident can safely
e the UK regulatory framework of the Obscene Publications Acts and the Customs
wsclidation Act for the US regulatory framnework which has protection from the US First

whment.? This allows, at least in cyberlibertarian theory, the citizen of Cyberspace to
1 different regulatory regime from that which regulates his or her activities in real
ndenmining the effectiveness of traditional lawmaking processes and law enforce-

ferspace’ would largely be

institutions,  Accordingly, the only effective ‘Law of
crenmined by a free market in regulation in which network users would be able to choose
ase rule sets they found most congenial. Johnson and Post maintained that the various
crisions of inter-networking could be governed by ‘decentralised, emergent law’

crein customary and privately produced laws, or tules, would be produced by decen-
ed collective action leading to the emergence of common standards for mutual coor-
dination.™ In other words, they believed that the decentralised and incorporeal nature
o Cyberspace meant that the only possible regulatory system was one which developed
nically with the consent of the majority of the citizens of Cyberspace.™

vherlibertarianisim is clearly attractive for internet users. It suggesis the devel-
sment of new internet only Jaws designed to reflect the values of the community
of internet users and separate from the old world values of state based lawmakers.
frs we could Imagine copyright evolving to allow a private use copving right
wiich would allow individuals to make multiple copies of files for use on several
levices (Home PC, Laptop, Smartphone, MP3 plaver, eic.) or as appears to be the de
fecto position a relaxation of Indecency laws to allow for far greater distribution of
adult content, There are though clearly problems with such an approach. The first

15 who makes up the community of internet users, and who is authorised to speak
for them?

The problem that the cyberlibertarians had to address was there is no homogenous
community of internet users; instead in Cyberspace there are a series of heterogeneous
communities with few shared values. This problem was highlighted by Professor Cass
runstein in his book Republic.comt where he suggested that the nature of the {nternet
was to lsolate individuals behind flters and screens rather than to provide for commu-
P building and dernocratic discourse. ™ Sunstein suggested that while a well function-
ing system of delitherative democracy requires a certain degree of information so that

citizens can engage in monitering and deliberative tasks, ™ the ability to Olter informa-
information in two

don offered by digital technologies interferes with the flow of this
ways. The first is that the user may simply choose not to recelve some of this informa-
tion by using filters to ensure they only receive information of inderest to them. As

such there is no homogensity of information across the macro community of users of

U Repo v ACLLT 321 TIS 844 (1997,

© This notion parallels the concept of poiveentiic or no
Law' 7(1} Flumane Studies Review 4 {1991/2); T Bell, Polveen
presented at The Mont Pelerin Soctety: 1998 Golden Annive
lrttp fwww tomwhell.com/writings/FAH htmi.

" Johnson & Vost, above n. 9. See also D Johnson & 1 Post, ‘The New “Civic Virtue” of the
Internet: A Complex Systems Model for the Governance of Cyberspace’ in C.M. Firestone (ed.),
The Emerging Internet (1958 Annual Review of the nstitute for Information Studies),

5 CL Sunstein, Kepublic.com (2001, W oibid, 174,

¢ faw, See 1. Bell, ‘Polveentric
hie New Millennium.' Paper
g, at Alexandria Virginia:
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the internet making truly deliberative democratic discowrse impossible. Further Sun-
stein recogni

sed that with the advent of internet communications it becomes easier to
tocate likeminded individuals whatever one’s shared interests may be. This creates in
Sunstein’s words ‘fringe communities that have a common ideclogy but are dispersed
geographically’ ¥ In turn this leads to com munity fragmentation. There are little in the

way of commmon experiences and knowledge among the larger macro community of

Internet users. As Sunstein quickly demonstrated there can be no cyberiibertarian ideal
of a ‘decentralised, emergent law’ as decentralised collectyve action is highly unlikely
o lead to the emergence of common standards for mutual coordination in the highly
decentred and filtered envizonment of Cyberspace,

If Sunstein was correct this meant that Cyberspace lacked the neCessary homogene-
ity to achieve the necessary levels of Internal democratic discourse needed for the ore-
ation of Cyberspace Law and as a result the internet could not be effectively regulated
from within. But, as Post and Johnson had demonstrated, al

empts to impose external
regulatory settiements in Cyberspace would be equally ineffectual due to the effects of
regulatory arhitrage and a lack of physical borders. This suggested an imipasse. There
had tobe a leg
fe

antisocial and anti-market activities such as the trade in vornography and copyright

framework which could be utilised in the online environment for it €0

rish as a place to do business, further there had to be a way to regulate and eliminate

ing dightal me

4.1.2 Cyberpaternzlism

crspace was

4 new schioo] of thought was developing, one which did not believe Cy
immane from regulatory intervention by real world regulators. Ong
gest early «r

{ the stron-

¢ of the cvberlibertarian posit

Law School. Despite sy

£
teads to the disinfegration of territorial borders as the foundation for regulatory
governance, Reidenberg argued that new models and sources of rules wore baing
created in their place. He identified two new regulatory borders arising from new
rfe-making processes involving States, the private sectorn, technical interests, and
citizens, Me believed the first sef of these were made up of the contractua! agree-
1 the
ok architecture. The key to Reidenberg’s analysis was this second border, the

menty among various Internet Service Providers. The second was to be found

iy of the Internet which unlike the geography of the natural world was
man-made and In our control.

dividual user of
Lo the direct control of the state where the individual &s resident,
as the trade in chiid pornography will be directly regulated in this
s more genarally harmiul or antisocial behavioar which is being
umbes of users of online services and for whom direct legal regulation
Ibe linpracticable due to the large numbers of persons invalved.

onling sery
[irectiv b
fashion. Wha
engaged upon by
through the courts w
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merg claimed that technical standards could function like geographical borders
Loy entablish default boundary sules that impose order in network environments.
hie network architecture as a proxy for regulatory architecture Reidenberg sug-
Lo new way of looking at control and regulation in the caline environment a
alisation he called ‘Lex Informatica’ s This draws upon the principle of Lex
rorizandrefers to the laws’ imposed on network users by technological capabilities
wwstem design choices. Reidenberg asserted that, whereas political governance pro-
cewes usually establish the substantive laws of nafion states, In Lex fnformatica the
sources of default rule making are the technology developer(s) and the social
sesses through which customary uses of the technology evolve ™ To this end, he

¢d that, rather than being inherently unregulable due to its design or architecture,
irtternet is in fact closely reguiated by its avchitecture,

beidenberg contended that in the light of Lex fformatica’s dependence on design
. the attributes of public oversight associated with regulatory regimes, could be
ained by shifting the focus of government actions away from direct regulation of

Crbierspace, toward iefluencing changes 1o its axchitecture. Reldenberg's concept of reg-
Ei"j.-'. control being implemented through the control mechanisms already in place
he network architecture led to development of the new cyberpaternalist school. This
tiow sehool viewed legal controls as merely part of the network of effective regulatory
rols in the online environment and suggested that lawmakers seeking to control
thie online activities of their citizens would seek 1o indirectly control these activities by
mandating changes to the network architecture, of by supporting self-regulatory activi-
ies of network designers. This idea was most fully deveioped and explained by Professor
Lawrence Lessig in his classic essay Code and Other Laws of Cyberspuce.” Lessig contends
here are four ‘Modalities of Regulation’ which may be used individuaily or col-
oly either divectly or indirectly by regulators to control the actions of individuals

oifline or online ® Further, Lessig suggests that Johnson and Post were wrong to suggest
t regulatory athitrage must undermine any attempt to regulate the activities of indi-

i

aals online as regulators draw their legitimacy from the community fney represent

. e . o e e e vy ey wh e
1d regulate) and as individuals we are therefore tied 1o the regulator in a way which

' PE qar ~My1iet o e Y4 -
and Post fail to recognise. As Lessig says: ‘Bven if we COuid constract cyber

- " . N e e A - ‘_gi SRt o i
e on the model of the market there are sbrong reasons not 1o, As life moves online,

and more and mote citizens from states X, Y, and 7 come to interact in cyberspaces A, B,
ell need t0 develop the kind of responsibility and atten-

and {0, these cyberspaces may w

ron that develops (ideally) within 2 democracy, Or, put differently, if cyberspace wants
B 1 Qe T F « ¥ g ‘

to be considered its own legitimate sovereign, and thus deserving of some measue

20

of independence and respect, it roust become more clearly a Cltizen soveraignty .

oy Laiw

# [ Retdenberg, 'Governing Networks and Rule-Making in O3 e {1¥96) 45 ¢ :
Journal 9171; 1, Reidenbery, 'Lex informatica: The Formation of [nformatian Policy Rules Through
Technology' 76 Texas Law Review {1998), 553, . S

* Onthe role of software designess in default rule making see P Quintas, ’501;wa¢ by L‘}emgn'
in R Mansell and R Silverstone (eds), Convnunication by Desigr; The Politics ”frf?ffm'f?'l”ff(f” it
Communication Technologies (1998). 2l Rasic Books (1999}, #ibid, B8,

1. Lessig, Code Version 2.0, (2006), 290,




hus johnson and Post's position that regulatory arbitrage, coupled with a phivsical
Border between real space and Cyberspace must lead to the development of a distinet
and separate body of law for Cyberspace is in Lessig's view tautologous. By attempting
to reject real world regulation citizens within Cyberspace undermine the possibility
of competing real world regulators recognising the independence of Cyberspace as 4
soverelgn space meaning that attem pts to develop a separate set of principles for Cyher-
space will fail. For Lessig the key to regulating all activity, whether it happens to be In
the online or the offline enviromment is to be found in ks four modalities of regulation:
(1) laws (23 markets (3) archirecture and (4) norms. Lessig believes that regulators may
Uy using carefully selected fybrids of the four to achieve whatever regulatory outcome
they desire, If Lessig is correct there is no doubt that we can regulate the digital environ-
aent and the cyberlibertarians were mistaken in their claims to the con Erary.

4.2 Lawrence Lessig’s modalities of regulation

Lawrence Lessis asked us L reconsider now one is regulated o1t a day-to-dav basis,
& & 7 p

Although the law may say it is illegal to steal it is not usually the legal imperative that

Prevents most of us from s

ling, rather the raajority of people do not steal because

they do not want to steal in the first place.

2o not steal, not because we fear impris-
onment but becavse we have boen morally conditioned o accept that theftisa morally
reprehensible act. Lessig concluded thar four factors, or modalities, control the activi-
ties of individuals and each of these modalities functions by acting as a constraint on
the choices of actions that individuals have, Thus law con strains through the threat of
punishment, social norms constrain through the application of societal sanctions such
as criticism or ostracism, the market constrains through price and price-related signals,
and architecture physically constrains {exary ples include the locked door and the con-
“rete parking bollard). To demonstrate how these four modalities funciion collectively
on the choice of actions an individual Lessig had us imagine a ‘pathetic dot’ which rep-
resents the individual and then graphically represented the four modalities as external
forces which act bpon that dot in control of its actions, This is seen in Figure 4.1,

Lessig demonstrated how these modalities function by using examples such as the
regulation of smoking® or in the Supply of illegal drugss

or the right of 2 woman to
choose to have an abortionx A further contemporary example, perfect for g discuse
sion of digital property rights, mav be found in regulating the jllegal secondary market
for copyright Infringing MP3 music fles. Tt is clear that in the UK anvone who makes
a topy of a copyright protected MP3 muysic file without the consent of the copyright
holder commits a nfringement of that copyright.” Turthier anvone who makes a copy
of an MP3 dile with the intent to sel] Or hire that copy or distribute it in the course of

siness commits a eriminal offence® Thus the legal controls on copyright infringement
ate clear. The law states that one cannot make and/or distribute a Copy of g protected
vork in the UK without facing civil, or possibly even criminal, sanctions. To use the lan.
-awience Lessig the modality of law has been employed to prevent this acivity.

. = ibid, 131, ¢ ibid, 132,
5017, “ibid, 5. 107.
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sig's modatities in action

vrence Lessig CCBY! SA

A} 3 3 . 1z of Berle fmnact as inddisd "31"{".{—}."
it appears that the application of the law in this area is of little mpact as individuals

This failure of the law 0 control

inue o download and share music using illegal sources

LR

incivigdual

sing ool wch as BitTorrent.® Bat
the network to evade legal controls and do s¢ by using tools such as BitTorren
1i1Y IR EAS =

H b PR L N warbai o 5 e Y ‘Cfft‘iiﬁ
does ot mean that the MP2 market is not subject to control. For while the direct
AN LS54 853 DN R L

faliti tde an ¢ rative means of regulation,
2 law may be failing the other modalities provide an alternative means of regulat
- o ; . - ~ s tirrpoetill ro Tty
g’ ities is markets and here the first successiul reguiaton
The second of Lessig's modalities is markets and here the first suc ,3 ?ﬂd ”
7 ‘ - f ogles z as PG and
intervention may be seen. With the success of fechnologies such as the iPod and |

is market

; for online MP2 sales, T
ister product funes Apple plongered the technoiogy for online MP2 sales, 7T
T Sl g 2 AL ALY SR

now massively expanded with a varlety of services offering the opporm
FLOW SlianalY T A5 H k ‘ ]
H Ynn v de b ey e g @ B g e m B rlees
1y buy an MP3 wrack or album, or offering subscription sery ces s¢ to you
on sts of these sorvices have

on a maonthly basis for pavment of a fee™ As the ¢

s iha

srvsic downloads are

e, we saw for the first time in 2008 clear ev

=~ While historicelly the copyrig _
H H C A A R,
ing technologles such as Napster {(A&M Record:
a5 proved a o

t 1t inndustry

ains in operation pending an appeal while other

: Wil

s Bits Unlimited service costs

; 23.95 per month for unfimited access to
¥ For example, $
the enlire Napster catalogue. - _ n
*The price of Napster's unlimited service dro
val of Amazon in the MP3 download market has seen
f Amazon in | S o oac ke has seen !
539p and albums for £3 compared to Apple’s 79p and £7

om £14.95 to £9.95 in 2008, while the
1 major provider offer single tracks for

7




growing faster than illegal file sharing in the UK. Where the legal control failed to have
impact we fin Atz market solution seems aving effect. This i 1 i

I vju 1& fnd that 2 market solution seems 1o be hav ing effect. This is exactly as Lessiy
predicted. Inn the digital environment while the effect of direct legal controls is often
diuted by a v eness from the law ' : k of

d Iﬁ remoteness from the law enforcement authority and by a lack of border

controls other modalities are strengihened including market modalities which benefit
from greater transparency and speed of Inforimation,

The MP3 music market also demonstrates somrething else about the way Lessig's modal-
ities function in the i gital environment, It rnight te assumed that the most effective Way
to preventillegal file sharing is to adjust the architecture of the digital files which carry the
music to make iWegal sharing of them impossible, This i< the indis i ,

‘ . ake illegal sharing of them smpossible, This s the industry solution predicted
by Lessig. Like Refdenberg he saw our ability to manipulate the network architecture as
the most obvious developmoent in Cyber-reguiation, Where laws failed to have effect he
believed industry would furn more 1o architectural or design-based modalities; “We can
bulld, or architect, or code cyberspace to protect values that we helieve are fundamental.
Or we can build, or architect, or code cyberspace to allow those values to disappear. There

£ - £ v

is no middle ground. There is no choice that does not ineluds some Kind of building’ »

in the case of MP3s the music Indusiry did just as Lessig predicied. They began to

il s et o o 2l £ o

: . th ¢ farmnous include Cactus Data Shield
used by BMG and Universal Music, Sony Extended Copy Protection, and most famous
of all Apple’s FairPlay used on Tunes products. These systems were reinforced by strong
legal provisions promulgated by the World Intellectual Property Organisatioﬁ-"* ang
which once implemented in feading markets made it iliegal to remove or reverse engi-
neer the DRM protection in the US* and in the Lurepean Union.™ What has happened

See TFPL, Diyital Music Repore 2608 netp:/ v ifpl org/content/library/ DAMR2O0] pdf
* Lessig, above n, 23, 5. N o S
* Article E.E af the ‘»-“}"H‘{_? Copyright Treaty of 1996 requires that: [States] shall provide adequate
1cfgalr protection and effective legal remudies agalnst the cireumvention of effective technological
measures that are used by authors In connection with the exercise of their rights under this 'Z'rea‘i\ o
the Berne {':-'\'Jil\-’i‘rlj\'iol‘l and that restrict acts, in respect of their works, which -ae? nat aurhmi‘_ . ‘U‘»‘I'ﬂ’lé
authoxs_conterrma\é or permitted by law’. Jn zddition Article 18 of the WIPO Perfarmances and Phono-
grams.]rea%y 'of 1886 rgqxzi_res that: ‘[States] shall provide adeqguate legal protection and effoctive legal
remedies against the clcumvention of sfective technol wical measures that are 1 .
or pr.!f)(iu{‘,k‘l‘s of phonograms in connection with the exercise of their ighits under this Treaty and that
eestrict acts, in respect of thelr performances or phonograms, which ate not authorized E}‘;’ the r‘“eré.'(;m;
HS; or the producers of phonagrams concerned or permitted by law.’ S
: cit b schnological measure that effectively controls access to a work
protected under this title’. The penalty {07 50 doing being the possibility for statutory damages
cfup to $2,500 for each violation in addition to actial damagestshould a)ci\:’é'l (.dS'E is ‘D'rm,: h; g’{ﬁ
criminal cases (where the accused is deemed (o have acted wilfully and for purposes of comn zieré‘hl
va::ivaf]tage or private financial gain (note this includes fle ’sha:in/g}) for a first of-fseizce vbulruav ‘r;"
maptisoned for up to five years and fned up to $500,000. For subsequent offences you 1-11-1'5»“ bg
m{prismled for up to ten years and Aned up to $1,000,000. ’ e
" Article 6 of the Directive on Harmonlsation of Certain Aspects of Copyright and Related
Rights in the [nformation Soclety (Din 2001/29/EC) requires states #0 ‘;DL‘iji;idg adequate}egﬂ
protectioxf against the circumvention of any effective techaological measures, which the De:‘mlr;
r:on{‘.eAmm carries out in the knowledge, or with reasonable grounds to know, that he orkflé i5
pugsuing that objective’. [n the UK this has been given effect in the Copyright and Related. ﬁi hits
Regulations 2003 (ST 2003/2498). T T

¥ perioriiers

containing the CDS softwaze would not play on non Windows operating sys-

:11 game systems such as the Xbox or the Playstation 2 or on older CID players

ol protected discs with audible errors. As a result discs released with CDS

o be reissued in a non-protected format rendering the DRY protection value-

tme of writing the author is unaware of any music releases still protected by

! v of Sonv's Extended Copy Protection (XCP) system is even more teliing.

s sony released Aftv-two titles with XCP protection. It quickly became apparent

Psystem instalied a rootkif, that is a pilece of software installed without per-
i o1 the user's comnputer which can take control of hardware settings, and that
o a design flaw in this the software created security heles which could be exploited
cious software such as worms or viruses. Within fifteen days ¢f the flaw belng
ed Sony BMG announced that it was backing out of its copy-protection soft-
lling unsold CDs from all stores, and offering consumers to exchange their
v versions lacking the software” Finally Apple FairPlav. It is by far the most
and successful DRM. It is designed to ensure people do not swap purchased
across Apple music devices, FairPlay encrypted audio tracks may be copied to
number of Apple portable music players, however, each playver can only have tracks
a maximum of five different {Tunes accounts, and in addition the frack may only
ed on up to five authorised computers simultaneously. Although it seems at first
we that the main beneficiary of FairPlay is Apple itself (it protects the iTunes market
1akes the iPod/iTunes partnership irresistible) it appears Apple were forced into
7lav by the music industry. Following a plea from Steve Jobs, CEO of Apple Inc,, o
snusie Industry,® it was announced on 6 April 2007 that Apple had reached agree-
with EMI to make its music available DDRM free, while on 6 fanuary 2009 a further
suncement made at the Macworld Conference and Expo revealed that from that

Homusic on iTunes would be DRM free,
tempts to use design modalities to engineer music files which could not be
: have failed. Nearly all music available today, whether it be in MP2 formaft or
sibed onto a CD comes free of DRM techniology. The provisions of the WiPO trea-
ies, the Digital Millennium Copyright Act and the Copyright and Related Rights in the
o Soclety Directive, ook dated and lrrelevant in the modern digital age, but
Brv? Why if DRMs are the most effective and efficlent way to protect against illegal file
nig have they failed to take effect? Surely if Lessig is vight and we have to choose
T 'bulld, or architect, or code cyberspace to profect values that we belleve are

VinUnet.com, Sefty backs out of rootkit anti-piracy scheme, 15 November 2005 hitp://www.
wetcom/vounet/news/ 2146053 /sony-backs-root-kit-anti-piracy.

Oin & February 2007, Steve Jobs, published an open letter entitled Thoughts o Music calling
the big four music companies to sell theiv music without DRM. According to Jobs, Apple does
nt to use DRM but is forced by the four major musical labels with whom Apple negotiates
tracts for iTunes. Jobs’s main points were: (1) DRM has never and will never be perfect. Hack-
atways find a method to break DRM. {2) DRM restrictions only hurt people using music

I

ers will al
sally. IHegal users aren't affected by DRM. (3) The restrictions of DEM encourage users to obtain
estricted music which is usually only possible via illegal methods.

The vast majority of musicis sold without DRM via Clis which has proven successful {see Steve
iobs, Thoughts on Music, 6 February 2007, http//www.apple com/hotnews/thoughtsonmusic/).




fundamental. Or we can build, or architect, or code cyberspace to allow those values to

disappear’ we cannot end up with the scenario where all the built or architected changes
are removed {(or to stick to the building metaphor are demolished and the environment
returned to open plain). Surely if we are all just pathetic dots the industry would have
forced its DRM technelogy on us, after all as Lessig savs “Thus, four Constr/ainu regulate
this pathetic dot-the law, social norms, the market, and architecture-and the “réguia—
tion” of this dot 15 the sum of these four constraints’. 7

4.3 Network communitarianism

The reason for the failure of DRM svstems in commercial music releases is explained by
anew school of thought which has developed in the tast few years, While cyberlibertar-
ians belleved the architecture of the network vrotected individuals from th:, attentions
of real world regulators and cvberpaternalists believed

. her the opposite, this new
school of thought sees the relationship between the digital environment and the real

1.
T

world as a rather mors fluid affair. This new school of
nitarian school.

weught Is the network commu-

Tem 13t P H . e - S . a1 i H

Unlike cyberlibertarianism and cvberpaternalism this developed in Furope with
- W . mpler verpagpls b ledo i H P T3 H )
much of the early work taking place in the UK, The main proponent of network
communitarianism 15 Andrew Murray who in his hook The Regulation of Cybersprice set

out a model of network communitarian thought Murray believes that the cvberpater-
nalistmodel falls to sccount for the complexities of information fows found iﬂ_) arnodern
telecommunications/media system such as the internet, The main influences on net-
work communitarianism are two European schools of thought which have yet to fully

tramslate to the US, and which h

ave therefore not influenced either cvberlibertarianism
or cyberpaternalism. These are Actor Netwark Theor

(ANT} developed in Parls in the

19833 by Michel Calion and Bruno Latour and Social Svstems Theory | 58T} developed

i Germany by Nikiaus Luhmann and Gunther Teubner,

ANT is a2 theory of social transactions which accepts a role for nonhuman actors
inany sodal situation. Thus in a fransaction between two individuals in a restaurant

tneir transaction is also affected by the restaurant jtseif: one would expect a different

want than in a local café bar. The d
ende 1s not 5o much the surroundings themselves but the semiotic, or concepts, which

transaction in a luxury Michelin starred rest

the human actors have communicated 1o them through memory, experience, and sur-
yosaTicliy A lomyy o ~ ey FANTT % . 5 H - i B ) .
roundingst A xey concept of ANT is that social communications are made wp of paral-

lel transactions between the material (things) and semiotic (concepts) which together
ingle network. This has the potential to be particularly powerful when appiied

nierner, Ihe internet is the largest person to person communication network
vei deslgned. It allows individuals to move social transactions in space and Hme a:
ransactions in space and time and

e D errifo bl o T Ty e e £ y H - { H
1¢ Regulation of Cyberspace: Control in the Online Enviromment, (2007),

H . S S R, AR apted i o . B p 5
woehily inadec ate description of ANT Mm;h is extremely comuplex, rich, and
nts interested in embarking on a study of ANT should start with B. Latour

£ T !
s Au dnfroduction to Actor-network-theory: (2007).

wrs transactions between people with shared experiences who are geographically

ote and between people with no common history who are geographically close®
potential for new networks 1o form, dissolve, and reform on the infernet is ruassive,
one to reconceptualise the internet not merely as a communications/media

as a cultural/social ool ®

“shares some roots with A but is quite distinct. 35T attempts to explain
soed study the flow of information within increasingly complex systems of social
imunication. Luhimann attempts to explain how communications affect social

sactions by deflning social systems as systems of communication, and society as

most encompassing social system. A system is defined by a boundary between
oIf and its sunrounding environment, dividing it from the infinitely complex, o
otic, exteriorn™ The interior of the system is thus a zone of reduced complexity:

oemmunication within a system operates by selecting only a Hmited amount of all
formation available outside, This process is alse called reduction of complexity.
Fhe oriterion according to which Information is selected and processed is meaning.

NT 55T is an attempt to map and study the complex process of social interac-
s in the increasingly complex and connected environment of modern society,
wihereas ANT is about the evolution and formation of networks, 557 is about the
tering of information fiows in the decislon making process and the communica-

i of ldeas and concepts between systems.

Although these theorles are quite distinet when taken together they can illuminate
much of ouwr understanding of comumunications and social interaction in a net-
worked environment such as the internet with a variety of actors, both human and
non-human.® This s what Murray attempts In The Regulation of Cyberspace. He
examines the classical evberpaternalist model discussed earlier in which a pathetic
is founa to reside among four regulatory modalities which act as a constraint on the
chodce of actions of that ‘dot’ and finds that in applying the principles of ANT and 58T
: can consider the ‘dot’ rather differently. The dot is in ANT terms a material node in
the network, while in 387 terms is part of a svstem. In either term the dot is not isolated,
1t forms part of a matrix of dots, or to put it another way the dot, which is designed to

And obviously between people geographically romote and with no commeon history also.

This is actually wetl worn ground in the field of communications and media studies although
g, M, Castells, The Internet Galaxy {2001)

iy Patterns of Social and Techpical

it segms quite allen to many lawyers and regulators. See, ¢.¢
or B Mansell ledy, nside the Comangication Bevolution:
Friferaction (2002).

* Thus a system may be the legal system where lawvers practice their trade and give advice
agalnst the background of the corpus of law. Lawvers may be asked ‘is it legal to use offshore tax
stemns to process the profits of a particular transaction?’ they will not be asked ‘is it moral? or js
tsoctally harmiful?’ these are questions for respectively theologians (or philosophers) and politi-
ns. Thus in the internal language of the fegal profession the guestion is binary legal or illegal,
er thar multifaceted in the wider system of society at large.

As with ANT this is a woetully inadequate deseription of 55T which is extremely compiex,
rich and valvuable. Students interested in embarking on 2 study of 551 should start with H. Moeller,
Lufinann Explained, (2006). Law students may then be interested in N. Luhmann, Law as a Social
Systern (2008}

** For a fascinating attempt to fuse the two together read . Teubner, ‘Rights of Non-humans?
tromic Agents and Animals as New Actors in Politics and Law’ (2000) 33 Journal of Law and
Soclety 497,

J!
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represent the individual, must alwavs be considered to be part of the wider community

erpaternalism runs into difficulty, for when one exam-

and itis lere that traditionai ¢

nes Yooy gy slativioe oF poory | adi [ o ] ; P £ : C
s the modalities of regulation proposed by Lessiy we find that of the four, three of

them. Laws, Norms and Markeis are in fact a proxy for community-based control, Laws
are passed by lawmakers elected by the community,» markets are merely a reflection of
value, demand, supply, and scarcity as reflected by the COmmuUnity in 1:51onetaf‘;«' Eerms
amcl norms ave merely the codification of community values. Murray recogirised that
these 'socially mediated madalities’,” reflacted an active role for the ’s'_ioi" in the regula-
tory process; far from being a ‘pathetic dot’ which was the subject of external re;uéa—
tory forces the dot was in fact an ‘active dot’ taking part in the regulatory process.®

Murray there are two kev distinctions betweern ihi I'c.hassi,c f}:ber;‘jatema“;l;f;;;;l ai?;

the new network cornmunitariar The firot o e . ;
v network cormmunitarian model, The fivst is 1o replace the isolated pathetic dot

P

P . g . R Py fpmae . H : L

ith a networked community (01 matrix) of dots which share ideas, beliefs, ideals, and

opinlons (see Figure 4.2, The second is to recosnise that | 1al; ; A~
Pinions (see Figure 4.2). The second is 1o recognise that the soclally mediated modali-

tles of law, norms, and o 7 mateix of

arkets draw their legitimacy from the commemity
devte) moaning . Tadmrar tvrevroee Jo S wmodimm o a1 .

duts)‘nmaA iirg the regulatory process 15 in nature 3 dialegue not an externally impose
set of constraints, as iHustrated in Figure 4,3, K

what does thismean for our understanding of internst regulation? Firstly it suggests

s .

tnat reguiation in the online environment s little different to regulation in the real

world. Regulation #5 a process of discourse and dialogue between the indivi

society. Sometimes sodlety, either divectly through the application of norms, or indi-
voctbe e dietitiiee to - ' IR
rectiv by distifiing s opinions, norms, or standards down o law

4

wishes to force

AL femnocratic representative politics as found in the UK In the UK we may view the
rights of MPs (our representatives) to make laws drawn from the commt 1;
la rge a5 part of our soclal contract between the state and citizen. See ], Rousseau, The S.aci;zll(u"rmt‘m\(f’
{17672, trans M Cranston, 2004). ® Murray, above n. 40, 37, ) ibi;;’, Ch. 8. o 7
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tigure 4.3 Tne regulatory discourse

. Architecture.

ange in behaviour of the individual ™ But, sometimes it is the regulatory
weitlement itself which is challenged by society when there is no longer any support
tor it. This is most clearly illustrated by the fact that the UK enforcement authorities
we declined to prosecute individuals under either the Customs Consolidation Act
v the Obscene Publications Act 1959 for privately viewing obscens material using an
srernet connection. We, the community of dots, have collectively decided that the

Jlewing of pornography by internet connection is no longer to be viewed as morally
+ionable and have communicated this decision by both driving the market for

ial of this type and by communicating to our lawmakers where a line is to be
s, We wish 1o sanction and criminalise those who possess or frade In hmages
of child abuse (including pseudn images) and those who possess or trade in lmages
of sexual violence, harm, bestiality, and necrophilia. Thus the regulatory settlement
< ot imposed upon us, If it were we would all avoid the viewing of abscene mate-
£or fear of prosecution under the Obscene Publications Acts, but is rather part ofa
ogue in which the regulatory settlement evolves to reflect changes in society. This
also explains why Digitel Rights Management systems failed to have the desired effect.
1IRMs were viewed by the majority of music consumers 1o be an unreasonable, and

sometimes damaging, restriction on their freedom to enjoy something they viewed,

# 4 good current example of such a change is 5. 63 of the Criminal Justice and Imeigration Act
3008 which makes it an offence to possess ‘extreme pornographic images’. These are images of sexual
JJenice, bestiality and necrophitia. This ts society in the UK setting a iimit on the free avaHability
i pornographic images in the online environment. We cannot prevent pornography from entering
e UK but we can criminalise the most offensive varieties of pornography to stifie demand, thus
also allowing the market to make the production of such material less commercially attractive.




having paid to purchase it, as their property. When Cactus Data Shield prevented
them from playing their new CD on their old CD player, or when Apple FairPlay
restricted them to having five authorised computers (a problem in an extended fam-
ily) or worst of all when Sony Extended Copy Protection was shown to leave their
PCs vulnerable to attack, consumers reacted in the way one would expect: They col-
lectively used their market power to respond. The industry could not force its DRM
technology on us because we can withhold our market support for them. In network
communitarian theory the power to determine the regulatory environment does not
rest with the regulator alone ™

Whichever of the current schools of cyber-regulatory theory vou subscribe to:
cyberpaternalism or network communitatianism, one thing is clear. There is one key {ssue
that both agree upon: that in the man-made envirorament of the digital sphere curability
to change the design of that place with a few well placed keystrokes means fhat the use of
architecture a5 a modality of control {that is employed by one of the other modalities as 3
means of enforcing their vahues) is increasingly in evidence and is increasingly effective.
For this reason the remeinder of this chapter wi

ook at who some of the key regulators
in this environment are. Who are the people with the opportunity 1o amend the softiware

code of the digital environment and on which basis do they exercise their power?

4.4 Regulators in cyberspace: private regulators

There are a number of private regulators at work in the digital environment with the
ability to regulate certain activities directly by making design changes to the environ-
ment. The fust line of private regulation most internet users encounter in the UK is
their internet service provider (ISP). As it is impossible for individuals to gain acgess to
the internet without emploving the services of an 158 ISPs can act as gatekeepers, The
position of gatckeeper is a powerful one in regulatory theory as gatekeepers control
access to and egress from a particular place or communitv. 4s a result of their role as
Internet gatekeeper 1805 have been tasked with ever increasing regulatory roles in the
UK. The most high progile role for (505 is their collective role in preventing access to
child abuse fmages and other illegaf content

Inan attempt to control the trade in illegal content the UK Government reguires [5Fs
te block access to sites known to contain images of child abuse but which are domiciled
outwith the UK, and which are therefore out of the direct control of UK laws, This is
affected by a partnership between 18Ps and an imdustry regulatory body known as the
internet Watch Foundation (IWT). The IWF operates the UK internet ‘hotline’ for the
public to report potentiaily iilegal online content (that is content portraying

It this final analysis network communitarianism in the internet regulation context shares
vs with decentred regulation in mainstream regulatory theory. See, . Black, "Decentring
rstanding the Role of Regulation and Self Regulation in a “Post-Regulatory”
L2008 54 Current Logal Problems 103; ¢ Scott, ‘Regulation in the Age of Governance: The
Rise of the Post Regulatory State’ in ], Jordana and D, Levi-Faur (eds) The Politics of Regulation: fnsti-
tilietis wisd Regudatony Reforvs for the Age of Governance (2004,

suse M eriminally obscene content hosted in the UK, content designed to incite

il or religlous hatred content hosted in the UK M and extreme pornography®), The

is u private industry body which is funded by industry partners and a Furopean
grant. It regulates content within its remit by creating a blacklist of sites which
gal content. This blacklist is then distributed to all UK [8Ps who are expected
;1@.:5&55 to alt sites contained on the list, The blocking of access is therefore
o by private corporations (the ISPs) at the requirement of ancther private cor-
ni {the TWF), but, it 15 a requirement of the UK Government that this private
v system be enforced.
i sillustrated in a Parllamentary written answer in 2006 when Home Offic
snister Vernon Croaker noted that ‘we are setting s target that by the end of 2007
I57s offering internet connectivity to the UK general public put in place tech-
cical measures that prevent their custorners accessing websites containing itlegal
s of child abuse identified by the IWE' Faliure to Implement a private regu-
vry system would have led to legislation compelling 15Ps fo filver access. This

puirement has subsequently besn implemented, without the need for legisla-
tron, by all major UK comimercial 15Ps under a variety of names or systems. The
sest known of which s Cleanfeed developed by British Telecom and used by BT
most cther major UK 18Ps under Heence. Cleanfeed works by filtering all user
s through an internel router which compares requests for pagss against the
F Dlacklist, H the requested page is blacklisted the Cleanfeed system will reroute

this reguest to a BT proxy server which Issues an error message to the customer
i theory Cleanfeed is extremely efficient. Unlike older forms of content blocking

“leanfeed does not black entire sites only blacklisted pages. Thus if one page on
the MySpace site contained an indecent image Cleanfeed should only block access

= By s, 160 of the Criminal Justice Act 1988, as amended by the Criminal Justice and Public Order

L0t 1994, it is an offence for a person to have any indecent photograph or pseudo-photograph
a child in his possession, A pseudo-photograph is defined in s, 7(7) of the Protection of

fdren Act 1978 as 'an image, whether made by computer-graphics or otherwise howsoever,
appears (0 be a photograph’.
WGy s, 2 of the Obscens Publications Act 1959 it is an offence to publish an obscene article in
] . The definition of an obscene article is found in s, 1 and def it as: Jwhere] Iis effect
v {where the article comprises two or more distinct items) the effect of any one of its itemns is, if
211 a3 a whole, such as to tend to deprave and corrupt persons who are likely, having regard o
clevant cliroumstances, to read, see or hear the matter contained or embodied in it
* Part 3 of the Public Order Act 1986 creates offences of use of words or behaviour or display of
ittenn material {s. 18}, publishing or distributing written material (5. 19}, public performance of a
3. 20), distributing, showing, or playing a recording (s. 213, or broadeasting (5. 22), if the act
is Intended o stiv up racial hatred, or possession of raclally inflamrmatory material (s, 23} Part 3a
was added by the Radal and Religlous Hatred Act 2006 with the Insertion of new sections 294 to
29N, T'his created mirror offences for acts intended o stir up retiglous hatred.
BBy s 63 of the Criminal Justice and lnunigration Act 2008 1 is an offence to possess an
‘extreme poInographic image’. An extreme pommographlc image is one which (1) is of ;u\f:h— a
ture that it must veasonably be assaumed fo have been produced solsly or principally for the
ourpose of sexual arousal, (27 Is grossly offensive, disgusting or otherwise of an obscen_e character,
and {3} portrays, in an explicit and realistic way, any of the Ipllowing: (a) an act which threatens
a person's Hfe, (b) an act which results, or is lkely to result, in serious injury to a person's anus,
'i'_njfeasi:s or genitals, () an act which involves sexual interference with a human corpse, or (d) a per-
son performing an act of intercourse or oral sex with an animal {whether dead or alive).

= Hansard, 15 May 2006, Column 715w,




te that page not the entire MySpace network. The problem with ISP filtering of all
types, inciuding Cleanfeed, is that they simply block pages without explanation.
The consumer simply receives an error message such as ‘404-—page not found’ or
‘403—forbidden’. There is no way for the consumer to differentiate between a page
that vou cannot see because the server is overloaded or has been relocated and one
that has been blocked by the IWFE,

Because of this, the practice of content filtering by the IWF and I5Ps is not
widely known or understood. Most UK internet users had probably not heard of
the IWF at least that was the case until they became instantly famous in eatly
December 2008,

In 1976 German hand Scorpions refeased an atbum called Virgin Killer, The album has always

been highly controversial as the cover art featurad a naked prepubescent girl with a star of
ne and

broken glass chscuring her genitsls. Ths image has been widely circuiated both of

arline for over thirty years, but sormetime prios to 5 December 2008 it was reporied to the
W= who determined that the image was iflegal s being poteniially in breach of the Protection
of Chlldren Act 1978 As a result on 5 December 2008, the IWF system started Blacklisting a
Wikipecia article and relsted image description page on the album. Al major UK 1SPs biocked
access to the image and Wikipedia page.

s may have gone unnoticed as althougn popular, Scorpions semain a relatively obscurs
band in the UK, butfor the peculiarities of the Wikipedia architecture. Wikipedia has a blacklist
of its own which it uses to biock individuals who have vandalised entries. As traffic to sites
that are on WESs blacklist is all channeiled through Cleanfeed proxy servers it appeared io
Wikipedia, once the page was blocked, that every wisitar from the UK were coming from the
same addresses. This block prevented UK users fram amending Wikipedia pages, triggaring an

ancd leading eventually 1o the discovery that this page had been blocked

save sense and on 9 December 2008 they

D
r

| rem their plackiist stating that akhough the imaga in

removed the Wikipedia page and imag
gueshion i poiantially in breach e Protection of Children Act 1978 ... the WF Board has

ese findings and the contaxtual issues invoived in this

specific case and, in light of the lergth of time the image has existed and its wide av
the deciston has been taken 1o remove this welipage from our st

The Wikipedia controversy has, itappears, done little to change the day to day workings
of the IWT or the functioning of Cleanfeed. End users are stil not aware why access
to a website has been blocked and as the media fire surrounding the Wikipedia affair
died down the IWF went back to its day to day role, More contzoversially government
proposals for the policing of illegal file sharing heve suggested a greater use of the ISP
gatekeeper function, perhaps even so far as requiring 15Ps to block internet access for

vis lound to be repeat offenders.” This s a highly controversial proposal which
*s tasked with the job of policing illegal file sharing. ¥ adopted it would
ge approach: the first stage is a simple notification procedure which would
s Lo inform customers that data had been gathered on them indicating they
ved in illegal file sharing. This s relatively uncontroversial (except for the
w1 of costy as it merely removes the need for a Nerwich Pharmaceutical order
iy redueing the strain on the courts and the costs involved. Much more controves-
ihe measures relating to ‘serious infringers’. At paragraph 4.23 the consultation
ses that: ‘Ofcom should have a power to reguire ISPs to take technical measures

I be specified in the legisiation) against serious repeat infringers aimed at pre-
deterring or reducing online copyright infringement, such as: Blocking (3ite,
; Protocol blocking; Port blocking; Bandwidth capping {(capping the speed of
ser's internet connection and/or capping the volwmne of data traffic which a
riber can access); Bandwidth shaping (imiting the speed of a subscriber’s access
tosviected protocols/services and/or capping the volume of data to selected protocols/
iwest; and Content identification and fltering.” Although the media have widelv

worted that one option Is disconnection of users this is in fact not the case as the pro-
F currently stands but paragraph 4.23 does indicate that future disconnection may
“possibler ‘It is entirely possible that the obligations on notification and collection of
onvimised information on repeat infringers that may lead to legal actions taken by

is nolders that we set out here will not, by themselves, deter some infringers. If that
ablished it is important that Ofcom should have the ability to take further steps to

ice copyright infringement significantly, in line with the long term objective’. This

praposal is a halfsway house between the stricter ‘three-strike’ laws sesn in many coun-

tries which see an offender disconnected after two warnings and earlier UK proposals
to have ISPs self-regulate. However it is packaged though it is clear that the gatekeeper

tion of the ISP is central to these proposals.

45 Regulators in cyberspace: states and
supranational reguilation

Lt course itis not only private regulators who can utilise the architecture of the network
‘o regulate end users. As Lawrence Lessig demonsirated states may use architecture-
fased modalities to control their citizens also. Most states use some form of Altering
and/or content blocking. Australia is at the time of writing considering the mandatory
installation of Cleanfeed filtering software * while several other states use mandatory
filtering or the aperation of a State firewall to control access to content online, Probably
the most famous example of this is the Chinese State firewall, colloguially known as
"The Great Firewall of China’. According to the Open Net Initiative ‘China continues

7 See Department of Business, Innovation and Skills, Consuftation on Legislation to Address Hlicit
Peer-to-Peer File Sharing, 16 June 2009: hutp/ fwwweberr.gov.auk/files/file51703.pdt.

ARG News, Corroy cumounces imdndatory internet filters to protect children, December 31 2007
https//www.abco.net.aw/news/stories/2007/12/31/212947 1. htm.



to expand on one of the largest and maost sophisticated filtering systems in the world,
despite the Government’s occasional denial that it restricts any l.n"femet content”.” The
&reér i‘n‘em‘?aﬁi is kept constantly up to date and censors all types of comment with a
particular focus on political and dissident speech. Major news organisations such as
the BEC and Voice of America are blocked, along, not surpisingly, with the website of
the Epoch Times * The Ministry of Information Industry ensurés the firewall remains
secure by licensing a small number of ISPs, ton at the latest taunt, which for 2 country
the size of China is an extremely small pool to police. These I5Ps must ensure thev com-
ply with Ministrv regulations, inchiding new guidelines on video sharing si‘tcsjissued

immediately upon the widespread penetration of video sharin g technology in China®
Underlving all regulation of the internet in China is an extensive Hstof pz;scribed con-
tent. Citizens are prohibited from disserninating between nine and eleven categories of
content that appear consistently in most regulations:® ail can be considered sa;in'er.‘s'h«’e
and trigger fines, content removal, and criminal lialility.% Because of the highly restric-
tive nature of state-based censorship tn China much has beer written abour‘ it and
systems and tools have been developed to subvert it.5
Despite this focus on China it is not the onlv State wh ich uses filtering and blocki

tools to controf citizen access 1o the 8 o et o

saudi Avabia for instance closely conirols
access. The authorities use a commercially avallable bltering too! aliied to local govern-
z 1

ent employees and reporting from ordinary citizens to aid the local impiementat:
mie : ; § 10 aid the local implementation

¥ hitpy/iopennetnet/research/profiles/china. Mfbid,

Xinhua News Agency, ‘Chi issue new i

AINayYg MNows Voo Lnina to bssug new regulations to censor ondine vid 3 5!

. e 2211C) ¢ new regula 5 o censor online video prog

August 16, 2006, N T e

* The nine types of content are: (1) violating

the Constitution; (2) endangsring state security, divalolne stan i i

o o N 1,‘7‘122_,3 Ul.&;d_ll'gihhg S_au_‘é_\ wf Iy : uiging state secrets, subverting the national

SehllE, OF proparthising e integrity of natione! unity; (3} harming national honour or interests;
SR L o S r e E PO H H iy - i ) N ; N !

4] imciting hatred agalnst peoples, racism against peoples, or disrupting the solidarity of peoples;

s ; i ) & - A - i

{ :

tk}ce basic principles as they are confirmed in

?) disrupting nationat polic i Leults and feudal superstitions;
o) Serunt : na feudal supers i
o) Dgom(w ¥ € reading obscen-
\ ! c; 28 " comrission of a crime; (8 insulting
OF geiaminy th i ' o] ) )
at (iteh.;l..mg Ihird s and interests of third d(9) other
content prok : - ‘ : . s .
coot iEJI ¥ Lo and admi two categories of prohibited content
\-xhri: adted o Atn 1Y of the Provisions on the Administration of Internet ™ v5 information
. N leraimgd Yacr w3 N s £ } 5 . ,
ces _pﬁOi‘nungeer\.{ by 1 mell Information Office and the Ministry of Information
Stry on September 25, 2003, Thes Htional categories are (1) iting illegal assemblies
sseclations, marches, demonstrations, or gatherings that disturh s Vorder; and (2} cor ting
lations, maiches, ISratlans, or gatherings that disturb social order; and (23 conducting
gotivities i e e e ~t o o] egard g e oE Tob: ) ) o 5
activiiles 1n) the name of an illegal ¢ivil organisation. Translation at: Ity W Cere, gov/pages/
virtuaicad/index phpdishowsingle=24396, B
"2 Janwen, The Current Situation of Cvbercrimes in Ching, Tnternational Oe
orm And ( E ¢ 20060 hity: i
et ¢ 2006: hirep:
R/ resentat Mcations/ 47% 20 The %200 ur
OCvberoTimet20h pdf

ntre for Criminal
wube.caschina

Ul (2000 B Deih Trark Guests and Gr

VIS8 forenal of So 3(2002); &, Lin Newm
anet.holany uweaczam 1o methods/atia

Softwaie fumps China’s firewall for news from Tiber, cht 20 2008: http:/ fwww,

¢ ’st_z) v/ 200803/ 20/ tibet-H iLhtrml; P Festa, Software rams wreat ﬁ}e;‘-,;vau o%

ews 16 April 2003: httpy/ fnews.onet.com/2100-1028-997 101 html, ‘

L The Gres .
tunents/ Great_Fizewal}.pdf,

3

creghme. The Government makes no secret of its Hltering, which is fully
iy g section of the [SU web site According to this, pornographic content
ered by the State Information Services Unit, while other sites are blocked

sliers

om ‘governmeant security bodies’. The website also has forms through
isers can request that certain sites be blocked or unblocked. In 2001
£ Ministers issued a resolution outlining content that internet users are
om accessing and publishing, Among other things, it forbids content
2 public decency’, material ‘infringing the sanctity of Islam’, and ‘anything
v oo the state or its system’. The resolution also includes approval requirements
shing on the internet and mechanical guidelines for service providers on
and monitoring users’ activities.® A new law, approved by the Saudi Shoura
o Loundl in Gotober 2006, criminalises the use of the Internet to defame or

o that serve terrorist organisations.
G The Open Net Inltiative lsts substantisl filtering in a number of couniries

State based controls such as these are not

rom Bahrain to Yemen ™

WSS and the IGF

suhesueh s plurality of approaches and views on internet regulation and content
ion pelng displaved at national (state) level it 1s perhaps no surprise that until

Iy attempts to shape supra-national agreement on internet regulation were
weessiul, Then in 1998 the International Telecommunications Union (ITU) rec-
sed thers was a need for supra-national cooperation on internet regulation, At

- Plenipotentiary Conference in Minneapolis, that vear they passed Resclution
1ch noted: that telecommunications were plaving an increasingly decisive and

role at the political, economic, social and cultural levels and called upon
ited Naticns: ‘to ask the Secretary-General to coordinate with other intermna-
organizations and with the various partners concerned (Member States, Sector
wers, etc.), with a view to helding a world summit on the information society’.™

quest was heard at the ninetieth plenary meeting of the General Assembly of
United Matlons in December 2001, where the General Assembly accepted and
awsedd a propesal from the ITU that a World Sammit on the Information Society

Bttp:/ fwwwisunetsafsaudi-internet/contenet-filtring/Bliring htm.

Councli of Ministers Resolution, Saudi Internet Rules, February 12, 2001: http://www.al-bab.
media/docs/saudihtm.

Arab MNews, ‘Shoura approves law to combat e-crimes’, October 10, 2Z006: http//www,
mews.com/7pages1&section=0&article=87941 &d=108m=1 0&y=2008.

Substantial fltering is reported in Bahrain, Burma, China, Ethiopia, Iran, Libya, Oman,
111, South Korea {in refation to security on the Korgan peninsula), Saudi Arabia, Sudan, Syria,
Uand, Tunisia, UAE, Uzbekistan, Vietnam, and Yemen. Thev report no data on Cuba or North
Dut hoth are known to strictly control Internet access.

Resolution 73: hitpy/fwww.inlint/wsis/docs/background/resolutions/73 html. n effect what
v were asking for was a UN Summit. Summits are designed to put long-term, comyplex problems
poverty and environmental degradation af the top of the global agends, They are designed o
ovide leadership and to mould international opinion and to persuade world leaders to provide

i support.



(WSIS) be convened, and instructed the Secretary-General of the UN to ‘inform all
heads of State and Government of the adoption of the present resolution’ . The WHES
was to take place in two phases, the frst Phase taking place in Geneva from 10172
December 2003 and the second phase taking place in Tunis, from 16-18 Novembey
2085, The objective of the Geneva phase was to develop and foster a clear statement
of political will and take concrete steps to establish the foundations for an Informa-
fion Society for all, reflecting all the different interests at stake. The objective of the
second phase was to put the Geneva ‘Plan of Action” into effect and to find solutions
and rea

¢h agreements in the fields of internet governance, financing mechanisms,
and follow-up and implementation of the Geneva and Tunis documents, W5IS Invited
Heads of State/Government, International NGOs, and Chwil Society representatives”
to contribute to a series of preparatory meetings {PrepComms) and to the (reneva
and Tunis rounds on a series of issues ranging from the digial divide,” to freecom of
expression, network security, unsolicited commercial tomumunications (SPAMD, and
protection of children.™ Central to the WSIS programme was though the issue of
internet governance.

WHIS envisaged a ‘peopte-centred

inclusive and development-orientated Infor.
mation Soclety wheye EVErYoUe can create, access, utilise and share Information and

Knowledge, enabling ingdiv

duals, communities and peoples to achieve their full
potential in promoting thelr sustainable deveiopment and nproving their quality
GF Hfe s Drisen

$Sion as to how this was to be achieved began in the PrepComms,
i these mestings numerous vi

wh were expressed about what was and was not
‘Internet governance’, and the public policy involvaed, Some developing nations
nioted that they were unable to participate In many of the decision MaKing processes
central to management of the intemet, such as management of the domain name
system which was primariiy in the hands of two American-based private regulators
the Internet Corporation for Assigned Names and Numbers (ICANN) and the Inter-
aet Assignied Numbers Authority (IANA)Y» Others, predominantly the US, called for
the principle of private sector involvement and investment fo be enshirined. In the
final PrepComm briefing on 3 December 2603 US Ambassador David Gross outlined
what he called the ‘thres piliars’ of the US position,

" Resolution adopted by the Geners) Sssembly fon the report of the Second Committee
/56/358/4dA4.3)) 58/183. Wortd Summit on the [nformation Sodiety, 21 December 2001,

I UN parlance, civil society Cneompasses all 2 who are nat part of gavernment, private

(A

enterprise, or intergovernmental organisations: in other words privaie individuals,

7 The 'digital divide’ reflects the technology gap which has opened up between technology
rich Western States and technology poor African and Asian States, and on the growing divide
within States between the professional classes with stable and fast internet access and the
working class, in particular immigrant conumunities, where access may be unstable, slow and
difficult to obtain, See P Notris, Digital Divider ¢ivie Engagesment, Informuation FPoverty and the
Internet Worldwide (2001 M. Warschauer, Technology and Social Tnclusion: Rethinking the Digital
LDrivide (2004),

™ Yor a discassion of WSIS see M, Raboy & N. Landry, Civil Society, Commication and Global
Governarice; Issues from the World Susrmit on the Information Society (2004),
P WIS, Declaration of Principles, Geneva 12 December 2003, Principle 1.
Further discussion of the domain name system and the role in particular of I
place in Ch, 12

N takes

tainable ICT sector commitminit 16 the privats sact

ised 0 that, countries can attract the necessary private”

t be emphas
3 create the infrastructure;

or content creation and inteliectual property rights protection in Qrd_er_'_ao__m;p@e__

content developrment; and”

B

gnsdre secirity on the internet, in electronic commijnications qejd i

¢ corrmeice.

i he G sumimit gotunder way the PrepComns
ivergence of views, when the Geneva Summit gotunder was I

A1

i uture develd Finternet governance.
Ut produce agreement on the future development of internet ge F

cormmitted to a principle of multi-stakeholder agreement many developing
S . P o o eemaae 1 Tic " St P
Tuding Ching, Brazil, and most Arab States sew the US commitment to pri

- - i ] . o B S T T o FTT
culor initiatives as a barrler to progress while the US, and others including the KU,

3

{ anada, feared that some governments wished to have a greater say in inter-
-anada, :

ernance purely as a vehicie for censorship or content manag{emerit. ‘!"Sf_i iruu)ii
it in {zeneva proved Lnpossible, Instead it was noted that ‘governance issuss
the internet are a complex challenge which needs a complex answer and
to include all stakeholders—civil society, private industry and governments,

» hody and no single stakeholder group alone is able to manage these chal-
AN B “ - - ‘ » . . . - ’L )
This multi-stakeholder approach should be the guiding principle both for the
P ; : . 3 o ieayLes relgte
coordination of the internet, as well as for broader public policy issues related
¢ sherspace in general’.” To give effect to this recomimendation, WSIS put together a
o ‘ e = . . B = T 3 =) i z..‘. *, |
i Group on Internet Governance (W3IG) to report 1o the Tunis conference with
= ) . . . ; Y PR—
avnnendations. The group, chaired by Nitin Desal, Special Adviser 1o the Secretary
SR i e A AA & ' b ° ' : o o :
al for the W3Is, met four times between Geneva and Tunis, and published their
sy 1OL VYLD,
repott on 18 July 20057 1)t deeeton
‘ Tt e e oo irwork under three broad heads: (1) to develog
group was asked to carry out thelr work under three {1

¥ 1g definition of internet governance; (2) to identify the public policy issues
e r\elea'am to internet governance; and (3) to develop a c;ommo; '.mvi?ﬁ;tamil.
ot the respective roles and responsibilities of Gov‘ermnems;, ex;stm..gﬂmtr:;r._zj::
tenal organisations, and other forums, as well as the pr.wate S.?C’E(ii aﬂ;d il‘;}l! sc:u-:..})

th developing and developed countries.™ In dealing with tne‘nrsl the &?r;m;.
the following working definition: 'Internet go‘«emanc? 15 t-he d-ex-c.{.a;‘)v‘
appiication by Governuments, the private sector and civil society, in their

gested
caent and

o

Summlt on the Information Soclety, Visions in Process: Geneva 2003—Tusis 20083,
SiwwwoworldsummitZ003. de/download_de/Vision_ in_ process.pdf.

-ull detalls of WGIG may be found at hitp:/ fwww wgig.org/.

dl details of WGIG may be found at hity i X e
( WGHG, Report of the Working Group on Infgriet Governance, Chiteau de Bossey

wen from WG




respective roles, of shared principles, norms, rules, decision- -making procedures, and

programmes that shape the evolution and use of the internet’ ™ From this base the
group then moved on o its second head of study and listed thirteen public poli
Issues ‘of the highest priority’» With this achieved the group than made its cri
cal recommendations on the respective roles and responsibilities of governments,
existing international organisations, and other forums. It rec commended that gov-
ernments were to drive public policymaking and coordination and im plementation,
as appropriate, at the national level, and policy development and coordination at
the regional and international levels.® This was to Include development of bes
practices, capacity building, and promoting research and development. The private
:?ea.mr meanwhile was called upon to develop policy proposals, guidelines, and tooly
tor policymakers and other stakeholders, this including industry self-regulation and
arbitration and dispute resolution.® To manage the relationship between the public
and private sector fand other stakeholders) WGIG recommended the creation of a
new Internet Governance Forum (IGF) which would provide the opportunity for the
free exchange of ideas between stakeholders and which would provide *whl;a policy
guidance ™ The mandate for the new
Agenda for the Information Socigtys

fonum s set out in paragraph 72 of the Tunis
which states:

oroer *o .
séam ;lty and deveiopmemt cn the lﬂte nﬁ-t

' :' xos‘*er ;he ;ustamab fity, robustmess secul

b Facds‘rate dlscourse Dﬂtween bod\es dealing w.m ol *ferﬂm cz’oss 4 ’mf‘g nferr-af'lona

.'_.Obbuc polici 3 regarding the fnternet arid d\smss |ssues that do mt a wm in the scopé-_"
L ofan/exsmg body ' . . SR

: ;ar“e with appropriaté 'nf@rgovemﬁ‘entg orgam;'a ions ar}d of ner rmtltu’tons om :1' :
' ma*te*s under their purvisw, : e '

tices; and w*t sregarcé makef
c"&d tecnmcaf csmmumtreg

Fac ltatd the ex cha“ge of information anff DFot prac

:'Hse o_ the expertise of tf acgem.c ac‘eﬂf

- Adv ise al wtaKehoEdmrs in oronosmg ways and mear‘s to acc,ﬂ erate the avadamﬁ‘.ty' and .
B _:.a‘foydabm‘/ of: the Internet in tke uevdopmg »vorfd ; D S -

£ ;

W ibid, [10].

" These were: (1) Administration of the root zone files and system; (2) Interconnection
costs; (3} Internet stability, security and cvbercrime, » (4) Spamn; {5) Meaningful rmzfjci-pdtio;a
in glebal pelicy dev elopm i1t (6) Capacity-building:; (7) Allocation of dnm.u" nmics (8 IP
addressing: (9) inteliectual Property Rights; (10) qucdon of expression; (11) Data protec-téon
and privacy 1 ;jh?a {12) Consumer rights; and (13 ) Multilingualism. Full discussion of these
may be found at [15]-[27]. .

= ibid, {300 B ibid, [317. & ibid, [357~[511,

VSIS, TZH?!S Agenda for the nformation Svclety, 18 November 2005: http:/ fwsw. itaintfwsis/
docsZftunis/off/Grevi himl.

wl a'marre the ﬁngagemerﬁf of szaKeho ders 'ex;stmcz and/c}r
et gavcrnance meghar! sms partlca ar[yﬂ ose Fro 7 deveiopin

ng issugs, bring them o me sttention o"tf & fe! evant bodies drx.d_tﬂe_
ard wi"ore appropnaﬁ make reccmmendatlons i

o camac *‘y bu;\dlrg for Inteme’t goverrarice in cfevelop ng coumtrle:, :
on EocaE >ources o; know edge and expert Ise S

and assess Oﬂ c’1 rgowrg bas&s the embod\mem of WSS prmclpies i
fernd g wmmrce processes o Snhen

L, il or a!;a ISSUES re!atmg tO cri‘[sca Eﬂterret T’E}SOUE’CES

&1 >olmon: 'fo

tHe ssues arzswg from the LSG and m suse o: the IntemeE
utar conce i to verycfay users. :

(it procnedmgs

te of wiiting the IGE has met on {our occaslons with little in the way of hard
rig from the meetings. At the most recent meeting in Sharm £l Sheikh in
009 the event reports made for depressing reading. The meeting considered
sis paper, On the desirgbility of the continuation of the Forprn® Although this
tand fortunately) concluded that: 'the General Assembly, when deliberating
Forum’s continuation, should decide on #ts continuation for another five-vear
Fotlowing that period, another review of the desirability of a further extension
i+l take place in the process of an overali review of WSIS outcomes,”™ the prior
Peration was not without the Wdentification of clear failures of the IGF process. As
coort nioted: ‘One commentator suggested that the Forum had a long way to go
ing the real ohiective for which it was established—to assist in the democratic
! 1t of global public policies and, i necessary, new Institutions, In the aes
net governance, in the spirit of the Geneva Declaration of Principles,™ while
ste that the 1GF had onldy fulfilied its mandate selectively™ wihille a third felt
srim had only just begun to fulflits mandate and that the first years’ activities
ified the breadth and scope of work to be undertaken.™ Many felt the Forum to
< regctive noting that the Forum should be proactive in encouraging institutions
fved i internet governance to debate and discuss by providing an open space
theaily tor such activities at its annual meetings, and that the IGF should take an

Leptive approach to Us work” and extend 1ts focus to other areas affected by internet

W F Secretariat, O the desivability of the continuation of the Forum Augmt 2009: hitp/ fwww,
vInrum.org/ems/2009/sy nthesis _paper/KO952729 E.1GE Synthesis. Paper.final.pdf.
i, 1991, S ibid, [22]. ¥ ibid, (23], o 1571ci, [24].




policy and technelogy. This chimes with earlier findings in the official publication
reviewing ihe first two IGF meetings,” where Markus Kummer, eEnvoy of the $wiss
Government, notes that: ‘governments remain the decision makers’.# J

The formation of the IGT is a step in the direction of cooperative supranational inter-
net regulation, but the natwre of the IGF as a forum to 'discuss public policy issues
related to key elements of Internet governance’ means it falls far short, currelﬁﬂv, of
plaving a meaningfsl role in the reguiation of the internet and digital content, 1‘\"{31‘5@
the IGF though may never play a meaningfu! role in internet governance, The Prep:
Comms provided an insight into wlry international cooperation at an operational Eevél
is uniikely to follow from discussion at IGF meetings. There is a digital divide between
1most developed and developing nations which means that there are different economic
Interests in play. Purther, there appears to be a societal divide between the key states
members of the IGE The US in particular seems quite unshiftable on its twin p(;sitions
of private sector investment and allowing the market to regulate. This is not acceptable
to many nations including Ching, the other major states party at the IGE Without
agreement between these two digital supsrpowers the 1GF will remain locked down
and will prove to be merely a forum for discussion. This is not to belittle the potential

contribution of the [GF which discusses onen qeeess. mopwr {
contributio of the [GF which discusses open aceess, network standards, protection for
freedom, and ne

work stabitity

. and securlty, merely 10 say that the existence of the 1GF
does not change, and is ugnli

relv To cnange, the established primacy of the nation state
ininternet governance,

4.6 Conclusion

What dogs all this mean for the sludy of evber-regulation? The cyberpaternalists may
argue that the effectiveness of fltering tools in countries such as‘Ch‘u’.la, Saudl Arabia
and Burma prove that by using legal controls to mandate changes the neiwork archii
tecture, either by filtering content or by restricting the ability of users to get onling
conirol may be effected in the digltal environment, They may further poEn*t to the
fact that when the IWF blacklisted the : .

ot kipedia entry of Virgin Killer reports of the
cifectiveness of the Cleanfesd system rariged between 85-95% effective, demonstrat-
ing that even in democratic nations effective controls may be impiezﬁented at pet-
work architecture level, Cyher-libertarians may respond by citing that tools such as
Peacefive.org’s Circumventor software allow a large proportién of end-users in even the
most regulated of states to circumvent state based controls.™ The problem faced by
cyberlibertarians is that it is impossible to deny that in each case the ;tate is effectively
controlling the online actions of their citizens, and that these controls may only ble
creumvented using specialist tools or with expert knowledge of computer E‘E-E‘th;l'kS_

o ibid, [87)-{88).
o A Dorta & W. Kleinwichter, futernel Govermarce Forum (GE) The First Two Years: hetp:/ fwvww,
intgoviorum.org/oms/hydera/IGFRook the first two years.pdr. ibid, 16 : -
™ Festa, above n. 65; 5. Olsen, ‘Maxthon: China's o browser' fews, 22 J1 ]
, 0. 637 5. Olsen, ‘Ma CChina’s hip browser cnet MNews, 22 fune 2006 hitp/
news.cnet, com/2100-1032_ 36086632 htmt. ! e

o removed from John Perry Barlow's clalm that real world regulators ‘do [not|
methods of enforcement we have frue reason to fear’. The experience
Pworld and the development of the Cyberpaternalist School seem 1o have
cyberlibertfartanism to the pages of the history books, What of network
fanism? Surely these real ife examples of control implemented either at
work patekeeper level or at state leve]l undermine the network communitarian

¢ regadation Is a process of discourse and dialogue between the individual

The network communitarian response would be that each of these real
pies can be perfectly rationalised with network comnmunitarian thought,
L Virgdn Killer example is a perfect example of network communitarian regulia-
vroaction. Once the action of the IWYF was brought into the public domain an

« ciiscourse took place and it only took four days for the block to be removed,
te the assertion: from the [WF that ‘the image in guestion {s potentially in
o the Protection of Children Act 1978, In other words the IWE still betieve the
sy be illegal to download and possess in the UK, but rather than fulfil their
s ‘minimise the availability of this (abusive) content’ they chose to listen to
wwhelming view of British internet users that content of this type should not
«d without consultation. This is network communitarianism in action. What

fectiveness of state level filtering though? Well if one looks at the lists of states

-

ectively filter at a state level we find that overwhelmingly they fall into one
o categories. The fivst are states where political discourse is routinely suppressed,
oot as China, Burma, and Pakistan, The second are islamic states where reli-

- teacnings forbid certain types of content, in particular anti-Islamic content or
iphic content. In each of these examples because political discourse s sup-
{ naturally in the real world we see a similar suppression of discourse in the
environment. Thus it appears one may choose to see the regulation in the

iad environment in a similar fashion as regulation in the physical environment. It
cvither be centred, command and confrol regulation o1 it may be decentred and

0 of the democratic process. What is clear is that there is nothing particularly spe-
shoul designing effective regulation in the digital environment.
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ital ownership

X

property forms one of the central tenets of modern legal systems. The
P modern society, based upon principles of free markets and the ability
s that the legal system recognise rights in things as well as obligations

1, Attempring to define property law, and property rights, is difficult
al wotld, but as we shall see is even more challenging in the digital
here traditional values such as possession and rivalrousness are rendered
e limitless nature of bits.!

Lacting point for any discussion of digital ownership is to examine how property
s i1 the real world. Definitions of property differ but they all appear to have
s in cormmeon. The frst is that property defines a relationship between a
4 thing. Unlike obligations which normalise relations between persons, one

{ the axis in a property relationship must be a thing. This is because property,
croperty daw, regulate one’s right to own, buy and sell, dispose, or destroy, These
uniy be exercised over things: it has been ilegal to take rights such as these
sens in the UK for almost 200 vears.? The second common theme of property

it s exclusive, The rights that property law confers upon the owner, or other
oy such as a lessee, are of the nature of rights i rem as opposed to rights ad
. This mgans that the property rights holder has a right which may be exercised
any individual who attempts to interfere with his or her property right without

s for a prior relationship with that person. This may be contrasied with obliga-
cowhich arise out of a prior relationship such as a confractual relationship or a rela-
ilp which establishes a duty of care in tort.® As James Penner explains in his book
o of Property in Law, the essential element of these rights is the right to exclude
shwry froan exercising competing rights over vour property.

a3l

not to notice the monopolistic nature of property rights when we are dealing

eryday items such as cars, computers, or shoes as the moenopoly One person exer-
son over thelr car, their computer, or their shoes cannot effect the wider market for shoes,

Irpus and Nonrivalrous goods are discussed in Ch. 1, while at least some of the effects
itisation and the limitless supply of bits are discussed in Ch. 3.

Slavery Abolition Act 1833, * See Donoghiue v Stevenson [1932] AC 562,
"L Penner, The fdea of Property in Law {1997}, Ch. 4.



